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"N

L|ER{3 24| A AR (NMS, Network Monitoring System / Network Management System) &
ARE HESRA E= o2 HIEHRE 2L E|{ZSHL 22loh= O] ArBEl=

SHE|01Q AT EQ0{o] REHS o|n|&t|LC}.

MS, Network Monitoring / Management System

> NMS : HIEST BRIRS0| HIEYTO| A5, 7H8A U HOIS ARtHO 2 Q2| Hals7|9Is Ta &7

HES{3 ZL|E{Z HET & =A| s Z
+ Y|ESIT ZH|o| HERS WLEENE + YESIT EHo)
MAZboZ BLIE{BILICE. © | Z¥stawzsn ) 2 1012 AlEH Y,
Ofl: 2R, AQIR], A
FILERTEE e L

L E915 E 2T, LofE AEY Y o1} D = RIS}, M52 2HSfBILICL
o282 2HFLICE

. YESIT Hor e + Y|ESIT 24 2 A
L E9T 45 X5t s FolE 2485k ABHLICY. SIS YAFILICE



&

L[ EL3T 22| (Network Management) &
02| HIERIT ¥2|E &i[ote HEAE 57| ot Chdet AAH, T]E, =515 AREShe QiR HIE
1997H 8& ISO E&E8} 7|10l M FCAPS 2E=2

he Concept of Network Management

Eo|3 1| JjHoz
BE|0] OSI 22| =YY A = A ZERUSLICL.

=> OSI Management Framework - CCITT Rec. X.700 | ISO/IEC 7498-4) | 1997-08-09

Fault

Configuration Accounting Performance Security
Management Management Management Management Management
« NG EE Y| E 0 P AAR EEYEQIOMN A« AAR EE HIESIT Z1o| AAS S HEQTOICIY  « AAY EE HIEYT A0
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rFCAPS Model Levels

FCAPS = UHIESRIT 22|e] £ &d = Exalct &
5t A Ol Z|AIS A Z5H= 0| £-20]| ElLC}

Fault Management

@o| of

00|, HIEA T & A|A™> 22| AR Cret =4I O

Security Management

Accounting Management

Performance Management

Configuration Management



rTMN and FCAPS Management Model

+ Billing
+ Financial Reports
* Business Trends

+ Service Definition
* Service Monitoring
+ Service Charging

+ Network Configuration
* Resource Control
* QoS Provisioning

+ Alarm Management
* Logging & Backup
+ H/W, S/W Maintenance ELEM

« Agent Services N%{J &GEMENT

* Mapping physical aspects of

Ri
device toTMN ELE
Yoy

TMN, Telecommunication ManagementNetwork

+ ldentify & Isolate Faults
* Log & Correct Faults
* Predict Faults

« Configuration of NE
* Plan network expansion

« Billing Management
* Usage Statistics

« Utilization Monitoring
* QoS Management
* Resource Provisioning

« Authorization
« Authentication
* Encryption

| 8



rITIL & FCAPS - Network Management Fundamentals

ISO/IEC 20000 2= ITILZ IT AH|AF H[ZL|A Q4IARRY0|| S| 28ot= 0| S&8S = IT AH|A &2 flet 2Te| 2
AULICE ITILZ Z20lIA z|4cte| HZFE F=517| fI6H AM8ot= &AL, 21 2 A A2|AES AESL T
PLANNGING TO IMPLEMENT SERVICE MANAGEMENT
") Service IcT S
§ The Business Management @
Perspective : 3
E pectiv Service 3
. _ o)
= Delivery Security &
Management

APPLICATION MANAGEMENT

ITIL, Information Technology Infrastructure Library



NEF/EMF/MAF/MCF2| FCAPS 714

Transport Plane Atomic Functions

Equipment Management Function (EMF)

Management Application Function

(MAF)
FCAPS
FAULT MANAGEMENT .
Dataand Time
CONFIGURATION MANAGEMENT Interface
ACCOUNTMANAGEMENT Management
Plane Interface
PERFORMANCE MANAGEMENT
SECURITY MANAGEMENT Control Plane
Management Interface
Information Date and Time Functions
Refe(ence B
Point Control Plane Functions (I)r??erfaacrén
Agent
Management Information Base (MIB)
MO MO MO MO MO MO

Network Element Function (NEF)

Message Communication
Function (MCF)

DateandTime Data and Time Communication

Information
Management

Plane Management Plane
Information Communication

Control Plane

: Control Plane Communication
Information

Local Alarm

- Local Alarm Communication
Information

NEF, Network Element Function / EMF, Equipment Management Function / MAF, Management Application Function / MCF, Message Comm unication Function / MO, Managed Object

From External
Time Source

To/Form
Management Plane
(e.g., EMS, peer NE)

To/Form

Control Plane
(e.g., EMS, peer NE)

To Local Alarms

| 10
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ICMP

* ICMP (Internet Control Message Protocol) = HIE3 Z|0f|A] L1|E 3 E4 FHE 2Tk O] AFEots HIER
A AS E=EF, == O[0|E]7} Q|=af L0 HA|0| =E6t=A| R E &Qlsk=0| AFRE (ping, tracert/traceroute)

Microsoft Windows [Version 10.0.22631.4317]
(c) Microsoft Corporation. All rights reserved.

C:\Users\SUNGWON>ping www.google.com

Ping www.google.com [172.217.174.100] 32HtO|E CO|EH AtL:

172.217.174.1002] S & : HO|E=32 A|Zt=53ms TTL=115
172.217.174.1002] S & : HEO|E=32 A|Zt=53ms TTL=115
172.217.174.1002] S E: HIO]| E=32 A|Zt=51ms TTL=115
172.217.174.1002] 2 &h: HLO] E=32 A|Zt=33ms TTL=115

172.217.174.1000] Ping S 4 :

gzl il =4, 28 =4
ore Al zZH(Ral=E):
X & = 33ms, ZOf = 53ms, & 47ms

T B (8% =4),

C:\Users\SUNGWON>|

Microsoft Windows [Version 10.0.22631.4317]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\SUNGWON>tracert www.google.com

Zo 38 Ol&e
www.google.com [172.217.174.100](2)E 7t= Z=E FH.:

<1 ms 192.168.0.1

16 ms 14.138.250.1

1ms 172.31.192.13

10 ms 172.31.198.237

4 ms 172.20.2.229

20 ms 172.20.1.165

19 ms 172.20.0.134
45 ms 139.150.100.168

32 ms 142.251.66.207

33 ms 209.85.253.57

u nrt12s28-in-f4.1e100.net [172.217.174.100]
32 ms nrti12s28-in-f4.1e100.net [172.217.174.100]

<1l ms
24 ms
8 ms
10 ms
11 ms

ms

ms

LCoO~NOTULLEAE WN =
[

w
N ¥ WO 0= ¥ %

ms
ms
ms
ms

w w
NN

=g qEASLLC.

C:\Users\SUNGWON>
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rSNMP

« SNMP (Simple Network Management Protocol) = A|AE!

=2 O2ES

- SNMP O{L[A] (OfL|A[HES /W, NMS): SNMP 00| ES 2L{E{>H 6t H2[5t= A
- SNMP 0[0] M E (Agent) : LI ES{FZH|MAM H2|H 2 =& 2 SNMPEE|A} 2F SE
- SNMP 22[ZE7|E(MIB): SNMP 0f|0| M EV} Eelol= HEE &2l (MHO

/!
N

Trap sent to NM5

NMS Query sent to agent > Agent

<: Response to query sent from the agent to the NMS

« snmpwalk, snmpget HHO{2} OID & Al
A|AEI = | EQ|F0| HHE ARISHA

ER0 (MH)
(S2H0[HE)

$ snmpwalk -v 2c -cpublic 10.20.5.22

:~$ snmpwalk -v 2c -c public 10.20.5.22

OID: is0.3.6.1.4.1.674.10892.5
imeticks: (700181323) 81 days, ©:56:53.23
: "\"support@dell.com\""
: "iDRAC-J634DJ3"
: "\"unknown\""
imeticks: (1) ©:00:00.01
i sar3 6 M aR3 R
$ 150.3.6-1.6-3.16.2.2.1

1507 31651653 03N
: "The MIB module for SNMPv2 entities"
: "View-based Access Control Model for SNMP."
: "The MIB module for managlng TCP implementations”
: "The MIB module for managlng IP and ICMP 1mplementat10ns

UTh o MTD odil o Lfop monoco

$snmpget -v 2c -c pubI|c10 20 5.22is0.3.6.1.2.1.1.5.0

DDl cmond-oddonc

:~$ snmpget -v 2c -c public 10.20.5.22 is0.3.6.1.2.1.1.5.8
is0.3.6.1.2.1.1.5.0 = STRING: "iDRAC-J634DJ3"
i~$

20| SEo/| et EolE &

=

)

E=HESSS 42 HLHTPS Hefohk= H AR

| 13



« snmpget, snmpset, getnext, getbulk, getresponse, trap, notification, inform, report & C}

$ snmpget -v 1 -c public cisco.ora.com .1.3.6.1.2.1.1.6.0

$ snmpget -v 1 -c public 127.0.0.1 sysContact.®

$ snmpget -v 2c -c public 127.0.0.1 sysContact.®

NMS

The NMS sends a get request for the router’s
system name.

~ 7

The agent responds with a get response. The
response PDU contains the routers
system name, “cisco.”

% snmpget -v 2c -c demopublic test.net-snmp.org ucdDemoPublicString.o
enterprises.ucdavis.ucdDemoMIB. ucdDemoMIBObjects.ucdDemoPublic.ucdDemoPublicString.0 = "hi there”

% snmpset -v 2c -c demopublic test.net-snmp.org ucdDemoPublicString.® s "hello world"
enterprises.ucdavis.ucdDemoMIB. ucdDemoMIBObjects.ucdDemoPublic.ucdDemoPublicString.@ "hello world”

% snmpget -v 2c -c demopublic test.net-snmp.org ucdDemoPublicString.o
enterprises.ucdavis.ucdDemoMIB. ucdDemoMIBObjects.ucdDemoPublic.ucdDemoPublicString.0 "hello world"

Agent

Router

NMS

The NMS sends a set request to the agent. It

%

requests that the agent set syslocation to
“Atlanta, GA:

The agent receives the request and determines

if the NMS is allowed to modify this object. It
performs other checks and, if any of them fail,
returns a get response with the appropriate
error code in the PDU. If the request passes all
checks, the agent performs the sef and
returns a noError response to the NMS.

Agent

Router

| 14



SNMP, OID

- OID

MIB :

: Object IDentifier (ZHA|| A2}
Management Information Base (Zt2|=H[O|E{H|0]A ZH|AlEHZ})

Root-Node

a) fo[ mm f [ jpime)

directory(1) ] | mgmt(2} ] |Experimenta|[3]] |

private(4)

Gemini ~

Gemini Advanced AHEdfl 27|

Cisco Catalyst 9000 A 2{X| H|Z2| =2 SNNP OIDE ZZ{F A8

Cisco Catalyst 9000 22|X|2] 2 SNMP OID
1. 3K HH:

« OID: 1.3.6.1.4.1.9.1.1.1.1.0 (sysDescr.0)

o MY AQX| R O|F, 2 W BTN 22 FX| YEE pratgch
. QIE{H 0] A HH:

« OID: 1.3.6.1.2.1.2.2.1.1 (ifName.1)

o 29: Z} QIE T 0| A Q| O| 52 BhetetL|Ch

» OID: 1.3.6.1.2.1.2.2.1.7 (ifStatus.1)

o A9 2} QIEH|0] A Q| AHE MENE HatetLICE (of: 2tE 5, B, ¢ZE)
« OID: 1.3.6.1.2.1.2.2.1.8 (ifSpeed.1)

o H9: 2t QIEH 0| AL [ S HhEtpiL|CL

« OID: 1.3.6.1.2.1.2.2.1.10 (ifinOctets.1)

o M9: 2} oI H|O| A0 =AIE F HIO|E 5 gtetetL|Ct

| 15



rSNMP, NMS

Network Element Function (NEF)

Equipment Management Function (EMF)

Management Application Function

(MAF)

1]

c

.2 FAULT MANAGEMENT " .
G Dataand Time Dateand Time
= CONFIGURATION MANAGEMENT o= Information
L Management
(9] Al NT Management Plane

E o o Plane Interface Information
g

< < > SECURITY MANAGEMENT Control Plane Control Plane
o Management Interface Information
et Information Date and Time Functions
= R Local Al 1Al

Point ; ocal Alarm Local Alarm
o T Control Plane Functions Interface Information
o .
Agent

o A (3) Receive

=

©

& (4) Match -

Management Information Base (MIB)
MO MO MO MO MO MO

Network Operation Center Al / Chatbot

Predictive Analysis / Anomaly Detection

Provisioning Change Management

Maintenance Automation

Config Backup, Compare, Restore

Message Communication

Function (MCF)

Data and Time Communication <« From External

ime Source
(2) Receive
Management Plane Management Plane

Communication (e.g., EMS, peer NE)

(1) Request]

SNMP DO{LI| (DHLIZ|HES/W, NMS)

To/Form
Control Plane

Control Plane Communication
(6) Response
olocal Alarms >

Local Alarm Communication

Auto Discovery

Device Information (LLDP/CDP) Asset Management
Collect Item MIB/OID Store Query Configuration
(Version, Community)
Job Schedule Data Preparation, Post-Processing Data Store

Report Event (Thresholds, Keyword) Alarm Notification

Access Control Issue

Account Management

| 16



Syslog

+ Syslog = HAIA| 222 9J5t BROZ HAX|S

ENHE =<

* ACL Issues

« TCAM Issues

* PAgP Problems
* Ethernet Controller
* Interface Up/Down

DHCP Snooping

*802.1X
*DTP

* EtherChannel

* inline Power
*STP

* Interface Line Protocol

* Crashes
Platiorm Errors  * Stopped Processes

* Hardware Issues Importance

* Port Security or

«STP Severity
High

Low

 Stack Events
* Port Secunity
* Dynamic ARP Inspection
VTP

*UDLD

*STP

* Hardware Diagnostics

Debug Output

Events

Eiltars

*

v

¢

(%

<< I < < < < < IS

Ao

Facllity
Local Address
Host Address

Inpautsource

>

lser dhsplay

Lavel

® Error (3]
& wnfo (5]

A iarning (4)
® Error 3]
& info 8}

A iarning (4)
0 Critical (23
Qleril]

i iarning (4]
0 aertin)

L LR

@ den i)

B sertin)

@ e 1]

@ sl ii)

@ sertin)

L L)
LB
@ slertin)

0 aleril]
® s 1)

@ Al 1)

@ sior 1]

@ den il

I E

w (i Autoupdate
Date
W2WIOIE, 12:2050.838
W2WI0ZE, 12:20049.883
WAWIOTE 12:20F0ETS
SSA0ER, 122020240
SIS, 122000232

20

23, 1210:30.827

2GS 121230782

AN, 1 2ADTATTD

WIGHIE 1 2RINTE

QG023 1201308222

NI, 12ANDLT D

A0S, 1211903302

WISIOTI, 1Z1ROLIE0

QNI 121901978

RIS 121900168

WSO, 1Z1BA33

QIWEZ3, 12185594

WANIIZE A LNBSTA40

SESE0ZI, 121830025

IWZ023, 121855926

WAGINTE 12HREIE

WRS0Z3, 12183302

WINIODE, 12:1B52003

W2GI0TE 12:18:51.082

Host Address

LLRE TRt T TN

10, WA ST Sema

100 SLT Ze

10 TASL AR

100 Tk A

LR THEREE Y

10, BA ML IEIARL

10, PR 28 IARAE

10 BRI IAARS

Faility

Sysieg s}

Sysicg i5)

Sysleg {51

Sy=log it

Sysiog i8]

Syslog 51

Sy=log il

Sysiog 15

Syslog sl

Sysleg it

Syzing15)

Syslog 5]

Syslog it

Sysing 15)

Syslog 5]

Syslog it

Sysing 15)

Syslog 5]

Syslog s

Syziogis)

Syslog il

Syzlog sl

Syziogis)

Swslea sl

Inputsoures

Hist Mars

LLES TRCEERE LTS

IR
10,3001 M1
LU TR TR Y

LIS el e ]

10, Ph 25 Ze0ARS

1007007

10, Ph 2RTEAAS

QLR TR S TTE Y

0L LSRR

Message

Do SECUS Brosn 45,44 minutas

Berrc changed 24,83 vok

Dema ALERT RED 58.58 secords

Paster Status green S5.45 minutes

Barl dropped 7 it

Paster ALERT RED 54.53 mi

Molla Status yellow 31.31 hours
Charry S2atus undefined 23,23 days
D reathad 61,61 seqands
Berrn changed 29,29 ampere

Dama reachad £3.62 socands
Cherry $5a0u5 uncsfned 2120 days
Dod Statuz green 4243 hours
Barn roachad B4.63 seconds
Chenry 53005 uncsfingd 2121 days
Dlla stabie 24 95,54 ampere

Bingo Status new 17,16 cays

Gari drapped 74,73 wit

Drlla stabie 24 36.5% ampene
Pasier ALEAT RED 53:53 minuses
Paila SRans unciefined I7.27 days
Fazier Siatus green 23,43 minutes
Terro Statbus last 6.6 months.

Dari changed 60,79 wolt
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rICMP, SNMP, Syslog

ICMP

SNMP

L-”E 3_1I-|:||O| .|_|-E_| al
DL|E{2

TEAM HAE (PING),
74§ 11* (traceroute),
'—1IE Haesd
2FEff HA[R] "._13

S dE 2 45 Ho]E =4,
ZH| A 24 B A

HE9I AEf 12,
2t 23| 2Ict

HER3I ds ZLEHE
T4 2| U Fof e

HOFmL{E{E,
AAH 2 L E9|T O[HE £

=

P HEQIZo] 3t

HXME 2Ot 7|5 43t
(v1/v2, v3),
=d Y EYOfZILISC =
AAZHRLEE &
242l 7|5 AHES

Crefor AH|Q A| AR 5 iJéi,
Hr AL RS &

| 18




rNMS Workflow

¢ BUIER O Y 43

Network Element

A —
k2ol

(Network, System -

)

==

1)

o

Network Interface
=]

(Physical, Logical, Virtual )

CIA T AFRZF29F19, 7GB QLILCt. (21A
B+ 28,500 Ho| HIO|E{ H2| 2RI EHeg! I—IEr

A ZE0H B2 2

71& 28

Collect ltem &fQl
(CPU/MEM, Temperature)

19l 1/FE 21gs 4y

3|MALRE (in/out), B MALE:
(in/out), A M 2| (in/out), ilﬁ
error(in/out), multicast(in/out),
broadcast(in/out),
ifdiscard (in/out)

 NE 10K A2E 2L|EE ottt 7Ys 2 ZSL .

1 (3+(24+50%) *14) »10,000=1,710,000 QAUAEHA
1,710,000 * 60 * 24 = 2,462,400,000 QI AEA (24,6247} QI

o} 8 Byte?t AFRBICHD 7145}

rir

FEERES]

(SNMP, Syslog H|0|E{)

| 19



r_%'%; 9F 28,500 212| H|O|E] 22| & flet HF

» 2T 928,500 U2 HIO[E] A2|E flollA= CHESH dA{2| 2 2 22| 1FH0[ BTt

GIO|E| 43 &2 C|O|E4 A2t e | SPIET OHE EE|AHY

HEYI A _ o =
o St (23, 23%, 1 2) (€/7/2 (MZE, A, 719U 5)

» OIOJEf =& 27, HIOIE %|&, HIO|E 22|, O|HE EZ| AT, HI0|E &4 5 2T 2| 2HS Sdll NMS A|AHIZ S2f9fL|Ct.

« 29 2.8 HIO[E Hel=2etAE], HEAE| S e 22U 7[=0| 2 otH, CIet HO[E AER|Y 7|5, HAIZ| E2FHE| 7|2 S AE
2 CIOIE X2 S 2fet FAIA FE2A O[HIE T2 A& 7Y SO 2L Ct.

- O|HIE ER[AZ2 A, 22| E HIO|H & 7|E2= NMS S ALEot= U EH T 22| A0 A| 2 Est ot ZHAH|A S HISSHH, 2| F Al AR A

A OJHZ, SMS/LMS, IM S)& +&& 4= U0{OF LTt

o°="

| 20



Virtualization, SDN/NFV



rNetwork Virtualization, SDN/NFV

+ HET JHABIS 7|#H0E 3 HIEST 7|2 AH|A Aol HiEE CISt HiE DYS J|Htoz HEYT 229
QI FABILICL HEYT Z2 IS ATEQY0IS ABSI0 HESYT QA4S M,

= ZQY mo| 2RI HAIE =
Zote 22 USILICEL T2 T2 TS5 YESTE HIZLIA Q3H0|Lt HEST OME Mat 2|5 33 4 A= s

AL
N

d
é
ol

O|

A2 =2d
& ATEQ|0] ABKO| Of5 TEEILIC
Process Hosting ~ Blade Hosting  End-Node Hosting e TRAFFIC STEERING
....... BaseServicesets  [fimtiine e el [
| e h\ F'|chcrw’c:\ o : Applicatic ] Appllance | | Router I——) COMPLEX
E » E  CONTEXT4 _VRFE /
Element \ Discovery \ i/l:?gzt ) [ -
Senice S e Sai Senvice Set . m - - . ‘:>
- Receive Forward to
- “\ iit‘?i‘:ii\ T 7 NETWORK VIRTUALIZATION “ pestination
________________________________ oo i bstractio k Single Logical L2-L7 Chassis I—)
Base Service Sets Network Programma blllty Network Appliance
- HERZ =273 7|5= H2ote 22 EQ)0| Y| H|ELIZ (SDN) 2 HERA 240 AEEZ2|Qlut C|0|E{Z2[2
= ol %_! OfL[2t O F A5l &2[s}7| 2fet APIE AlS2L|Ct.
| 22



rModular Chassis Platform vs. Network Virtualization Chassis

Fabric Forwarding

coge [ port

VvIMwWare' nicira

i cloudstack .
n vmware™ q‘t 2 _ 31 part
~ o | Appliances
== Apy CMP -+ ,° -
T3 '

Fabric B

Control
Point

Logical Metwork

A B C

[oest | Edge

.|| Gateway

";y 7 !
7 HostA 1 . | .
Host A Host B HostC _ " B
HostB 2 i W WORLD )
Fhysical
Host C  Local Hosts
| . Gateway
Any Waorkload ~—————— Any Hypervisor ————
Any Topology BRAD HEDLUND .com *roadmap Item Remote Site

Modular Chassis Platform Network Virtualization Chassis

A . DSa}EFRIO| AFAS AH|OIA WIEST JHALEIE HEsts HEE
v D A|ABIO 2 M3iE|0] {EQT T2 | 7|40| HAsEAL|CH
e | YESE T2 e A TEQOIS ARSI YIEYD R4S b
oo S =, 72| Y 2 HZHs 242 WL

Firewall Appliance

ToR
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r'—1IE°F' T2z d

E
2% Z70t 7|S0| AISEAR] 23 ELIC

3 7HSH AICHO|A UDP 7[8F2] SNMP AMH|AE= LR L2|1, snmpset HHO| BHO 2= | EQ|T AH|A HHof|

+ HIESIT 7HSSr22l OFF [ElA] Metnt ZHAQI HIEQ|3 = EO| S7I2 H|ERT 242| ALSSiet A2 MH|A

e

T 4% AL HRUSLLY.

HESZ LE/ZH0[HE

UDP + MIB = SNMP ) CIDERNE ) T R0l =7}
=21 O

C|HFO| A HHOf| Ff - SDN/NFV, VA -

BYOD, Cloud -

NETCONF/YANG, RESTCONF

HE%{3 232l ats2t

I= Programmability -



NETCONF/YANG, RESTCONF



rN ETCONF/YANG

» NETCONF : HIE®{Z 7+J2l0f| HE =4y S Chdet HIERI &e| O|+& sHZot 1AL IETF NETCONF 2IZ150AM &
oot HEL|T 22| 2= EZ(RFC 6241) 24, TCP/SSH f{oflA XML ZHC 2 H|ELQ|3 Zn|] JEE Hol5l= &

AS Z=2EZ < Network Configuration

« YANGS Yet Another Next Generation2| 22 [ETF NETMOD 211 5255t 4|0|g 222 A0 (RFC 6020)
0|, NETCONFZ O|0|E{E ME5t7| f/st H|0|E REHS 2l5 AL 2> Network Modeling

o=

Layer NETCONF - Example

Configuration Notification
data data
<get>

<get-config>

I I

<rpc
Content xmlns="urn:ietf:params:x

ml:ns:netconf:base:1.0">

i <edit-config>
Operations 2

<config>
o o o COIMEREIS ; o o

Messages <rpc> <notification> </contig>
l | | </edit-config>
Secure </rpec>
Transport =
« OO O0jUAHEIRS N0t EZEF FTLEA S, A
» 7|ECLI EA0M & 2~ GUAE O] 22 (XML)S AL - 22 22T U0 S 0|8 H|ERZ || 7 7L{#|0|d 2t
* 03] ZE0] Cok 2t |4 = 2 « SNMPZ 2% 4= gi=H|O|E{0f| Lot H|of AtetS 2tet, BS 7 IS AlIS
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rN ETCONF Communications & Data Stores

- NETCONF/YANG & 0|83l
HAMSLICE Ot 7|&= S=o1|

HOJE] HAAL ZT| 1S As7| Hojl A BT 4 U=
- 700 SN HAIS S5t ST YUHE / 0F Hol Y X

NETCONF Communications

Manager —
1) Connect to device and say <hello>
<?xml 7> —
<rpc-reply> 2) Retrieve <capabilities>
d
< :::Zerface» 3) Investigate available models, determine which to use

<interface> 4) Compose operation <get-config>
<name>Gig

<type>ian 5) Send Message <rpc>

' 6) Retrieve <rpc-reply>
7) Process <data>

Configuration /

Operational Data Arlacas

Content

FRE 7|2 A0 EL| (HHSY) OFF|EA= IETF7F SNMP CHAIS 2ot +2 7|1&5
¢lol NETCONFOl= 2t O]HIES| 7|5= Also f— “Cl|O|E] A{ZFA"7t
ZI| 1 H|O|H L AtE=

/2

HEHICY,

NETCONF Data Stores

<startup> <candidate>

Operation

<get>
<get-config>
<edit-config>
<copy-config>
<delete-config>
<commit>

<lock> / <unlock>
<close-session>

<kill-session>

Description
Retrieve running configuration and device state information.

Retrieve all or part of specified configuration datastore.

Load all or part of a configuration to the specified configuration datastore.

Replace an entire configuration datastore with another.
Delete a configuration datastore.

Copy candidate datastore to running datastore.

Lock or unlock the entire configuration datastore computer.
Close the NETCONF session gracefully.

Force the NETCONF session to end.

O

HEotE|H, 3H%*
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rRESTCO NF

+ NETCONFE SNMPO| 88 8 22014 7] THASIZIAIL USRI UfOI0] AGBIOISS HBSHE QIE(HOIE
S5/ RUELICE IETFES ALRHOIANS SHH51|96) ML TRE S0} 0] WS JHU5HE Al NETCONFS
RESTCONFZ 2F3i5LICE (SSH = HTTPS)

« RESTCONF=HIE
StREST APl ==t

RESTCONF

GET

POST

PUT

PATCH

DELETE

<get>,

<edit-con

<edit-con

<edit-con

<edit-con

9J3 ANR|LI0@} FHLkRLO]A
Alg A ZEMICE

Standard Network Management

NETCONF

<get-config>

fig> (operation="
fig> (operation="
fig> (operation="

fig> (operation="

AMe
4\ '

Al 21912

L H o

Network
Engineer

Web
Apps

= Alsot7| floll 222l ofE2| A0 AE WAL S

Server

)

Content

Configuration /
Operational Data

XML or JSON

V" HTTP RESPONSE

create”)
create/replace”)
merge” )

delete")

1200 OK
JSON

K
of
=2
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rRESTCONF MH|A A|IE S

Cisco Catalyst A|=2| RESTCONF MAHHS ATFA|Ct,

Authentication of Enabling HTTP Services
NETCONF/RESTCONF f gRESTCONF Verifying RESTCONF Configuration
Using AAA or

LAB (C3850 5.51#show platform software yang-management process monitor
COMMAND PID S VSZ  RSS %CPU %MEM ELAPSED
nginx 23412 S 143900 12832 0.0 0.3 7-02:14:09

LAB_ (3850 5. Sl#show platform software yang-management process
confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running

nginx 23418 S 151920 7608 0.0 0.1 7-02:14:09
pubd 21737 S 352844 51848 0.0 1.3 7-02:14:30

dmiauthd : Not Running
nginx : Running
ndbmand : Not Running
pubd : Running
gnmib : Not Running

* Tail-f Systems, Inc. 2| NCS ConfD 2& &A = NETCONF MH|AXS
* NGINX & O|2StHTTP/HTTPS MH|A A&
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rRESTCONF URI

« REST API AFEA| 71 S8t 42 URIYLIC
2 ZAM0| 7Fs&ILICH RESTCONFL| =S5t
YANG H|0[E] &= AEoI{ REST APl =

. http request/response 2R0j|M Z&El= HI0|E] ZAl= URIE 7[8H0
H2 WAL ALE WS iR O ARBE &= A= "API ZA]" 810,

= ML
ME CHAIR = USLICE

Jl)]l —l—

_I_

https://{ADDRESS)/{ROOT)/data/{[YANG MODULE:] CONTAINER)/{LEAF) [? {OPTIONS)]

= — b ——— e e +
» ADDRESS - RESTCONF 0‘”0'7‘1 ES |'%°a* = |P(—EEE DNS Olg uil 2zE | Prefix | YANG module | Reference
« ROOT - RESTCONF 29| 2 Z2IA HE— +ﬁ”; ****** I +*E;{;;g;;; ************************* +
= yang iet f-yang-types
+ data - RESTCONF AP 2|{&A 'lc'>r‘<§ inet ietf-inet-types | [RFC6991]
« RPC ;_lll'?dio-" O_I'Iklléﬁlqé |:-" AI-.Q.E' operat|0ns E_l Sé Al-% 7% if ietf-interfaces | [I-D.bjorklund-netmod-rfc7223bis]
. _ Q ZOI 7 = il ;'iE 0 L= ip ietf-ip [I-D.bjorklund-netmod-rfc7277bis]
° [YANG MODULE] CONTAINER Al’ | E " | 1 rt ietf-routing [I-D.acee—netmod-rfc8022bis]
* Inclusion of the module name is optional. pld-types | detfibidtypes | LD et bty e
- LEAF - ZiE{0|A LHo| 7{E 24 keychain | ietikeychain | [RECOLTT
. [? W(OPT|ONS>] - %IE_' J_Ll-E_l-nlE_-I (OEI_l?l_ I:”E'OFIE- Elﬂl-olé Zl_?_l__]) ospf ietf-ospf [I-D.ietf-ospf-yang]
e o b +

// http://<ADDRESS>/restconf/data/ietf-interfaces:interfaces/interface=<INTERFACE NAME>?fields=name&fields=description

$ curl -k \
-H "Authorization: Basic cm9vdDpEX1ZheSFfMTAm" \
-H "Accept: application/yang-data+json" \
"https://ios-xe-mgmt.cisco.com:9443/restconf/data/ietf-interfaces:interfaces/interface=GigabitEthernetl?fields=name"
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3 z

N

Wl org Ly

Ihg
— - O

YANG Data ModelZ 7[HIC &2
H SA| 2ol = Q= A40|

2 =ArE H|0[E] 2hEHf| [HE

—_

1000 ms 1500 ms 2500 ms 3500 ms

Status Initiator Size Time

SE A 1.29s £2212kB

2.8 kB

212 kB

Type
login-status =
P REST API 12
(3 content.min.css 200

1 200

2cr
=x=|

xhr content.min.is:1

xhr

+ REST API 52 A| 4 L2 HHE0IA 4
‘A|AEIQZH = C|HIO|A Q1= Al

» REST API 2% HA|| A
+ EAEHOIE ME

|
* http/1.12[ 222 34

ot= REST AP
UG T CHE,

o AN o
SEH &k A[E=2

=
A
T

ac

7
A

-

10:22
10:22
10:22
10:22:
10:22
10:22:
10:22
10:22
10:22
10:22:
10:22
10:22

] GetMapBodSetup Count: 1

] Listening on port 12364

] GetMapEvcReserveSetup Count: ©

] GetMapProvisioningSetup Count: ©

] ListenAndServe: listen tcp :12364: bind: address already in use

] url : https://165.

] url :

] url
NFO] DbHandler.AddServicel

] url :

] SendWebSocketMessage():

] DbHandler.AddService ) ::: dnsertCount: 1

tory() insertCount: 1

ClHiO|A ZHJ T ZH0f| 2 S A (http 503 err code)

AL webacs/api/v!
url Sl
url
url :

37
https://105.37
https://105.37
https://165

url :
url
url

]
]
]
] url
]
]
1

] url
] url
] url

https://165 1.105/webacs/ap.
10:23

10:23: https://165.

29 2 HEQICIHO[AE|AA N Z
=f = O|0[E{ s~Z => TJ|O|E{ 2hat"0f| (T2 AMH| A ALO|2 74 2R

2 8227} (4 BUM £41kB) S HIEST E2fT 27t
% H|QHZ BlO|E} 1%

514, http/2 2{20f| T2 110|142] 5| & Hl0|Ef HE 74

+ HIE9I3 CIHf0| ARt AIARIO] 45 QIZ/5H=HIOJEl EH T2 S key/value EO| YotE 2R E2

l

=9

37.1.105/webacs/api/vi/data/Devices/176825652,
https://165.37.1.105/webacs/api/vd/data/Devices/176825655,
https://165.37.1.105/nebacs/api/vu/data/Devices/176825663,

https://165.37.1.105/restconf/data/vl/cisco-rtm:alarm?.startIndex=160, err :

ata/Devices/176825694,
105/webacs/api/vi/data/Devices/176825703,
1.105/webacs/api/vi/data/Devices/176825707,
05/webacs/api/v4/data/Devices/176825714,
https://165.37.1.105/webacs/api/vd/data/Devices/176825720,
7.1.165/webacs/api/vi/data/Devices /176825725,
7.1.165/nebacs/api/vi/data/Devices/196804608, :
7.1.165/restconf/data/vl/cisco-resource-netmork: topological-link?.startIndex=208, ¢rr :

2 4/data/Devices/216189975,
https://165.37.1.105/nebacs/api/vi/data/Devices/216189982,
37.1.105/webacs/api/vi/data/Devices/261382123,

NECP IR

3712l l2lo] |

kel

5603
503
503

err
err :
err :

unexpected status code:
ted status code:
d status code:

unexpected status code: 560

ted status code

al-connector?.startIndex=2300, err : unexpected status code: 560
status code: 503
ode: 503
ode: 503
tatus code: 503
tatus code: 563
ted status code: 503
d status code: 503

err :
err
err
err
err
err :
err : unex
unexpe status code: 560
d status code: 503

status code: 503

status code: 503

err :
err :
err :



YANG Data Model

+ GlO|E| BHS ChAE| “ROI S M
3

ShEIOIH 22= dolor A

L{CF.

module: Cisco-I0OS-XE-native
+-—-rw native
+--rw default
| +--rw crypto
| +--rw ikev2
| +--rw proposal?
| +--rw policy?
+--rw bfd
+--rw version?
+--rw stackwise-virtual!
+--rw boot-start-marker?
+--rw boot
| +--rw system
| +--rw tftp-path?
| +--rw tftp?
| +--rw bootfile
| | +--rw filename-list*
| | +-—-rw filename
| +--rw flash
| +--rw flash-list*
| +--rw flash-leaf
+--rw boot-end-marker?

Edited for simplicity and brevity

empty
empty

string
empty

string
string

[filename]
string

[flash-leaf]
string
empty

of7| floli & 42
C

|
SLCE YANGHO|E] 2

L
—
o

L—

NETCONF Clients RESTCONF Clients gRPC Clients
SSH Web S
eb server gRPC Framework
NETCONF Agent RESTCONF Agent gRPC Agent
YANG Models
Datastore .
- CiscoNX-0S

-

501147

= O YangModels / yang

» Code (*) Issues 29

C& yang  Public

¥ main ~ F

AW xorrkaz Me|

B _github/workflows
] experimental

B8 standard

I8 vendor

E"\ .gitignore

D .gitmodules

E‘\ -gitreview

[ READMEmd

E\ testall.sh

[1J README

i1 Pull requests

(+) Actions

B Projects

& Watch

Go to file

4t

0 Wiki

184 ~

<> Code ~

© Security [~

T Fork 12k -

HIHRILICE YANG H[0[E{ 222 NETCONF ARE= 2ol =
HE%{3 CIHIO|AL] RAANOZE Lol 2F0IA] 2fela + %

o
HO[Ee] £, 1= 2 2|0|E Felol| ¥elotil UCH, A|AHD}; S2HO[AHE 719| of s AZ9| XM dilf Hatd= B

=20

Insights

* Starred 15k

About

YANG modules from standards
organizations such as the IETF,
The IEEE, The Metro Ethernet
Forum, open source such as Open
Daylight or vendor specific
modules

Releases
Packages

Contributors 81

o) YR Y
Y Y
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rOpenConfig

+ YANG 22S 283t OpenConfigi= LIEQ|A CIHI0|A B12|S 2f5t SSUH L AIIAE ABAHE0| Esh= S2Z(Q
S5 ATES 0] AZS YoI5tn THLICE OpenConfigs WIEST M| AAIAAL, A SZUH L O H2 HFLE]

97|05 Soll LE 24 D2MEZ FFE|H MEZ &S 2ot 7Ie/liES Aot USLIC

i3 = il -m . B B
'g'RPcI & ’

]
B3 B e a3

] il o] E | DE == o = A
&< HIO[E 22 AE2|Y He|oEL | DERE HAE & 8=
. |9 BMO _

+ CHSBHE 1Y A ARl 2 Opencon SBE 7oz 1 + B AHIAS 913 PEE 2] . BIUHI SYHA XSS S
A SYAQI H2| S 2l AHE EolD Aal= =2 i0la Hals QHASHRPC Z2f| 9321 gRPCE 5l OpenConfig 80| 7# &4
o ! EQI XS 58H0|1 Y&t i gt Lt Wi P g e Te T
471 4703t 2245l 1 QR B0 R 780 2 5t 717 2i2] 4 Alof = | AE S ZIABHSH0] | ZLIAS

E1 EE :IL'l E.I‘, |:.||o||_| EI_ EE_‘E_%I L’ll:'l-- 7|-_/—‘|=§-I'%I‘L’| I:I--

=-d .
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rCisco, Juniper, Ciena, Nokia -

- B2CHiC 3 |EEE, IETF, OpenSwitch, OpenROADM & LCiFot 7| 2H0|A OpenConfigt Z2 YANG Data
Model 7|0E FE5t1 2, Cisco, Ciena, Huawei, Juniper, Nokia & C{fot H|EQIICIHIO| AN ZALO][A] AFAFA|

Z0| YANG Data Model

= X801l UFLICY.

H|ZA Subtree Count

Broadband Forum  /standard 613

Ciena + /vendor/ciena 20

Cisco  /vendor/cisco 563

FSS2-Yang (FujitsuNetwork) o * 287

Huawei * /network-router 944

IEEE + /[standard/ieee 82
 /[standard/ietf

IETF + /experimental/ietf-extracted-YANG-modules 187

Juniper « /21.3/21.3R1 391

Nokia + /latest_sros_24.3 247

OpenConfig + /release/models 525

OpenROADM + /model 412

OpenSwitch + /yang-models 31

YumaPro SDK 23.10 Release Train * [netconfcentral 78
+ /yumaworks

4,380

« Broadband Forum, IEEE, IETF, OpenConfig, OpenROADM, OpenSwitch = 1,850

« Ciena, Cisco, Huawei, Juniper, Nokia = 2,165

_YumaPro SDK 23.10
OpenSwitch Release TrainBroadban

OpenROADM
d Forum
.

OpenConfig
Ciena

Cisco

Juniper

Huawei
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» HIESF AR[L[0= B&E 5E0A 30 ZHEL2 = HIESIF0|A] G|O]E]

ey}
=

L L] dSet R L5k, HAES S

=

=
off 142 1202 £YU 4 USLICE SHA|TF @EU0| £ 00t FHE TS I 0| A2 ZSQSHYEQI O|HES =
251710l S=2oHA| L.

= OO =
a2=9}
Streaming
S Wi
e [ ?
e f.:*'**“
i reroa
e 13HE1S iy

« HIEQSRLIEZE2 LYot 2H49| 7|21 H|0|H E
2 > SNMPtZ2 Z HIFLIZ AL

* Y|IEQ{3 C{HIO|A0IA LHF7|2| HIO|EE HEFh=
ZAHFUZ 19t D> AER|Y HFLIZOZ WA

23} Hs
Yang Data Model kv GPB
Compact GPB over UDP | Compact GPB over TCP
t:kz::;i gpb e::cl:d:ryqpb
policy group Groupl policy gr P Groupl
p olicy BasicPolicy poli yB cPolicy
transport dp tttttttttt P
! d ng-format gpb-
. Key-Value GPB over TDP
destinatid telemetry vé
172.30.8.] encoder gpb ort 2102
policy group Groupl
policy BasicPolicy
transport tcp
- i E P T Eos d‘ tination ipv4 9
v 172 30 8.4 port 2102
« AEZ|YGH|O[E 2] QHAHS A|H517| 2ot &2l « ATEQ0] OfZ2(AH0d ZF|HIO|E & 27 > F

TretEl QI2Y 7l 2HE
- JSON, key/value Google Z 2 E= HI{(GPB)

F25tQ7 S DY |t

+ HIEQZ A2l HIO|E| REZ 210 & YANG

- IEEE/IETF, OpenConfig, Vendor Native & « ZHHSHH|IO|E 22 L 2MES QS QEAA Of|TA|AH]
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Model Driven Telemetry



&

- LSSt o] R Ho| 2lshM HIEXHI= HwatEl YANG H|0[E] RS NETCONF 2 EZ= FA[SH0] L4 ELCt.
YANG H|O[E] 22 ZIT|T17} H ES{F0f| BHEEZ|RICIAL 2= 0] 2t A2 OFgLICE &7(0fl= AMH|A 2L EES €
of A0 EL] IjAHUZ = - =|0{0F SL|Cr ZAV|EH R0 EC| = HA IS 2 S H[0[H S Aol S8 + UL

ol HIEST 2 SA0f T3 SHZWHS AR 4 UBLICE

DT, Model Driven Telemetry

ol mjo

:

+ B8O ER] L E 92 ClHO| AN A A U5t RS L0|E RUS BE
HOJEf 20| Ho|£ 2 HOJEIS MBSO RM MEL QDA AT E ASS TAE
Lic}.

QIBH B0 B PRE 53 DRNAS QI3 TY 2K 0HS MBS0 5 o1aY
A U S DRERD AFE0] BUY | HANER|S LIEYT EAS et ehE 5240 overgRPC
2 8h50] FLICH, Tunne

XML, JSON, proto and kvGPB encoding NETCONF e — gRPC gNMI

YANG Data Models
© ROERIE HEAT0IN SYE EZ O0[E| 2 AR o] 2 FUSHA B4, U]

_O'E
k=l
ol
ol

013 AAL|Of} LIS BE HESIT 22 AIAH Z2AA & 0} B2 A0 M AFEH0] '
HE| HIC| HEQT S 22|84 Y2 A YLt {c:)PENCONFlc. Vendor Native
Consistent YANG data models betweeninterfaces Configuration and Operation

~
4

+ 2|2 5[0|E| Ro| HZ0| £ HTSIE YANG GIO|Ef 2HL | Z SNMP MIB, OID A5 22 &4 :
25/0{ Y| E9|T T2 T20{U2|E| AHUN H EYTS Soi BHIHI0IE HES FAstn Device Features
Soter] AL S,

« D
On-Change event and time-based publication options IF }[ BGP }[ QoS }[ ACL }[




&

» HESF L0z 2a=24Ql AMH|A 2HE 4= flsl 5841 (gRPC) 2t 212 (kv GPB) 2| 0= Olofotar A4
(Dial-In/Out)= ++sliOf LIt L= HfEL| Nldee|= HIESIA CIHIO0|AZL 0{S2(A|0] 22 Dial-Out
ol7{Lt 0{E2(7|0]440| H|ER{Z C|HIO|AZ Dial-In ot HZ, FA[ELIC.

m - Dial-Out BLEO|A HE$|3 Clsjo| A= OfZ 20| M0l 252 4

MO AS5H
SYN A'” J—EZJO = L‘l I:I'. = Push

odel Driven Telemetry Configuration

oll

HAllM 52| H[0[E1E TCP

[

+a  SYN-ACK )
- - % MO OBt O e |y

- QB[RS Pi2| EFWS 9ot HTo| MHIA(ZE) EHE
+ OfLZIAE o 2wy

» Dial-In 2E0||A 0{S2[F|0]/42 L EQ| 3 CHO| A0 &0 SH L 2 +=55 dY5tLL LY
ot MM B E s LIRLICE (HIERT THI0|A == AH|, ]2 27|04 == 2|A[H (1= 22I0|HE))

. MU AEROIS 0|§_ A

. YEQ3 C|HO|A ZE (I|sten)
N

* S gRPC/gNMIZt AL 7Hs
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- HIERT Of7[ElA, HOtEflA| & H2H, YANG C|0[E] 25, =41 2 A0 7|= 23, E&, 2T EQ0 HH2 CHyet MDT
QEHO|AS 2 [l 12{oHOF & F 7HA At ILCY.

odel Driven Telemetry Interface Comparison

NECTCONF gRPC (Dial-Out) gNMI
.o Dial-In Dial-Out Dial-In, I0S XEis Server
Telemetry Direction |OS XE is Server |OS XE isClient Dial-Out, gRPC Tunnel

Configuration

Dynamicper Session

Static per Configuration

Dynamic per Session

Telemetry Collector Client Server Client
Encoding XML KB GPB JSON_IETF + PROTO
mTLS Certificates
Security gglt:lti;icpaﬁle or Password mTLSor plain-text _ m%g (C:SFtt 2rl]J|Zer/ pass
Authentication
Transport Protocol SSH HTTP/2 HTTP/2
Data Models YANG YANG YANG
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&

odel Driven Telemetry Publication

-+ 2AZtds 2 7d Ho[E] £=20| 7St AT A0 E2| TS2|&2 "On-Change” Efit “Periodic” EtYC 2
== AE2|Y E0EL| IjF{LISS 22010 O|HIE L, e 2 1 &E, 714 Ta2ld S Tt H|ojH A&

Egs ddeLCL.

On-Change Periodic
9 ® [ @
]
®
@ P o
e B S S B e B Dl e e B R B S e el e el Sl e B
« Feature Model “On-Change” Notifications « Feature Model “Periodic” Notifications
 Event Notifications (failed login, optic fault, etc.) « Time based publication

« State and Configuration * Minimum interval 1sec
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rAnsible, Terraform

Ansible & Terraform2 IT 24 As31= ¢l6l TEA ez} (Infrastructure as Code, [aC) H2 HWAIS 8ot Q=4
A 7|40 Zksst HIFZRLICE 2 HlZe S 2 A= CHEX|T, 29 M2 Ansible 2t Terraform SA| NETCONFL}
RESTCONFE &ofl HIERT Qlm2e| AtEelE F+otC= A |lLICt.

Ansible is an open-source, Infrastructure as Code Ansible Terraform

(laC) Software suite. It is agentless, meaning
there is no installation and no requirements on NETCONF RESTCONF
the target device, other than having an accessible
« minimal in nature and provides a secure and
reliable way to interact with remote devices ANSIBLE {(:)PENCONFIG Vendor Native

AP or interface.
* highly adaptable and commonly used with
Configuration and Operation

other automation tools to accomplish complex
Device Features

gNMI

workflows.

Infrastructure as Code (laC) Software Tool

hundreds of cloud services. Terraform codifies .’

providing a consistent CLI workflow to manage
cloud APIs into declarative configuration files. .

HashiCorp

* Cloud Native Tooling circa 2014 from HashiCorp
- Agentless, single binary file TEI’I’EIfOI'm IF J L BGP J L QoS J L ACL J L

 Zeroserver-side dependencies

4




rGoodus Network Experience Insights

Goodus Network Experience Insights

Enterprise & Cloud Infrastructure Network Operations & Management, Monitoring & Management

Xpert Network Platform™

Streaming Data Collection, Infra-to-service Correlation, Visibility, Autonomous

e a S I - 5 APC, NetCheckUp
= S [ [} ’
Cloud Network Portal g o s % W = é £ £ QE g Auto Provisioning Center . .
Eg | 39 Sz = s % & g¥ g Config Validation Enterprise Al Cisco Catalyst
¥ 9% Lo 5 © S = (<] & Anomaly Detection Cent
OF =5 &4 = 5 S = 568 = . Adaptive Threshold enter
. 52 || 3 || R& 5 2|2 | £ | 58| 2 __Travis Al Assistant (sLLM) Managed SVC

G-Cloud Viewer 2 == w £ S = 3 == E Cisco EPNM based T-SDN
g n = Ko L S o] ] Controller w/ Nokia,
= = < % HUAWEI

Enterprise Cisco

Cloud Metering & Network O&M Network M/M System Automation,

(Operation & Maintenance) (Monitoring & Management) Provisioning Al Integration

Service Portal

=== Samsung Cloud Platform alvale albal : —y = NETCONF YANC a N\
9 cisco’ ‘disco’ Meraki  fmmmess  EEdreme JUNREL PR T £ FAnNVIDIA. I'x
aws AAZU re ARISTA  HPEYLS ° g?gvggfe DélLLTechnologes  /A10 @ '@PENCONFIG 8" Microsoft ThousandEyes@
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. '111550r537|, C10K &4 (C1eK Problem) - https://oliveyoung.tech/blog/2023-10-02/c10-problem/

e Cisco’s onePK Part 1: Introduction - https://blogs.cisco.com/security/ciscos-onepk-part-1-introduction

* Network Virtualization: a next generation modular platform for the data center virtual network - https://bradhedlund.com/2013/01/28/network-virtualization-a-next-generation-modular-platform-for-the-
virtual-network/

o ZtMICH Y| ERZ AICHE HQISH= SDNIF NFV - https://www.spri.kr/posts/view/21671?code=industry trend

* An architect’s guide to Network Programmability - https://www.redhat.com/en/blog/architects-guide-network-programmability

» NETCONFO| CHslf - https://bumday.tistory.com/129

e Introduction to Model Driven Programmability - https:

e http/2 ZZEE HE5}7] - httgs:Mtecoble.techcour‘se.co.kr‘(mstzzeZl -09- 20 http2/

* Cisco YANG Suite : https://developer.cisco.com/yangsuite

* YANG Data Model Github Repository : https://github.com/YangModels/yang
* OpenConfig : https://www.openconfig.net

* Netconf Central : https://www.netconfcentral.or

* Programmability Configuration Guide, Cisco IOS XE Cupertino 17.9.x :
* Tail-f Systems : https://www.youtube.com/@TailfSystems
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https://www.slideserve.com/totie/fcaps
https://www.researchgate.net/publication/258163873_Application_of_Bayesian_Networks_for_Autonomic_Network_Management
http://www.codrm.eu/conferences/2012/34_Barbu.pdf
https://wiki.brasilpeeringforum.org/w/Introducao_aos_conceitos_de_programabilidade_de_infraestruturas_de_redes
https://www.oreilly.com/library/view/essential-snmp-2nd/0596008406/
https://net-snmp.sourceforge.io/
https://www.brainz.co.kr/tech-story/view/id/251#u
https://oliveyoung.tech/blog/2023-10-02/c10-problem/
https://blogs.cisco.com/security/ciscos-onepk-part-1-introduction
https://bradhedlund.com/2013/01/28/network-virtualization-a-next-generation-modular-platform-for-the-virtual-network/
https://www.spri.kr/posts/view/21671?code=industry_trend
https://www.redhat.com/en/blog/architects-guide-network-programmability
https://bumday.tistory.com/129
https://developer.cisco.com/learning/tracks/EN-Networking-v0/intro-device-level-interfaces/
https://tecoble.techcourse.co.kr/post/2021-09-20-http2/
https://developer.cisco.com/yangsuite/
https://github.com/YangModels/yang
https://www.openconfig.net/
https://www.netconfcentral.org/
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_restconf.html
https://www.youtube.com/@TailfSystems
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