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Boundless Cybersecurity for the Hyper-Distributed Era
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ZERO TRUST VS ZERO TRUST NETWORK ACCESS

NEEE2AE AMO| XY 7|

Zero Trust
Security Model
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Advantage over Traditional VPN:

-Save on MPLS
-Lower Latency
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SASE

SASEQ| 7+ d 24 - SWG / CASB/ ZTNA / SD-WAN
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 Software
Data Center - Routing
- App 2IX]|
\’  Path tlE—ll-I

+ VPN 1t L4 FW
* Form Factor
* Virtual / Physical
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* Orchestration
« Config
 Management
 Visibility

- Optional AL
» Native Advanced Security
* Cloud Gateway
- App performance x| %3}

2 Underlays
4 overlays

MPLS Broadband LTE

IPSEC through IPSEC through
broadband

broadband
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&£ M: SonicWall Cloud Secure Edge
HA M =35l= Security Service Edge (SSE)

VPN As-a-Service
(VPNaaS)

Zero Trust Network Access
(ZTNA)

Cloud Access Security Broker
(CASB)

Secure Web Gateway
(SWG)

Security Service Edge
(SSE)

SONICWALL

ORACLE  #\ Azure

On-prem
Networks

aws

C—— ety e

Infrastructure As-a-Service (IaaS)
Resources

w wmﬂ. Software As-a-Service (SaaS)

) Office 365 Applications
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3 YouTube

NETFLIX
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SONICWALL X New Bundling & Pricing SPA/ SIA 2 GIABI0] AL 4
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Secure Private Access (SPA)
——————————————————————————————————— /
On-prem
: -
VPN As-a-Service = Networks

(VPNaaS)

Infrastructure As-a-Service (IaaS)

Resources /

Zero Trust Network Access

K (ZTNA)

Cloud Access Security Broker @ warkdoy Software As-a-Service
(CASB) (] Office 365 (Saa_S) .
Applications
NETFLIX
_ _ Secure Web Gateway N Internet
Security Service Edge (SWG) 3 YouTube Websites

(SSE)

Secure Internet Access (SIA)




SPA SIA

i PA Basic: Dunder Mifflin
Secure Private Access Secure Internet Access > SR Drelalr [l

SPA Basic SIA Basic
« ZTNA EHE (VPNaaS)= « B E 2 XA O C| ALt
fe|o] 224 GX|E S C|HIO|AE BT 5l=

AMEZLQIE 7|Ht DNS ZE &

SPA Adv: Chic-fil-a

SPA Advanced SIA Advanced
« SR E WMAEOHEZF,
I 2ot A AHOIEO],
EDR/MDM/SIEM £3%!0|

Zas 32,

SIA Adv: A Corporate Bank
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Cloud Secure Edge (CSE)= Z=2&I9| 7l 2|AA0f HZ2SH7| fot & 7HX| GIX] B &= Z2 2Ol
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MSghL .
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Tarball (Linux server)
Docker Container
Windows Executable o SaaS Websites
Local Cache DNS Public DNS Access Tier DNS  + ¢ Internet RESOUICES —eeeeemmt
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— —_— - SonicWall FW
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1. CSE APP - PC

» Windows, macOS, Linux X| &l

*I
oF 74 HEAl K| 2 eoe S
y CFYeh L3/L4 A4 ghAl X[ &
- c
Ch= = X Xl o) a L_1 Ashur-MeP
) 6 1" T ::I:;::vaen :::::muz
I OWNERSHIP Corporate Dedicated

» ClHFO] A & Ok AFEH 210l K|

Your Device TrustScore is:

@ THE FACTORS THAT MAKE WP THIS TRUSTSCORE
o Auto-update is enabled ?
ﬁ Disk Encryption is enabled »
@ The Firewall is enabled >
@ rPreferred Apps are running >
@ The 0S is up-to-date >

See All Devices »




1. CSE APP — MOBILE

Bl Android X| ¥

Apple App Store & Google Play Ct2EE 7ts

-

Ol Et2 [C|H}O|A EHX|
SEf 2 =2 HEf FX|

1:43

©)] BANYAN

D Ashurs Xr iPhone11,8

0% BR77SAGC-FBIO...

Your Device TrustScore is: 100

THE FACTORS THAT MAKE UP THE TRUSTSCORE:
] The Device is not Jailbroken
The Screen Lock is Enabled

&  The 0Sis Up-To-Date

O Device & Services
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3. EDGE - GLOBAL EDGE
(SONICWALL-HOSTED ACCESS TIER)

v

v

ST AL R 0I5 7|4t

O = - [T

SonicWall @ A El

I=

=

y D= AFEX} E2fE 2 (data plane)

v

v

v

v

SonicWall 224 O._|£Ef01|)\'| X2
ALY HEA| A2 Connectorgs
TZH OO Hj 2He

Outbound HZDHEHQ
, HiSIE MM BA 2 Qg
> 443/TCP
) 40000 44000/UDP
W= L= (=2LH)

F_|_S|te

, https://docs.banyansecurity.io/docs/

banyan-components/connector/




3. EDGE - PRIVATE EDGE
(SELF-HOSTED ACCESS TIER)

“Z M (Distributed)” Access Tier2 = £
» AFEX QIE 7|HE ZEA|
y, TDZHO| EIH SAE (self-hosting) e 5 e |
y DE AKX EBf T (data plane)S N :
O LHE ol= 20| A 2| . Accesi The
T Internal
=g s
y QFASE: Elp;kﬂpfﬂnhﬂllé s
» External IP address a . |
» Internet Access o canter a
) |nbOU|’]d Ports_ - S HE mmuger' nuu'd“:m S U E ..:“;:..r;;‘!r.“‘!t.w;rk ............... ]
» 443 (web services) -

y 8443 (infrastructure services)
» 51820 (service tunnels)
y *U_Site

, https://docs.banyansecurity.io/docs/banya
n-components/accesstier/
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1718’8 (HIGH AVAILABILITY)

y 222 E 22| 24 (Command Center) 0| =3}
y 2|™ W O|=3} £ (Kubernetes & DB)

> Access Tier(EDGE) & Connectordj L2t O| &2}
y U0 Ol 22| k| = Access Tier(Private Edge)
» Access Tier(Edge)E 2 & #EH A SIEHO| 4510 CrE2t S 17t8d +4 7Hs
y 12 Q™ A| CFS 2| Access Tier(Edge) 74 7hs (AP &Hol 2 Q)

y 1280 o5l Bt2|E|= “Connector”
> Global Edge HA

» 2|8 W XS HA
» Global DNS routing & multiple pops 7|8t HE| 2| ™ HA X| & O H



=E]

=ctFE X332 A X

dws

L4

M private M Public
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CSE Supports
« ZElcsp AE & HHE
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v Terraform

/A Azure
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™ Ppublic _ —
B subnet

resource "banyan service web"
"example-web-service" {
name = "example web service"
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Ol 5 (AUTHENTICATION)

MOMITOR = MAMAGE SER SECURE ACC } C AASTRUCTUR Test Drive Dems @ lesi-drive
> Local @15
L- O
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) S o Sl ArmEe o demen TR . e TSR AdminsAnyDevice, AdminsCompDevics, Us,., BM17/2022, 7-42:30 PH
h Access Tiers
) O | D C @ Conmnactors RSV, PR arbnpigbe fiapd Jah & ity e UsersfegisteradDevice, Adminsany Devic... Bf20/20Z2, 53718 AM
Aol kit E I T P o P UsersRegisteredDevice GNS202TE, 1267 PM
) P a S S W O rd | e S S @ Registered Domaing B K e FIERLLE FE RN T T UsersRegisteredDevies, AdminsinyDevie,,, BNEM202Z, 2:38:38 PM
@ 13sued Certficates L.
) G fou p S an d R O | es Eeubinieal bl t by D= UsersheqsteradDevice B/14/2022, 3:45:53 PM
Cirenpa bearlings it Mol e UsersRegisteradDevice GIF[2022, BTS2 AM
) I\/l FA G w il St (AU R 1 e WsersRegisteredDevice, ContracionsanyD,.. TR0 NT28:39 PM
Cls G sl 2t Clay SR i F6.00 UsersRegicteradDevios, HighTruttDevices,,, Af25f2022, 911207 AM
D e D o e eflaariast agmd UsersForTestinghewSerdces, UsersRagls... BN9/202%, 10:58-32 PIA
Dra iy ame del gHm LT © UserskogisteredDeovice 1062022, T:43:-33 AM
Doy Bl - - o N C ] UsersRegisteredDevice SI2EI202L, 130T AM
Fargr Jpmw far yadghrynmatins, b UsersRegisteradDevioe, AdminsinyDevic,,, GG/ 2022, 12100 AR
Fa




— A

N

RESOURCES

=
o
o=

1

i
y

)

o

1z

om o|n
pis)

=
O T

e

Web Applications
(HTTP and HTTPS)

SSH
RDP

Kubernetes

QAHIFE Ol TCP services
(DBS and VNC =&)

SaaS {=c2|# 0| M
Service Tunnels (L3)

n

(-

BAMNYAN
SECURITY

MOMITOR = MAMAGE SERVICES SECUME ACCESS

Hasted Waobsitos Hosted wehﬁites
Infraginuctung
SaaS Applications
aQ

Sarvice Tunmels
Invanlory Q Palicy Enforcing S e 3

@) Palicy Enforcing et T

& Policy Enforcing Ol s &

) Palicy Enforcing P

BANYAN MANAGE SERVICES

SECURITY MONITOR =

SECURE ACCESS

MRECTORY & INFRASTRUCTURE

CIRECTORY L INFRASTRUCTURE

high-trust-devices

Tasting Mow Sorvice

LE". Toat Diive Dema B 1est-drive

2NAT202 2, 1W0eD:E A

HIEI202F, 1M:45:48 aM

21312021, 5419 PM

47812021, 10:35:25 AM

[§]

@ Hosted Websites Inventory

= Infrastructure

£ Saas Appecations

= Service Tunnels

l @ Inventory & Published

© 1gnored
© 1gnored
© Ignored
© 1gnored
© oiscovered

© Discovered

Q Y Al Statuses Y Al Sources

i

Qoo i et Wi s w1 S

Qe Uy e e S Bt e

QRv- BT 2 A e lrav -

TR SORT R SSNTEE TS s B A Lod T

G e

Mmpbox

e

vm

vm

vm

vm

vm

vm

163 v

0L

1038527

1023 %%

102725 ¢

Wl 3507«

0:ve

banyan-test-dr

tdnovpa

tdnovpn

tdnovpn

dnovpn

tanyan-test-dr

banyan-test-dr




TRUST SCORING A a4
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MOHITOR ICES SECURE ACCESS MEECTORY & INFEASTRUCTURE joe hnarris @ mehaalthay-352

Tiusts

Device Scoring « =

w Sottings >

# Admin Sign-on

2 Manage Admins
B AP Keys TRUSTSCORE FAC TORS SOURGCE STATUS
) A'— OE X'— O-” 7-” é)l' EH §I- Ol_l o . Auta Update Enabled: Automatic updates are enabled Banyan
L L Disk Encryption Enabled; Disk Encryption is enabled Banyan
Ol KI Xl 7|-O| C 10 7|._ B Service Bundles
X o I I o Fireweall Enablod: Firewall is enabled [desktop-only) Banyan
@ |dentity Provider Praferred Apps Running: Praferred Applications Running [deskiog-ony) Banyan
& OIDC & Passwordhass
. Recent Operating Syatem ks running: Recent Operating System is running Banyan
Oy Device Manager
7 Unmeglstered Devices ScresnLock Enabled: ScreenLock s enatled Banyan
/& Advanced Settings
ot JailBreken: Davice fat Jailbroken/iosted (mobda-only| Bariyan
@ Device Scoviing
R Remediaton THRESHOLD FOR STALE TRUSTSCORES

= Tiusl Integrations

Explre and 5ot TrustScores to 0" when the tima since It was 1251 evaluated exceads the following limh:

% Service Tunnal Hours




MM 0 44 (ACCESS POLICY)

» B2 El MH[A ZS A ARSXOA HE = 84
) RO HA T
, F 7|5
» MEA/AE/AY
) DeVice A|_I-§-| E-” Hél % :IIT:F:IIIﬂ icy for user access to hosted web services and 5aas applications
 BlaA B R AE R
8 Infrastructure Policy
) El—OI:OI- X‘l IH I% §'\I X‘”—g— Create a policy for user access to infrastructure services

y =K B E:
» Permissive

6 Tunnel Policy
-'—b— Create a poicy for user access to ne Cre £ 5 Dase 1

), E N fO I’CI N g - Custom Policy (JSON)

For advanced use cases, define a policy in JSOM.

y ggl [HAI- I—IXH-

y 8 SN, 15, IP, 9 subnets
) Wh|te||st/b|ack||st
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I 3 Hello Ashur Kanoon,
) I—a ye r 4 7 | I:Il_l- I|=-|I E- X-” O-I Here's the status of your secured remote access Lo test-drive:
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> CSE App ER @

> WireGuard At
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» A& Type: » 8 U
» SAML » |dentity Providers
» OIDC » EDR
y APls (Push or Pull) y ELK stack

» SIEM and syslog
> MDM / UEM
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» "Named user license’EtQ 02 E™ AL XA 20| M AT SHE &0 A8 EIL|C}
» "concurrentuser license” & “Pool license” EF®]2 X| IS} X| &L LY.

» X CHO|A =2 Mot Bl=

» 75 StE 2ro[ A Kot Gl

» Connectors 3! Access Tier(Edge) ==&F , E2jZI&F Kot QIS

y Ol =7] 20| A AFEEF B4 (Trued up)
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SONICWALL X New Bundling & Pricing

NEW PRICING & PACKAGING

SPA Basic SPA Advanced SIA Basic SIA Advanced SPA Adv + SIA Adv
(blended)

High Performance Data Plane | Cloud Control Plane |

Support for all Client Operating Systems | Banyan API X X X X X
Trust Scoring | Actional Visibility | Continuous Policy
Enforcement | Device Posture X X X X X
Zero Trust Network Access Tunnel (ZTNA) X X X
Zero Trust Network Access Proxy (ZTNA) | Private
Resource/laaS Discovery X X
Unregistered | Clientless | Passwordless Access X X
EDR | MDM/UEM | SIEM Integration | Service
Accounts X X X
Private Edge X X
DNS Filtering (DNS) X X X
Cloud Access Security Broker (CASB) | SaaS App
Discover X X
Preview Secure Web Gateway (SWG) X X
24xT Support X X X X X
RIS/Premier Support Add-on Add-on Add-on Add-on Add-on
MSRP 1 YR $59.99 $89.99 $35.99 $89.99 179.98
MSP Monthly Protect Tier Partner Cost $2.99 $4.79 $1.79 $4.79 9.58

* Not month to month, annually paid
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CUSTOMER CASE STUDY: ADOBE

MOBILE
WORKFORCE
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HYBRID &
MULTI-CLOUD
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T & Trial / 84 20| 1A X &

e Free Trial
* https://net.banyanops.com/team-edition/create-banyan-account

e Docs
* https://docs.banyansecurity.io/

« Be up and running in 15 minutes

* Pick users/groups
* Create device/resource policy
* Expand!



https://net.banyanops.com/team-edition/create-banyan-account
https://docs.banyansecurity.io/

SONICWALL

2| HAl VPNOJA| ZTNA B2 SSEEF MO Z BTt

=22 E 7|H? ZTNAE St Onpremise? Hybrid?

HeEE Hold, X =, glm A, 28 g
Tt SSHE 0 A SASE O|2|0f| FH 27

rot



THANKS g

SONICWALL



